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[bookmark: section_1530eced1a254b94b90eddb84c159904][bookmark: _Toc79582893]Introduction
The Audio Video Edge Authentication Protocol is a proprietary protocol used by protocol clients to get security tokens needed needed to authenticate themselves with a server that implements the Traversal Using Relay NAT (TURN) Extensions protocol, as described in [MS-TURN], for use with the Interactive Connectivity Establishment (ICE) Extensions protocol, as described in [MS-ICE] and [MS-ICE2].
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_a5ad115dfdf24bce86b8c002b1ba2b81][bookmark: _Toc79582894]Glossary
This document uses the following terms:
[bookmark: gt_c4bddb85-2ec1-4b6a-80ee-7149b85b534c]Audio/Video Edge Server (A/V Edge Server): A protocol server that implements the Traversal Using Relay NAT (TURN) Extensions Protocol, as described in [MS-TURN]. The protocol server provides connectivity to a protocol client that is behind a network entity, if the network entity provides network address translation (NAT).
[bookmark: gt_179b9392-9019-45a3-880b-26f6890522b7]base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is converted to a sequence of printable ASCII characters, as described in [RFC4648].
[bookmark: gt_bbd24a97-f290-425c-b05d-5874f9a4ae94]Content-Type header: A message header field whose value describes the type of data that is in the body of the message.
[bookmark: gt_b91c1e27-e8e0-499b-8c65-738006af72ee]endpoint: A device that is connected to a computer network.
[bookmark: gt_1769aec9-237e-44ed-9014-1abb3ec6de6e]fully qualified domain name (FQDN): An unambiguous domain name that gives an absolute location in the Domain Name System's (DNS) hierarchy tree, as defined in [RFC1035] section 3.1 and [RFC2181] section 11.
[bookmark: gt_ba024019-a866-41df-99a5-764b7eab2e1e]Hash-based Message Authentication Code (HMAC): A mechanism for message authentication using cryptographic hash functions. HMAC can be used with any iterative cryptographic hash function (for example, MD5 and SHA-1) in combination with a secret shared key. The cryptographic strength of HMAC depends on the properties of the underlying hash function.
[bookmark: gt_7ee5c1a4-6768-4256-817c-6686382e0f39]network address translation (NAT): The process of converting between IP addresses used within an intranet, or other private network, and Internet IP addresses.
[bookmark: gt_2dc07ca2-2b40-437e-a5ec-ed28ebfb116a]service: A process or agent that is available on the network, offering resources or services for clients. Examples of services include file servers, web servers, and so on.
[bookmark: gt_586971aa-3b65-4de3-be93-1a9756777d89]Session Initiation Protocol (SIP): An application-layer control (signaling) protocol for creating, modifying, and terminating sessions with one or more participants. SIP is defined in [RFC3261].
[bookmark: gt_fd3168c9-145e-49ad-ba80-2b838a184cbd]SHA-1: An algorithm that generates a 160-bit hash value from an arbitrary amount of input data, as described in [RFC3174]. SHA-1 is used with the Digital Signature Algorithm (DSA) in the Digital Signature Standard (DSS), in addition to other algorithms and standards.
[bookmark: gt_80392d0e-f718-441d-bdf4-e6d672637511]SHA-256: An algorithm that generates a 256-bit hash value from an arbitrary amount of input data.
[bookmark: gt_47b277f5-7883-4200-ac5f-6277e67578f5]shared-secret: Data that is known only to the parties that are involved in a secure communication.
[bookmark: gt_b08d36f6-b5c6-4ce4-8d2d-6f2ab75ea4cb]Transmission Control Protocol (TCP): A protocol used with the Internet Protocol (IP) to send data in the form of message units between computers over the Internet. TCP handles keeping track of the individual units of data (called packets) that a message is divided into for efficient routing through the Internet.
[bookmark: gt_f2bc7fed-7e02-4fa5-91b3-97f5c978563a]Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of messages in client and server applications communicating over open networks. TLS supports server and, optionally, client authentication by using X.509 certificates (as specified in [X509]). TLS is standardized in the IETF TLS working group.
[bookmark: gt_e6b10c2b-c9fd-4365-9d49-760f3082939b]TURN server: An endpoint that receives Traversal Using Relay NAT (TURN) request messages and sends TURN response messages. The protocol server acts as a data relay, receiving data on the public address that is allocated to a protocol client and forwarding that data to the client.
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_a70f5e84-6960-42f0-a160-ba0281eb548d]User Datagram Protocol (UDP): The connectionless protocol within TCP/IP that corresponds to the transport layer in the ISO/OSI reference model.
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_f7aac75a483d4ee29397c3490c94f7b9][bookmark: _Toc79582895]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_8e557d82c9c54c06a4c53cd2ae6a048f][bookmark: _Toc79582896]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[IETFDRAFT-SIPSOAP-00] Deason, N., "SIP and SOAP", draft-deason-sip-soap-00, June 30 2000, http://www.softarmor.com/wgdb/docs/draft-deason-sip-soap-00.txt
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC-xml-names-20091208/
[XMLSCHEMA1/2] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 1: Structures Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-1-20041028/
[XMLSCHEMA2/2] Biron, P., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-2-20041028/
[bookmark: section_fe119177729143e6b6e63e4ba5374ec8][bookmark: _Toc79582897]Informative References
[MS-ICE2] Microsoft Corporation, "Interactive Connectivity Establishment (ICE) Extensions 2.0".
[MS-ICE] Microsoft Corporation, "Interactive Connectivity Establishment (ICE) Extensions".
[MS-SIPRE] Microsoft Corporation, "Session Initiation Protocol (SIP) Routing Extensions".
[MS-TURN] Microsoft Corporation, "Traversal Using Relay NAT (TURN) Extensions".
[XML10] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Third Edition)", February 2004, http://www.w3.org/TR/2004/REC-xml-20040204/
[bookmark: section_1540c7275f934ee68e7f2e6e03cb91f7][bookmark: _Toc79582898]Overview
[MS-TURN] is used for network address translation (NAT) and firewall traversal. To help protocol clients traverse NATs and firewalls, a TURN server or servers need to be deployed at particular places in the network topology. With the security tokens supplied by this protocol, a protocol client can authenticate with these TURN servers.
[image: Protocol overview]
Figure 1: Protocol overview
The Audio/Video Edge Server (A/V Edge Server) is associated with a TURN server and is aware of the configuration details of the associated TURN server. When the protocol client needs tokens, it sends a Session Initiation Protocol (SIP) SERVICE request, as described in [IETFDRAFT-SIPSOAP-00], to the A/V Edge Server with the body of the message encoded in an XML format, as described in [XML10]. The server responds with a SIP SERVICE response message and a response code which indicates whether the response was a success or failure. If it was a success, the response contains the security tokens along with location information of the associated TURN server. If it was a failure, the response code indicates the type of failure. If there was an error with the XML body of the request, the response also contains an XML body that describes the exact cause of the problem.
The A/V Edge Server shares shared-secret keys with the associated TURN server and uses these keys to generate tokens. A security token consists of a user name and password. The token is valid only for a certain amount of time. If the protocol client requires the token to be valid for a shorter time interval, it can specify the length of the interval in the XML request. The server honors this value if it is less than the default duration it uses. Because the expiration time in the token is not easily decipherable, the response also includes a duration element that specifies how long the token is valid. The token also includes a hash of the identity specified by the protocol client, which the TURN server can use to implement resource management.
[bookmark: section_b54d634c055f48129edf4040d1a5879f][bookmark: _Toc79582899]Relationship to Other Protocols
This protocol uses [MS-SIPRE] for receiving requests and sending out responses. This protocol uses the Session Initiation Protocol (SIP) SERVICE method, as described in [IETFDRAFT-SIPSOAP-00], which is an extension to the standard SIP, to receive and send responses. The security tokens received from the A/V Edge Server are used to obtain access to the TURN server for use with the [MS-ICE] protocol.
[bookmark: section_da58a86660d1444e86c99ff21cb50821][bookmark: _Toc79582900]Prerequisites/Preconditions
This protocol assumes that the TURN server associated with the A/V Edge Server has two network interfaces, one facing the Internet and the other facing the intranet as shown in the following figure.
[image: TURN server with two interfaces]
Figure 2: TURN server with two interfaces
The server implementing this protocol is assumed to be configured with the following:
· A certificate for establishing Transport Layer Security (TLS) connections. The certificate has a private key.
· Two shared-secret keys, known both to the A/V Edge Server and the associated TURN server.
· User Datagram Protocol (UDP) and Transmission Control Protocol (TCP) ports, on which the associated TURN server listens for protocol requests described in [MS-TURN]. The default for UDP is port 3478. The default for TCP is port 443.
· The IP address and fully qualified domain name (FQDN) of each network interface of the associated TURN server.
· The server version with the value "3.0".
[bookmark: section_2eb61811074040c2854899a1188ee0aa][bookmark: _Toc79582901]Applicability Statement
This protocol is used to provide a protocol client with security tokens for accessing the TURN server.
[bookmark: section_6658f6d468384049b2ad3d9565bcadf2][bookmark: _Toc79582902]Versioning and Capability Negotiation
This protocol negotiates versions in the following manner:
1. The protocol client specifies the version in the XML body of the request.
2. If the server does not support the version requested by the protocol client, the request is rejected with a "Version Mismatch" error. 
For more information, see section 3.1.5.
[bookmark: section_7a778fe607794bcf83ecc7269f96cdf8][bookmark: _Toc79582903]Vendor-Extensible Fields
None. 
[bookmark: section_90b5a4d404e94b369109ba1b6e6d3a8f][bookmark: _Toc79582904]Standards Assignments
None.
[bookmark: section_03e9a7281e73474e9ad17f5ebe1798a7][bookmark: _Toc79582905]Messages
[bookmark: section_4b9b12fe117545bfad747c4f7b2133bf][bookmark: _Toc79582906]Transport
Audio/video edge authentication protocol messages MUST be transported using SIP SERVICE messages through a connection secured with TLS.
[bookmark: section_9014b7d1c6e945daa3f7ebe2ecb2f710][bookmark: _Toc79582907]Message Syntax
The request and response messages of this protocol MUST be SIP SERVICE messages, as specified in [IETFDRAFT-SIPSOAP-00]. Protocol requests MUST include a Content-Type header, "application/msrtc-media-relay-auth+xml". The schema definition specified in [XMLSCHEMA1/2] and [XMLSCHEMA2/2] for the request and response messages is documented in section 6.
[bookmark: section_f183e3fa74f5438593899e9b3a515f1e][bookmark: _Toc79582908]Namespaces
This specification defines and references various XML namespaces by using the mechanisms specified in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML namespace that is used, the choice of any particular XML namespace prefix is implementation-specific and not significant for interoperability.
	Prefix
	Namespace URI
	Reference

	tns
	http://schemas.microsoft.com/2006/09/sip/mrasp
	

	xs
	http://www.w3.org/2001/XMLSchema
	[XMLSCHEMA1/2]
[XMLSCHEMA2/2]



[bookmark: section_6fa2f049e50e4f4e90284327ecd018c5][bookmark: _Toc79582909]Request by the Client
The XML request sent by the protocol client MUST include exactly one request element. 
[bookmark: section_3f5e70330a274277bf7944288a152f86][bookmark: _Toc79582910]request Element
[bookmark: section_565c4ca42b5741fca1edcc4df9a83866][bookmark: _Toc79582911]request Element Definition
The schema definition for the request element is as follows:
  <!-- REQUEST ELEMENT-->
  <xs:element name="request" type="tns:requestType" />
[bookmark: section_4cf0f59e8513429cb4414a62a1c8ebcc][bookmark: _Toc79582912]requestType Type Definition
[bookmark: Appendix_A_Target_1]The schema definition for the requestType type is as follows:<1>
<!-- REQUEST TYPE-->
  <xs:complexType name="requestType">
    <xs:sequence>
      <!-- number of credentials requests will be bound within MRAS-->
      <xs:element name="credentialsRequest" type="tns:credentialsRequestType" 
                  minOccurs="1"  maxOccurs="100"/>    
    </xs:sequence>
    <xs:attribute name="requestID" type="tns:max64CharStringType" use="required"/>
    <xs:attribute name="version" type="tns:versionType" use="required"/>
    <xs:attribute name="to" type="tns:mrasUriType" use="required"/>
    <xs:attribute name="from" type="tns:mrasUriType" use="required"/>
    <xs:attribute name="route" type="tns:routeType" use="optional" 
                  default="loadbalanced"/>    
  </xs:complexType>
The following table describes the requestType type’s attributes.
	Attribute
	Description

	requestID
	Type max64CharStringType, as defined in section 2.2.4.8. An identifier that is used to identify the request. This can be used by the protocol client to associate the response with the request, in case the protocol client sent multiple simultaneous requests to the server with a unique requestID.

	version
	Type versionType, as defined in section 2.2.4.12. This is the version requested by the protocol client. The version MUST be set as specified in section 3.1.5.2.1. 

	to
	Type mrasUriType, as defined in section 2.2.4.11. A restricted length Uniform Resource Identifier (URI) type that identifies the entity to which the request needs to be sent. It MUST be a Session Initiation Protocol (SIP) URI.

	from
	Type mrasUriType, as defined in section 2.2.4.11. A restricted length URI type that identifies the entity that originated the request. It MUST be a SIP URI.

	route
	Type routeType, as defined in section 2.2.4.1. An optional attribute with a default value of "loadbalanced". 



[bookmark: section_a30f484ba1d342bd9b3001ebbb20c041][bookmark: _Toc79582913]Child Element
The child element of the requestType element is defined in the following subsections.
[bookmark: section_d96c4ffe317743539f67f51bf0f052b2][bookmark: _Toc79582914]credentialsRequest Element Definition
The schema definition for the credentialsRequest element is as follows:
<xs:element name="credentialsRequest" type="tns:credentialsRequestType" minOccurs="1" maxOccurs="100" />
The following table describes the credentialsRequest element.
	Element
	Description

	credentialsRequest
	One or more subelements of type credentialsRequestType, as defined in section 2.2.2.1.3.2, MUST be present within the requestType. The maxOccurs attribute specifies the maximum number of subelements that MUST be present in the request. The schema allows 100 subelements.



[bookmark: section_99cdfde60aff49988091b4ca31acbf09][bookmark: _Toc79582915]credentialsRequestType Type Definition
The schema definition for the credentialsRequestType type is as follows:
<!-- CREDENTIALS REQUEST TYPE-->
  <xs:complexType name="credentialsRequestType">
    <xs:sequence>
      <xs:element name="identity" type="tns:max64kCharStringType" />
      <xs:element name="location" type="tns:locationType" minOccurs="0" />
      <xs:element name="duration" type="xs:positiveInteger" minOccurs="0" />
    </xs:sequence>
    <xs:attribute name="credentialsRequestID" type="tns:max64CharStringType" 
                  use="required" />
  </xs:complexType>
The following table describes the credentialsRequestType type's elements.
	Element
	Description

	identity
	Type max64kCharStringType, as defined in section 2.2.4.9. A restricted length string type that identifies the entity to which the token SHOULD be issued. This is a required field.

	location
	Type locationType, as defined in section 2.2.4.2. This is an optional attribute that specifies the network interface on the associated TURN server for which the tokens and FQDN or IP address and port information MUST be returned. 

	duration
	Type positiveInteger, as specified in [XMLSCHEMA2/2] section 3.3.25. This is an optional attribute that specifies the number of minutes for which the token needs to be valid. The default duration is 480 minutes.


The following table describes the credentialsRequestType type's attribute.
	Attribute
	Description

	credentialsRequestID
	Type max64CharStringType, as defined in section 2.2.4.8. A restricted length string type that identifies the credentialsRequest element within a requestType.



[bookmark: section_3787a8e738cd4c9193e79a8681394450][bookmark: _Toc79582916]Response by the Server
The XML response sent by the server MUST include exactly one response element.
[bookmark: section_425388a3d2b244398d183dc845965115][bookmark: _Toc79582917]response Element
[bookmark: section_73d99a62219c470a96a0f601962d6dc2][bookmark: _Toc79582918]response Element Definition
The schema definition for the response element is as follows:
  <!-- RESPONSE ELEMENT-->
  <xs:element name="response" type="tns:responseType" />
[bookmark: section_ebd3b358ea0a4aa0b08a63f5a2dcd620][bookmark: _Toc79582919]responseType Type Definition
[bookmark: Appendix_A_Target_2]The schema definition for the responseType type is as follows:<2>
  <!-- RESPONSE TYPE-->
  <xs:complexType name="responseType">
    <xs:sequence>
      <xs:element name="credentialsResponse" type="tns:credentialsResponseType" 
                  minOccurs="0" maxOccurs="100"/>      
    </xs:sequence>
    <xs:attribute name="requestID" type="tns:max64CharStringType"/>
    <xs:attribute name="version" type="tns:versionType" use="required"/>
    <xs:attribute name="serverVersion" type="tns:versionType" use="optional"/>
    <xs:attribute name="to" type="tns:mrasUriType"/>
    <xs:attribute name="from" type="tns:mrasUriType"/>    
    <xs:attribute name="reasonPhrase" type="tns:reasonPhraseType" use="required"/>    
  </xs:complexType>
The following table describes the responseType type's attributes.
	Attribute
	Description

	requestID
	Type max64CharStringType, as defined in section 2.2.4.8. If the request is malformed (based on the rules in section 3.1.5.1.1), this attribute is not present. If present, this attribute MUST have the same value as the requestID attribute in the request. 

	version
	Type versionType, as defined in section 2.2.4.12. The version MUST be set as specified in section 3.1.5.2.2.

	serverVersion
	[bookmark: Appendix_A_Target_3]Type versionType, as defined in section 2.2.4.12. This is an optional attribute. If present, this SHOULD be the server version with a value of "3.0"<3>.

	to
	Type mrasUriType, as defined in section 2.2.4.11. If the request is malformed (based on the rules in section 3.1.5.1.1), this attribute is not present. If present, this attribute MUST have the same value as the to attribute in the request.

	from
	Type mrasUriType, as defined in section 2.2.4.11. If the request is malformed (based on the rules in section 3.1.5.1.1), this attribute is not present. If present, this attribute MUST have the same value as the from attribute in the request.

	reasonPhrase
	Type reasonPhraseType, as defined in section 2.2.4.7. Specifies the reason for the error. A detailed description of when each error message is thrown is provided in section 3.1.5.



[bookmark: section_e5dacc1011574af69d8c3f790738bb05][bookmark: _Toc79582920]Child Element
The child element of the responseType element is defined in the following subsections.
[bookmark: section_55af1c3aa44b49b793eb4647ebccec70][bookmark: _Toc79582921]credentialsResponse Element Definition
The schema definition for the credentialsResponse element is as follows:
<xs:element name="credentialsResponse" type="tns:credentialsResponseType" minOccurs="0" maxOccurs="100" />
The following table describes the credentialsResponse element.
	Element
	Description

	credentialsResponse
	For each credentialsRequest in the request from the protocol client, if the request succeeded, a credentialsResponse element MUST be included with the TURN server information and the token for the identity in the credentialsRequest. If the processing of the request does not succeed, there MUST be no credentialsResponse in the response sent by the server.



[bookmark: section_3aec3b76725a4a69bcbcedc82344277a][bookmark: _Toc79582922]credentialsResponseType Type Definition
The schema definition for credentialsResponseType type is as follows:
<!--CREDENTIALS RESPONSE TYPE-->
  <xs:complexType name="credentialsResponseType">
    <xs:sequence>
      <xs:element name="credentials" type="tns:credentialsType" />
      <xs:element name="mediaRelayList" type="tns:mediaRelayListType" />
    </xs:sequence>
    <xs:attribute name="credentialsRequestID" type="tns:max64CharStringType" use="required" />
  </xs:complexType>
The following table describes the credentialsResponseType type's elements.
	Element
	Description

	credentials
	The type of this element is credentialsType, as defined in section 2.2.4.3. This element MUST contain the following subelements:
· A username element and a password element, which form the security token needed by the protocol client to contact the TURN server.
· A duration element that specifies how long the token is valid for.
This element SHOULD contain an optional realm element that specifies which network segment the server belongs to. The network segment information is configured on the server and is implementation specific.

	mediaRelayList
	The type of this element is mediaRelayListType, as defined in section 2.2.4.5. Each mediaRelay element in mediaRelayList MUST contain the following subelements:
· A location element that indicates "internet" or "intranet".
· [bookmark: Appendix_A_Target_4]Either the hostName element or the directIPAddress element. If hostName is present, it SHOULD contain the IP address of the TURN server or the FQDN that resolves to the TURN server’s IP address. If directIPAddress is present, it MUST contain the IP4 or IPv6<4> address of the TURN server.
Each mediaRelay element in mediaRelayList SHOULD contain the following subelements:
· An optional tcpPort element that specifies the port the TURN server is using to listen for TCP. 
· An optional udpPort element that specifies the port the TURN server is using to listen for UDP.


The following table describes the credentialsResponseType type's attribute.
	Attribute
	Description

	credentialsRequestID
	This MUST be the same as the credentialsRequestID attribute in the request.



[bookmark: section_7aa232c0a3db4476900e4d012638c6f8][bookmark: _Toc79582923]Basic Data Types
This section lists the basic data types used in the XML request from the client and the response from the server.
[bookmark: section_199dbd26db0c4b27b0292ee0d3e65961][bookmark: _Toc79582924]routeType
The schema definition for the routeType data type is as follows:
  <xs:simpleType name="routeType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="loadbalanced"/>
      <xs:enumeration value="directip"/>
    </xs:restriction>
  </xs:simpleType>
The routeType data type is a string type that can take only two possible values: "loadbalanced" or "directip".
[bookmark: section_e414c8e7029c400cbfd09659eaa9e1ec][bookmark: _Toc79582925]locationType
The schema definition for the locationType data type is as follows:
<xs:simpleType name="locationType">
  <xs:restriction base="xs:string">
     <xs:enumeration value="intranet"/>
     <xs:enumeration value="internet"/>
  </xs:restriction>
</xs:simpleType>
 The locationType data type is a string type that can take only two possible values: "intranet" or "internet".
[bookmark: section_29f30c20af94423a830512656f613b88][bookmark: _Toc79582926]credentialsType
The schema definition for the credentialsType data type is as follows:
<xs:complexType name="credentialsType">
    <xs:sequence>
        <xs:element name="username" type="tns:max64kCharStringType" />
        <xs:element name="password" type="tns:max64kCharStringType" />
        <xs:element name="duration" type="xs:positiveInteger" />
        <xs:element name="realm" type="tns:max64kCharStringType" minOccurs="0"/>    
  </xs:sequence>
</xs:complexType>
The credentialsType data type is a complex data type that contains the following elements.
	Element
	Description

	username
	The type of this element is max64kCharStringType, as defined in section 2.2.4.9. This element contains part of the security token sent by the server to the protocol client.

	password
	The type of this element is max64kCharStringType, as defined in section 2.2.4.9. This element contains part of the security token sent by the server to the protocol client.

	duration
	The type of this element is positiveInteger, as specified in [XMLSCHEMA2/2] section 3.3.25. This element contains a positive integer that specifies how long the token is valid for.

	realm
	The type of this element is max64kCharStringType, as defined in section 2.2.4.9. This optional element specifies which network segment the server belongs to.



[bookmark: section_1346e4d811234008a3ae0dc8d6603f0c][bookmark: _Toc79582927]mediaRelayType
The schema definition for the mediaRelayType data type is as follows:
<xs:complexType name="mediaRelayType">
   <xs:sequence>
      <xs:element name="location" type="tns:locationType"/>
      <xs:choice>
        <xs:element name="hostName" type="tns:hostNameType"/>
        <xs:element name="directIPAddress" type="tns:max64CharStringType"/>
       </xs:choice>
      <xs:element name="udpPort" type="xs:unsignedShort" minOccurs="0"/>
      <xs:element name="tcpPort" type="xs:unsignedShort" minOccurs="0"/>
   </xs:sequence>
</xs:complexType>  
The mediaRelayType data type is a complex data type that specifies the details of the TURN server.
	Element
	Description

	location
	Type locationType, as defined in section 2.2.4.2. The location of the TURN server whose IPAddress and Port information are returned to the client.

	hostName
	Type hostNameType, as defined in section 2.2.4.6. The FQDN or the IP address of the TURN server. Either this element or the directIPAddress element in the mediaRelayType is present.

	directIPAddress
	Type max64CharStringType, as defined in section 2.2.4.8. The IPAddress of the TURN server.

	udpPort
	Type unsignedShort, as specified in [XMLSCHEMA2/2] section 3.3.23. The UDP port on which the TURN server is listening.

	tcpPort
	Type unsignedShort, as specified in [XMLSCHEMA2/2] section 3.3.23. The TCP port on which the TURN server is listening.



[bookmark: section_aa89a2947a344e1cafc02a643f2fc9eb][bookmark: _Toc79582928]mediaRelayListType
The schema definition for the mediaRelayListType data type is as follows:
<xs:complexType name="mediaRelayListType">
    <xs:sequence>
      <xs:element name="mediaRelay" type="tns:mediaRelayType" minOccurs="1" maxOccurs="unbounded"/>
    </xs:sequence>
</xs:complexType>
The mediaRelayListType data type contains a list of elements of type mediaRelayType, as defined in section 2.2.4.4.
[bookmark: section_07e835e672034029a85b27aae12104a6][bookmark: _Toc79582929]hostNameType
The schema definition for the hostNameType data type is as follows:
<xs:simpleType name="hostNameType">
   <xs:restriction base="xs:string">
      <xs:pattern value="[a-zA-Z0-9_\-\.]*" />
      <xs:maxLength value="255"/>
   </xs:restriction>
</xs:simpleType>
The hostNameType data type is a string type with a length restriction of 255 characters and the pattern of characters adhering to the regular expression defined previously in the schema.
[bookmark: section_457b85fa4721450fbcf3998d5f6555c5][bookmark: _Toc79582930]reasonPhraseType
The schema definition for the reasonPhraseType data type is as follows:
<xs:simpleType name="reasonPhraseType">
   <xs:restriction base="xs:string">
     <xs:enumeration value="OK"/>
     <xs:enumeration value="Request Malformed"/>
     <xs:enumeration value="Request Too Large"/>
     <xs:enumeration value="Not Supported"/>
     <xs:enumeration value="Server Busy"/>
     <xs:enumeration value="Time Out"/>
     <xs:enumeration value="Forbidden"/>
     <xs:enumeration value="Internal Server Error"/>
     <xs:enumeration value="Other Failure"/>
     <xs:enumeration value="Version Mismatch"/>
   </xs:restriction>
</xs:simpleType>
The reasonPhraseType data type is a string type that can only take one of the values specified in the previous enumeration.
[bookmark: section_cbfa0593caa746b2828a5d6a14fdfb25][bookmark: _Toc79582931]max64CharStringType
  The schema definition for the max64CharStringType data type is as follows:
 <xs:simpleType name='max64CharStringType'>
 <xs:restriction base='xs:string'>
    <xs:maxLength value='64'></xs:maxLength>
 </xs:restriction>
</xs:simpleType>
The max64CharStringType data type is a string type with a length restriction of 64 characters.
[bookmark: section_a41feec9afbe4f25abce63c69e1a8077][bookmark: _Toc79582932]max64kCharStringType
The schema definition for the max64kCharStringType data type is as follows:
<xs:simpleType name='max64kCharStringType'>
<xs:restriction base='xs:string'>
   <xs:maxLength value='64000'></xs:maxLength>
</xs:restriction>
  </xs:simpleType>
The max64kCharStringType data type is a string type with a length restriction of 64,000 characters.
[bookmark: section_2207173587894b10ba0d89fb19d863cd][bookmark: _Toc79582933]max8CharStringType
The schema definition for the max8CharStringType data type is as follows:
<xs:simpleType name='max8CharStringType'>
    <xs:restriction base='xs:string'>
      <xs:maxLength value='8'></xs:maxLength>
    </xs:restriction>
</xs:simpleType>
The max8CharStringType data type is a string type with a length restriction of eight characters.
[bookmark: section_cd6ce43bc01947ababd051ff840ff457][bookmark: _Toc79582934]mrasUriType
The schema definition for the mrasUriType data type is as follows:
<xs:simpleType name='mrasUriType'>
    <xs:restriction base='xs:anyURI'>
      <xs:maxLength value='10000'></xs:maxLength>
    </xs:restriction>
</xs:simpleType>
The mrasUriType data type is defined as an anyURI type, as specified in [XMLSCHEMA2/2] section 3.2.17, with a length restriction of 10,000 characters.
[bookmark: section_f4359ee1e2154cc59330f586cd69b2f8][bookmark: _Toc79582935]versionType
The schema definition for the versionType data type is as follows:
  <xs:simpleType name='versionType'>
    <xs:restriction base='xs:string'>
      <xs:pattern value="[0-9]+\.[0-9]+"></xs:pattern>      
      <xs:maxLength value="5"/>
    </xs:restriction>
  </xs:simpleType>  
The versionType data type is a string type with a length restriction of five characters and a pattern adhering to the regular expression as defined previously in the schema.
[bookmark: section_674d5a64307a416f8c9e5234fa2d5b44][bookmark: _Toc79582936]Protocol Details
[bookmark: section_782768f228ad4e59846f3f53514df204][bookmark: _Toc79582937]Server Details
[bookmark: section_8a7f51e293d441639a328ba4eea661d2][bookmark: _Toc79582938]Abstract Data Model
None.
[bookmark: section_b4a71670b82f48299ddc140afd6a157d][bookmark: _Toc79582939]Timers
None. 
[bookmark: section_765994fae39e4b06a396e6ac6315256b][bookmark: _Toc79582940]Initialization
None.
[bookmark: section_2ef7e31fbd704e99ab69165e8083f198][bookmark: _Toc79582941]Higher-Layer Triggered Events
When a SIP SERVICE request, as described in section 2.2.2, is received by the server, the request MUST be processed based on the rules given in section 3.1.5 and a SIP SERVICE response message, as described in section 2.2.3, MUST be sent back to the client. The message contains the token information if the processing of the request succeeded or a detailed error description if the processing failed.
[bookmark: section_db0f1c745cc64e9896e58bb051ece07f][bookmark: _Toc79582942]Message Processing Events and Sequencing Rules
The SIP SERVICE request described in section 2.2.2 MUST be the only message type that is accepted. The server MUST respond with a SIP SERVICE response message, as described in section 2.2.3, with the exceptions specified in section 3.1.5.1. The error codes indicate the type of the error in the request.
[bookmark: section_b1af12a8459d4596b3ede347782b06ff][bookmark: _Toc79582943]General Rules
When a request is received from the protocol client, it is processed based on the following rules:
· If the request message type is not SIP SERVICE, the request MUST be rejected and an UnsupportedMessageType error response, as defined in section 3.1.5.6, MUST be sent.
· If the Content-Type header of the request is not equal to "application/msrtc-media-relay-auth+xml", an UnsupportedContentType error response, as defined in section 3.1.5.6, MUST be sent. The SIP header of the response MUST include an Accept header with the value "application/msrtc-media-relay-auth+xml".
· For the previous two rules, the server does not send a XML response in its body. The error codes described in this section indicate the nature of the problem. In the checks that follow, if an error condition occurs, an XML body adhering to conditions described in section 2.2.3 MUST be sent. The reasonPhrase of the error message MUST be as described in the following sections.
[bookmark: section_6c3b5f6a859b4a1090a80acc724354e3][bookmark: _Toc79582944]Processing a Malformed Request
If the request does not adhere to schema rules, the request is malformed and MUST be rejected with a reasonPhrase set to "Request Malformed". If the request adheres to schema rules, except that the number of credentialsRequest in the XML request is greater than the maxOccurs attribute in the schema, the request is not considered malformed. In this case, the reasonPhrase in the error response MUST be "Request Too Large".
[bookmark: section_d410b29bb17242ca95ff4b7738940892][bookmark: _Toc79582945]Server Policies
The server can implement policies that restrict the request that can be sent by the protocol client. For example, the server can implement policies that restrict the number of subelements that are allowed in the request. If these policies are violated, the server MAY send an error response with a "Forbidden" reasonPhrase.
[bookmark: section_5ca9bbaf57ae499aa78fa8314f19dc5b][bookmark: _Toc79582946]Version Validation
[bookmark: Appendix_A_Target_5]The version attribute in the request and response is of the type versionType, as defined in section 2.2.4.12.<5>
[bookmark: section_9a1d068b71804af583e3946c113d85a4][bookmark: _Toc79582947]Validating the Version in the Request
The version in the request SHOULD be either "3.0", "2.0" or "1.0". Otherwise, the server SHOULD return an error response with a reasonPhrase of "Version Mismatch".
[bookmark: section_4495758b539d46f3bc3e1c8df1b60546][bookmark: _Toc79582948]Setting the Version in the Response
If the server cannot read the protocol client’s request because it does not adhere to the schema, the version in the response SHOULD be the server version.
If the protocol client’s request adheres to the schema:
· If a "Version Mismatch" error response is returned to the protocol client, the highest version supported by the server that is less than the protocol client’s version SHOULD be returned in the response.
· Otherwise, the version MUST be the version in the protocol client’s request.
[bookmark: section_1483299f3bda43a19e0e092c257f4a95][bookmark: _Toc79582949]Checking the Attributes of the Request
Schema validation MUST be done as specified in section 3.1.5.1.1, which checks if all the attributes of the request conform to the schema rules. If schema validation succeeds, some more checks MUST be done as follows.
[bookmark: Appendix_A_Target_6]The version validation is done as specified in section 3.1.5.2.1. The server can include an optional serverVersion attribute in the response which, if present, SHOULD<6> be the same as the server version. If the client’s request is valid and the version is "1.0" in the protocol client’s request, the server MUST NOT include the serverVersion attribute.
The from and to attributes MUST be SIP URIs. If the server is not able to parse the URI, the server MUST send an error message with reasonPhrase with the value "Request Malformed". If these attributes are valid, the values of these attributes along with requestID are copied to the response. The client SHOULD use the requestID to correlate the server response with its request in case multiple requests are pending at the same time to the server.
[bookmark: section_dfb5195b5e3c48a1a1e78c21d2f8dc19][bookmark: _Toc79582950]Generating the credentialResponse
For each credentialsRequest in the XML request:
· If the duration attribute is present in the request, the lifetime of the token MUST be calculated as the minimum of the duration specified by the protocol client and the preconfigured default lifetime value. Otherwise the preconfigured default lifetime value MUST be used.
· The tokens, username and password, are generated using the lifetime calculated as stated previously and the identity specified by the protocol client in the XML request. The username and password generated MUST use base64 encoding and be included in the XML response.
· A credentialResponse MUST be created with the same credentialsRequestID as the credentialsRequest element in the protocol client's request. The token information MUST be in the credentials element and the information regarding the TURN server MUST be in the mediaRelayList element. 
· If the location element was specified by the protocol client, the TURN server information related to that location only MUST be included in the mediaRelayList element. Otherwise, both the intranet and Internet information of the TURN server, as shown in the figure titled "TURN server with two interfaces" in section 1.5, MUST be included in the mediaRelayList element. 
· If the route attribute is "directip", the server MUST return the IPv4 or IPv6 address of the TURN server’s endpoint in the directIPAddress attribute in the response. If the attribute is not present or if the value is "loadbalanced", the hostName subelement MUST be present and SHOULD contain the IP address of the TURN server or the FQDN that resolves to the TURN server’s IP address.
[bookmark: section_6719f03a131b48bcb6b701ef94ba291d][bookmark: _Toc79582951]Populating Attributes of the Response
If the request was processed successfully without an error, the reasonPhrase MUST be set to "OK", and the following apply:
· The version attribute in the response MUST be set as specified in section 3.1.5.2.2.
· The from, to, and requestID attributes MUST be included and MUST be equal to the appropriate values in the XML request.
If the reasonPhrase is "Request Malformed", the from, to, and requestID attributes MAY be included in the response. Otherwise, the from, to, and requestID attributes MUST be included and MUST be equal to the appropriate values in the XML request.
If an unexpected server error occurs during the processing of the request, the reasonPhrase MUST be "Internal Server Error."
The SIP error codes that MUST be sent for the different response messages are specified in section 3.1.5.6.
[bookmark: section_86aa74a6fae04bc98b42dbef08e17ca9][bookmark: _Toc79582952]Error Codes
The following table shows the SIP error codes corresponding to the different reasonPhrase values in the SIP responses. Some of these reasonPhrase values are not currently in use by the server. The unused responses are indicated in the following table with a "No" value in the column titled "In use".
	Value of reasonsPhrase in the response
	SIP error code
	In use

	OK
	200
	Yes

	Request Malformed
	400
	Yes

	Forbidden
	403
	Yes

	Time Out
	408
	No

	Request Too Large
	413
	Yes

	Server Busy
	486
	No

	Internal Server Error
	500
	Yes

	Other Failure
	500
	No

	Not Supported
	501
	No

	Version Mismatch
	501
	Yes


The following two error responses are used when the XML body of the response is not sent.
	Response
	SIP error code
	In use

	UnsupportedMessageType
	501
	Yes

	UnsupportedContentType
	415
	Yes



[bookmark: section_124596e6538e4ea19d64416418f8c5d5][bookmark: _Toc79582953]Token Generation
The A/V Edge Server and the associated TURN server share two secret keys. These keys are used to create the security tokens username and password, as defined in section 2.2.4.3, which the protocol clients use to authenticate themselves with the TURN server. The server MUST include the lifetime of the token and the identity specified by the protocol client in the XML request while generating username. If the duration attribute is present in the request, the lifetime of the token MUST be calculated as the minimum of the duration specified by the protocol client and the configured lifetime value in the server. The server MUST encode the username and password by means of base64 encoding before including them in the XML response.
[bookmark: section_d2166d5ffdc840eb886103a4860ac9de][bookmark: _Toc79582954]Timer Events
None.
[bookmark: section_9cafa7ae5b094724821e5e5519fdda2d][bookmark: _Toc79582955]Other Local Events
None.
[bookmark: section_7ccc85e3ee3a4ff9b9ef606639578e15][bookmark: _Toc79582956]Protocol Examples
The following examples illustrate the protocol request-response sequence.
[bookmark: section_fc1421b04e044683a345adebde35ec3a][bookmark: _Toc79582957]Version 2.0 LoadBalanced Request and Response
In this example, a client is making a version "2.0" request for the TURN server’s intranet FQDN.
[bookmark: section_aefcc030cd894b06b35876a8a9a547bb][bookmark: _Toc79582958]Client Request to Server
SERVICE sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA SIP/2.0

Via: SIP/2.0/TLS 10.56.65.225:7012

Max-Forwards: 70

From: <sip:client@contoso.com>;tag=09f804a3b1;epid=4906ed5712

To: <sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA>

Call-ID: 7b25d8f0304c4655814760e624d7c3aa

CSeq: 1 SERVICE

Contact: <sip: client@contoso.com;opaque=user:epid:4WjlENtBIVSXgZyN1UZ6VgAA;gruu>

User-Agent: UCCP/2.0.6545.0 OC/2.0.6545.0 (Microsoft Office Communicator)

Proxy-Authorization: NTLM qop="auth", realm="SIP Communications Service", opaque="9574F9DA", crand="5999c389", cnum="580", targetname="server1.contoso.com", response="0100000064386630f99f6cb864399660"

Content-Type: application/msrtc-media-relay-auth+xml
Content-Length: 471

<request requestID="990512"
from="sip:client@contoso.com"
version="2.0"
to="sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA"
xmlns="http://schemas.microsoft.com/2006/09/sip/mrasp"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <credentialsRequest credentialsRequestID="990512">
    <identity>sip:client@contoso.com</identity>
    <location>intranet</location>
    <duration>480</duration>
  </credentialsRequest>
</request>
[bookmark: section_ccf157d441bc411db2f212b278a2633c][bookmark: _Toc79582959]Server Response to Client
SIP/2.0 200 OK

Authentication-Info: NTLM rspauth="0100000000000000C614C5BD64399660", srand="B8926199", snum="862", opaque="9574F9DA", qop="auth", targetname="server1.contoso.com", realm="SIP Communications Service"

Via: SIP/2.0/TLS 10.56.65.225:7012;ms-received-port=7012;ms-received-cid=19E00

FROM: "Client"<sip:client@contoso.com>;tag=09f804a3b1;epid=4906ed5712

TO: <sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA>;tag=554ef3a784

CSEQ: 1 SERVICE

CALL-ID: 7b25d8f0304c4655814760e624d7c3aa

CONTENT-LENGTH: 960

CONTENT-TYPE: application/msrtc-media-relay-auth+xml

SERVER: RTCC/3.0.0.0 Media Relay Authentication Service

ms-edge-proxy-message-trust: ms-source-type=EdgeProxyGenerated;ms-ep-fqdn= relay.contoso.com@contoso.com;ms-source-verified-user=verified

<?xml version="1.0"?>
<response xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema"
requestID="990512"
version="2.0"
serverVersion="3.0" 
to="sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA"
from="sip:client@contoso.com"
reasonPhrase="OK"
xmlns="http://schemas.microsoft.com/2006/09/sip/mrasp">

  <credentialsResponse credentialsRequestID="990512">
<credentials>            <username>AQAgAIaoZr4EM8gBrxTJGY83uqdEgRXUunam2c+RID/vAJeJSL4YINbAYMvRAHeANv+Zew==</username>
      <password>35yqSF/p3A8gWXFHOC9YJA2kdvY=</password>
      <duration>480</duration>
    </credentials>
    <mediaRelayList>
      <mediaRelay>
        <location>intranet</location>
        <hostName>relay.contoso.com</hostName>
        <udpPort>3478</udpPort>
        <tcpPort>443</tcpPort>
      </mediaRelay>
    </mediaRelayList>
  </credentialsResponse>
</response>
[bookmark: section_9f56e52eda6849368acc34810f26632d][bookmark: _Toc79582960]Version 3.0 DirectIP Request and Response
In this example, a client is making a version "3.0" request for the direct ip Internet address of a TURN server that is configured with both IPv4 and IPv6 addresses.
[bookmark: section_5ba718f86d8f4af5bca4f417c02305f1][bookmark: _Toc79582961]Client Request to Server
SERVICE sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA SIP/2.0

Via: SIP/2.0/TLS 10.56.65.225:7012

Max-Forwards: 70

From: <sip:client@contoso.com>;tag=09f804a3b1;epid=4906ed5712

To: <sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA>

Call-ID: 7b25d8f0304c4655814760e624d7c3aa

CSeq: 1 SERVICE

Contact: <sip: client@contoso.com;opaque=user:epid:4WjlENtBIVSXgZyN1UZ6VgAA;gruu>

User-Agent: UCCP/2.0.6545.0 OC/2.0.6545.0 (Microsoft Office Communicator)

Proxy-Authorization: NTLM qop="auth", realm="SIP Communications Service", opaque="9574F9DA", crand="5999c389", cnum="580", targetname="server1.contoso.com", response="0100000064386630f99f6cb864399660"

Content-Type: application/msrtc-media-relay-auth+xml
Content-Length: 471

<request requestID="990512"
from="sip:client@contoso.com"
version="3.0"
to="sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA"
xmlns="http://schemas.microsoft.com/2006/09/sip/mrasp"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <credentialsRequest credentialsRequestID="990512">
    <identity>sip:client@contoso.com</identity>
    <location>internet</location>
    <duration>480</duration>
    <route>directip</route>
  </credentialsRequest>
</request>
[bookmark: section_ff075e88a12d434b8f342fdef4cdf8ce][bookmark: _Toc79582962]Server Response to Client
SIP/2.0 200 OK

Authentication-Info: NTLM rspauth="0100000000000000C614C5BD64399660", srand="B8926199", snum="862", opaque="9574F9DA", qop="auth", targetname="server1.contoso.com", realm="SIP Communications Service"

Via: SIP/2.0/TLS 10.56.65.225:7012;ms-received-port=7012;ms-received-cid=19E00

FROM: "Client"<sip:client@contoso.com>;tag=09f804a3b1;epid=4906ed5712

TO: <sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA>;tag=554ef3a784

CSEQ: 1 SERVICE

CALL-ID: 7b25d8f0304c4655814760e624d7c3aa

CONTENT-LENGTH: 960

CONTENT-TYPE: application/msrtc-media-relay-auth+xml

SERVER: RTCC/3.0.0.0 Media Relay Authentication Service

ms-edge-proxy-message-trust: ms-source-type=EdgeProxyGenerated;ms-ep-fqdn= relay.contoso.com@contoso.com;ms-source-verified-user=verified

<?xml version="1.0"?>
<response xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xmlns:xsd="http://www.w3.org/2001/XMLSchema"
requestID="990512"
version="3.0"
serverVersion="3.0" 
to="sip: relay.contoso.com@contoso.com;gruu;opaque=srvr:MRAS:OKPDbAVxIEKtPh2g624vPAAA"
from="sip:client@contoso.com"
reasonPhrase="OK"
xmlns="http://schemas.microsoft.com/2006/09/sip/mrasp">

  <credentialsResponse credentialsRequestID="990512">
<credentials>            <username>AQAgAIaoZr4EM8gBrxTJGY83uqdEgRXUunam2c+RID/vAJeJSL4YINbAYMvRAHeANv+Zew==</username>
      <password>35yqSF/p3A8gWXFHOC9YJA2kdvY=</password>
      <duration>480</duration>
    </credentials>
    <mediaRelayList>
      <mediaRelay>
        <location>internet</location>
        <directIPAddress>192.0.2.254</directIPAddress>
        <udpPort>3478</udpPort>
        <tcpPort>443</tcpPort>
      </mediaRelay>
      <mediaRelay>
        <location>internet</location>
        <directIPAddress>2001:0DB8::943c:fa53</directIPAddress>
        <udpPort>3478</udpPort>
        <tcpPort>443</tcpPort>
      </mediaRelay>
    </mediaRelayList>
  </credentialsResponse>
</response>
[bookmark: section_db93554c4bf2407bac47f318490bc282][bookmark: _Toc79582963]Security
[bookmark: section_857f1c6eab534abba3d90b205a5281a1][bookmark: _Toc79582964]Security Considerations for Implementers
[bookmark: section_c1f756481fea46dab49cb0c2f8984cd6][bookmark: _Toc79582965]Keyed Hash Function
[bookmark: Appendix_A_Target_7]This protocol uses the HMAC SHA-256<7> and HMAC SHA-1 keyed hash functions for generating tokens.
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Because the security tokens sent in this protocol response are in plain text, all the protocol clients communicate with the A/V Edge Server through a connection secured by TLS, as specified in section 2.1.
[bookmark: section_c624c1173654426f936896d3de1873ca][bookmark: _Toc79582967]Authentication
Using this protocol, it is possible for unauthorized protocol clients to request tokens and obtain them. Also, a protocol client without proper authorization can send audio/video edge authentication protocol requests with different identities and obtain security tokens. This type of unauthorized activity precludes attempts by the TURN server to perform resource management based on protocol client identity that is present as the hash in the token. Consequently, the A/V Edge Server authenticates the protocol clients and verifies the request before distributing tokens.
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<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="http://schemas.microsoft.com/2006/09/sip/mrasp" xmlns:tns="http://schemas.microsoft.com/2006/09/sip/mrasp" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">
  
  <xs:annotation>
    <xs:documentation xml:lang="en">
      XML Schema for the MS-AVEDGEA
    </xs:documentation>
  </xs:annotation>


  <!-- REQUEST ELEMENT-->
  <xs:element name="request" type="tns:requestType" />


  <!-- RESPONSE ELEMENT-->
  <xs:element name="response" type="tns:responseType" />


  <!-- REQUEST TYPE-->
  <xs:complexType name="requestType">
    <xs:sequence> 
   
      <xs:element name="credentialsRequest" type="tns:credentialsRequestType" minOccurs="1" maxOccurs="100" />
    </xs:sequence>

    <xs:attribute name="requestID" type="tns:max64CharStringType" use="required" />
   <xs:attribute name="version" type="tns:versionType" use="required" />
    <xs:attribute name="to" type="tns:mrasUriType" use="required" />
    <xs:attribute name="from" type="tns:mrasUriType" use="required" />
    <xs:attribute name="route" type="tns:routeType" use="optional" default="loadbalanced" />
  </xs:complexType>


  <!-- RESPONSE TYPE-->
  <xs:complexType name="responseType">
    <xs:sequence>
      <xs:element name="credentialsResponse" type="tns:credentialsResponseType" minOccurs="0" maxOccurs="100" />
    </xs:sequence>

    <xs:attribute name="requestID" type="tns:max64CharStringType" />
    <xs:attribute name="version" type="tns:versionType" use="required" />
     <xs:attribute name="serverVersion" type="tns:versionType" use="optional"/>
    <xs:attribute name="to" type="tns:mrasUriType" />
    <xs:attribute name="from" type="tns:mrasUriType" />
    <xs:attribute name="reasonPhrase" type="tns:reasonPhraseType" use="required" />
  </xs:complexType>


  <!-- CREDENTIALS REQUEST TYPE-->
  <xs:complexType name="credentialsRequestType">
    <xs:sequence>
      <xs:element name="identity" type="tns:max64kCharStringType" />
      <xs:element name="location" type="tns:locationType" minOccurs="0" />
      <xs:element name="duration" type="xs:positiveInteger" minOccurs="0" />
    </xs:sequence>
    <xs:attribute name="credentialsRequestID" type="tns:max64CharStringType" use="required" />
  </xs:complexType>

  <!--CREDENTIALS RESPONSE TYPE-->
  <xs:complexType name="credentialsResponseType">
    <xs:sequence>
      <xs:element name="credentials" type="tns:credentialsType" />
      <xs:element name="mediaRelayList" type="tns:mediaRelayListType" />
    </xs:sequence>
    <xs:attribute name="credentialsRequestID" type=" tns:max64CharStringType" use="required" />
  </xs:complexType>


  <!--ROUTE TYPE-->
  <xs:simpleType name="routeType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="loadbalanced" />
      <xs:enumeration value="directip" />
    </xs:restriction>
  </xs:simpleType>


  <!--LOCATION TYPE-->
  <xs:simpleType name="locationType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="intranet" />
      <xs:enumeration value="internet" />
    </xs:restriction>
  </xs:simpleType>
  <!--CREDENTIALS TYPE-->
  <xs:complexType name="credentialsType">
    <xs:sequence>
        <xs:element name="username" type="tns:max64kCharStringType" />
        <xs:element name="password" type="tns:max64kCharStringType" />
        <xs:element name="duration" type="xs:positiveInteger" />
        <xs:element name="realm" type="tns:max64kCharStringType" minOccurs="0"/>
    </xs:sequence>
  </xs:complexType>
  <!--MEDIA RELAY LIST TYPE-->
  <xs:complexType name="mediaRelayListType">
    <xs:sequence>
      <xs:element name="mediaRelay" type="tns:mediaRelayType" minOccurs="1" maxOccurs="unbounded" />
    </xs:sequence>
  </xs:complexType>


  <!--MEDIA RELAY TYPE-->
  <xs:complexType name="mediaRelayType">
    <xs:sequence>
      <xs:element name="location" type="tns:locationType" />
      <xs:choice>
        <xs:element name="hostName" type="tns:hostNameType" />
        <xs:element name="directIPAddress"     type="tns:max64CharStringType" />
      </xs:choice>
      <xs:element name="udpPort" type="xs:unsignedShort" minOccurs="0" />
      <xs:element name="tcpPort" type="xs:unsignedShort" minOccurs="0" />
    </xs:sequence>
  </xs:complexType>


  <!--DOMAIN NAME TYPE-->
  <xs:simpleType name="hostNameType">
    <xs:restriction base="xs:string">
      <xs:pattern value="[a-zA-Z0-9_\-\.]*" />
      <xs:maxLength value="255" />
    </xs:restriction>
  </xs:simpleType>


  <!--RESPONSE REASON PHRASE-->
  <xs:simpleType name="reasonPhraseType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="OK" />
      <xs:enumeration value="Request Malformed" />
      <xs:enumeration value="Request Too Large" />
      <xs:enumeration value="Not Supported" />
      <xs:enumeration value="Server Busy" />
      <xs:enumeration value="Time Out" />
      <xs:enumeration value="Forbidden" />
      <xs:enumeration value="Internal Server Error" />
      <xs:enumeration value="Other Failure" />
      <xs:enumeration value="Version Mismatch" />
    </xs:restriction>
  </xs:simpleType>


  <!--MAX 64 CHAR STRING TYPE-->
  <xs:simpleType name="max64CharStringType">
    <xs:restriction base="xs:string">
      <xs:maxLength value="64">
      </xs:maxLength>
    </xs:restriction>
  </xs:simpleType>


  <!--MAX 64k CHAR STRING TYPE-->
  <xs:simpleType name="max64kCharStringType">
    <xs:restriction base="xs:string">
      <xs:maxLength value="64000">
      </xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

  <!--MAX 8 CHAR STRING TYPE-->
  <xs:simpleType name="max8CharStringType">
    <xs:restriction base="xs:string">
      <xs:maxLength value="8">
      </xs:maxLength>
    </xs:restriction>
  </xs:simpleType>


  <!--mrasUri-->
  <xs:simpleType name="mrasUriType">
    <xs:restriction base="xs:anyURI">
      <xs:maxLength value="10000">
      </xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

  <xs:simpleType name='versionType'>
    <xs:restriction base='xs:string'>
      <xs:pattern value="[0-9]+\.[0-9]+"></xs:pattern>      
<xs:maxLength value="5"/>
    </xs:restriction>
  </xs:simpleType>  
</xs:schema>
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<?xml version="1.0" encoding="utf-8"?>
<xs:schema 
  targetNamespace="http://schemas.microsoft.com/2006/09/sip/mrasp"
  xmlns:tns="http://schemas.microsoft.com/2006/09/sip/mrasp" 
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  elementFormDefault="qualified"
  attributeFormDefault="unqualified">
  <xs:annotation>
    <xs:documentation xml:lang="en">
      XML Schema for the MS-AVEDGEA
    </xs:documentation>
  </xs:annotation>

  <!-- REQUEST ELEMENT-->
  <xs:element name="request" type="tns:requestType" />

  <!-- RESPONSE ELEMENT-->
  <xs:element name="response" type="tns:responseType" />

  <!-- REQUEST TYPE-->
  <xs:complexType name="requestType">
    <xs:sequence>
      <!-- number of credentials requests will be bound within MRAS-->
      <xs:element name="credentialsRequest" type="tns:credentialsRequestType" minOccurs="1"  maxOccurs="100"/>    
    </xs:sequence>
    <xs:attribute name="requestID" type="tns:max64CharStringType" use="required"/>
    <xs:attribute name="version" type="tns:max8CharStringType" use="required"/>
    <xs:attribute name="to" type="tns:mrasUriType" use="required"/>
    <xs:attribute name="from" type="tns:mrasUriType" use="required"/>
    <xs:attribute name="route" type="tns:routeType" use="optional" default="loadbalanced"/>    
  </xs:complexType>

  <!-- RESPONSE TYPE-->
  <xs:complexType name="responseType">
    <xs:sequence>
      <xs:element name="credentialsResponse" type="tns:credentialsResponseType" minOccurs="0" maxOccurs="100"/>      
    </xs:sequence>
    <xs:attribute name="requestID" type="tns:max64CharStringType"/>
    <xs:attribute name="version" type="tns:max8CharStringType" use="required"/>
    <xs:attribute name="to" type="tns:mrasUriType"/>
    <xs:attribute name="from" type="tns:mrasUriType"/>    
    <xs:attribute name="reasonPhrase" type="tns:reasonPhraseType" use="required"/>    
  </xs:complexType>
  
  <!-- CREDENTIALS REQUEST TYPE-->
  <xs:complexType name="credentialsRequestType">
    <xs:sequence>
      <xs:element name="identity" type="tns:max64kCharStringType" />
      <xs:element name="location" type="tns:locationType" minOccurs="0"/>
      <xs:element name="duration" type="xs:positiveInteger" minOccurs="0"/>
    </xs:sequence>
    <xs:attribute name="credentialsRequestID" type="tns:max64CharStringType" use="required"/>
  </xs:complexType>

  <!-- RESPONSE TYPE-->
    <xs:complexType name="credentialsResponseType">
      <xs:sequence>
        <xs:element name="credentials" type="tns:credentialsType" />
        <xs:element name="mediaRelayList" type="tns:mediaRelayListType" />
      </xs:sequence>
      <xs:attribute name="credentialsRequestID" type="xs:string" use="required"/>
    </xs:complexType>
  
  <!--ROUTE TYPE-->
  <xs:simpleType name="routeType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="loadbalanced"/>
      <xs:enumeration value="directip"/>
    </xs:restriction>
  </xs:simpleType>

    <!--LOCATION TYPE-->
    <xs:simpleType name="locationType">
      <xs:restriction base="xs:string">
        <xs:enumeration value="intranet"/>
        <xs:enumeration value="internet"/>
      </xs:restriction>
    </xs:simpleType>

    <!--CREDENTIALS TYPE-->
    <xs:complexType name="credentialsType">
      <xs:sequence>
        <xs:element name="username" type="tns:max64kCharStringType" />
        <xs:element name="password" type="tns:max64kCharStringType" />
        <xs:element name="duration" type="xs:positiveInteger" />
        <xs:element name="realm" type="tns:max64kCharStringType" minOccurs="0"/>
      </xs:sequence>
    </xs:complexType>
  
  <!--MEDIA RELAY LIST TYPE-->
  <xs:complexType name="mediaRelayListType">
    <xs:sequence>
      <xs:element name="mediaRelay" type="tns:mediaRelayType" minOccurs="1" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

<!--MEDIA RELAY TYPE-->
  <xs:complexType name="mediaRelayType">
    <xs:sequence>
      <xs:element name="location" type="tns:locationType"/>
      <xs:choice>
        <xs:element name="hostName" type="tns:hostNameType"/>
        <xs:element name="directIPAddress" type="tns:max64CharStringType"/>
       </xs:choice>
      <xs:element name="udpPort" type="xs:unsignedShort" minOccurs="0"/>
      <xs:element name="tcpPort" type="xs:unsignedShort" minOccurs="0"/>
    </xs:sequence>
  </xs:complexType>  
  
  <!--DOMAIN NAME TYPE-->
  <xs:simpleType name="hostNameType">
    <xs:restriction base="xs:string">
      <xs:pattern value="[a-zA-Z0-9_\-\.]*" />
      <xs:maxLength value="255"/>
    </xs:restriction>
  </xs:simpleType>
  
  <!--RESPONSE REASON PHRASE-->  
  <xs:simpleType name="reasonPhraseType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="OK"/>
      <xs:enumeration value="Request Malformed"/>
      <xs:enumeration value="Request Too Large"/>
      <xs:enumeration value="Not Supported"/>
      <xs:enumeration value="Server Busy"/>
      <xs:enumeration value="Time Out"/>
      <xs:enumeration value="Forbidden"/>
      <xs:enumeration value="Internal Server Error"/>
      <xs:enumeration value="Other Failure"/>
      <xs:enumeration value="Version Mismatch"/>
    </xs:restriction>
  </xs:simpleType>

  <!--MAX 64 CHAR STRING TYPE-->
  <xs:simpleType name='max64CharStringType'>
    <xs:restriction base='xs:string'>
      <xs:maxLength value='64'></xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

  <!--MAX 1024 CHAR STRING TYPE-->
  <xs:simpleType name='max64kCharStringType'>
    <xs:restriction base='xs:string'>
      <xs:maxLength value='64000'></xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

  <!--MAX 8 CHAR STRING TYPE-->
  <xs:simpleType name='max8CharStringType'>
    <xs:restriction base='xs:string'>
      <xs:maxLength value='8'></xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

  <!--mrasUri-->
  <xs:simpleType name='mrasUriType'>
    <xs:restriction base='xs:anyURI'>
      <xs:maxLength value='10000'></xs:maxLength>
    </xs:restriction>
  </xs:simpleType>

</xs:schema>
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Office Communications Server 2007
· Microsoft Office Communications Server 2007 R2
· Microsoft Office Communicator 2007
· Microsoft Office Communicator 2007 R2
· Microsoft Lync Server 2010
· Microsoft Lync 2010
· Microsoft Lync Server 2013
· Microsoft Lync Client 2013/Skype for Business
· Microsoft Skype for Business 2016
· Microsoft Skype for Business Server 2015
· Microsoft Skype for Business 2019
· Microsoft Skype for Business Server 2019
· Microsoft Skype for Business 2021
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.2.1.2:  Office Communications Server 2007, Office Communicator 2007: The requestType is the same as in the document except for the type of the version attribute which is defined as a string with eight characters.
<2> Section 2.2.3.1.2:  Office Communications Server 2007, Office Communicator 2007: The responseType is the same as in the document except that the serverVersion attribute is not present and the type of the version attribute is "tns:max8CharStringType".
    <xs:attribute name="version" type="tns:max8CharStringType" use="required"/>
<3> Section 2.2.3.1.2:  Office Communications Server 2007 R2, Office Communicator 2007 R2, Lync Server 2010, Lync 2010: This value is "2.0". 
<4> Section 2.2.3.1.3.2:  Office Communications Server 2007, Office Communicator 2007, Office Communications Server 2007 R2, Office Communicator 2007 R2, Lync Server 2010, Lync 2010: This behavior is not supported.
<5> Section 3.1.5.2:  Office Communications Server 2007, Office Communicator 2007: The version attribute is defined as a string with eight characters.
<6> Section 3.1.5.3:  Office Communications Server 2007, Office Communicator 2007: This behavior is not supported.
<7> Section 5.1.1:  Office Communications Server 2007, Office Communicator 2007, Office Communications Server 2007 R2, Office Communicator 2007 R2, Lync Server 2010, Lync 2010: behavior not supported.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
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