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[bookmark: section_1eb6b614ff164240aa79a9a5a9cd30c3][bookmark: _Toc83916627]Introduction
The eDiscovery Client-Side Object Model Protocol provides types, methods, and properties to enable a protocol client to access and control electronic discovery (eDiscovery) data stored on a protocol server.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_ba085ab855f849328920ca92dcd36255][bookmark: _Toc83916628]Glossary
This document uses the following terms:
[bookmark: gt_7189e407-9d78-4368-997d-d58a11d43d40]CSOM array: An ordered collection of values that can be used in an XML request or JSON response text. The values are identified by their position and their position is determined by a zero-based integer index.
[bookmark: gt_6c8e3450-bc4f-4a6f-98fb-253ad95fde0c]CSOM Boolean: A Boolean value that can be used in an XML request or JSON response text. A CSOM Boolean value is either "true" or "false".
[bookmark: gt_9fb669ce-6335-4388-be80-9dc0fe66ad19]CSOM DateTime: An Int64 value that represents the number of 100-nanosecond time intervals that have elapsed since 12:00:00, January 1, 0001. It can be used in an XML request or as a string in JSON response text. The value can represent time intervals through 23:59:59.9999999, December 31, 9999. It can also specify whether a local, UTC, or no time zone applies.
[bookmark: gt_642ec6b3-3e56-423d-aadb-a523fa0038d0]CSOM Int32: A 32-bit, signed integer value, which is the INT32 type described in [MS-DTYP], that can be used in an XML request or as a number in JSON response text. The range of CSOM Int32 values is from "-2147483648" to "2147483647".
[bookmark: gt_ba84471c-3df5-4c86-acfa-e330b8cfe42e]CSOM Object: An object that contains a set of members, which are named values and methods. It has a Unicode string value, which is referred to as a CSOM type name, that identifies its type.
[bookmark: gt_efb0d460-2579-4e28-a1b2-dd8d6b457bfe]CSOM String: A representation of text as a series of Unicode characters. It can be used in an XML request or JSON response text.
[bookmark: gt_e318d01d-1c28-4d28-a5f1-0f662de99e9b]custodian: A user that is part of a discovery litigation that allows attorneys to associate users with the discovery sources.
[bookmark: gt_4d5ade9c-327b-41a1-af9b-ee5a51dcdf10]discovery case: A site that contains information relevant to an electronic discovery (eDiscovery) case such as a custodian, a discovery source, and saved searches.
[bookmark: gt_b0473d5e-20af-440a-8e8f-61ee38c439a7]discovery source: A repository of documents and other types of content that are relevant to the electronic discovery (eDiscovery) case.
[bookmark: gt_ff35237a-a497-42aa-b0d5-7a0116328759]Information Rights Management (IRM): A technology that provides persistent protection to digital data by using encryption, certificates, and authentication. Authorized recipients or users acquire a license to gain access to the protected files according to the rights or business rules that are set by the content owner.
[bookmark: gt_5fa04360-d938-4412-9f9c-65468cdf531a]legal hold: A restriction that prevents a document from being modified or transactions from being entered for a record.
[bookmark: gt_90e59c46-7c1b-473d-b949-f66e9ce029c3]list item: An individual entry within a SharePoint list. Each list item has a schema that maps to fields in the list that contains the item, depending on the content type of the item.
[bookmark: gt_52323544-69e0-4172-8921-2711cbda988e]policy: A set of rules that governs all interactions with an object such as a document or item.
[bookmark: gt_82b8412f-e1c7-4354-8d4a-ea10ec87fc00]search query: A complete set of conditions that are used to generate search results, including query text, sort order, and ranking parameters.
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_f32ebfd1-1c8c-4953-8313-04cc1b98c8d4]static CSOM method: A class method that is accessed through the type name rather than an instance of the class.
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_04b6a259-c555-4695-a236-57a32087deac]website: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and site.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_f870e649c738419ca9e35929a3f02fca][bookmark: _Toc83916629]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_6feda14f39594c9fbe5b936bd38bbd55][bookmark: _Toc83916630]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-CSOMSPT] Microsoft Corporation, "SharePoint Client-Side Object Model Protocol".
[MS-CSOM] Microsoft Corporation, "SharePoint Client Query Protocol".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[RFC4627] Crockford, D., "The application/json Media Type for JavaScript Object Notation (JSON)", RFC 4627, July 2006, http://www.rfc-editor.org/rfc/rfc4627.txt
[bookmark: section_b9aee10b118e4636aa042409988006ea][bookmark: _Toc83916631]Informative References
None.
[bookmark: section_da795c07dc2043e083b85c31b4f17fc2][bookmark: _Toc83916632]Overview
This protocol defines types, methods, and properties that a protocol client uses to manage a discovery case. For example, the protocol enables a protocol client to retrieve a discovery case from the protocol server, retrieve the associated discovery sources, and perform such operations as initiating a legal hold on those discovery sources.
[bookmark: section_bfb848a34876451ab5421725b36d90c5][bookmark: _Toc83916633]Relationship to Other Protocols
The eDiscovery Client-Side Object Model protocol is a set of types, properties, and methods that can be accessed by using the SharePoint Client Query protocol as described in [MS-CSOM]. This protocol uses JSON as described in [RFC4627] to format data returned to a protocol client. This protocol also uses HTTP, as described in [RFC2616], and HTTPS, as described in [RFC2818]. The dependencies for this protocol are shown in the following layering diagram.
[image: This protocol in relation to other protocols]
Figure 1: This protocol in relation to other protocols
[bookmark: section_93ac3391f8a54fa082d53f43bd88ce32][bookmark: _Toc83916634]Prerequisites/Preconditions
This protocol assumes that authentication has been performed by underlying protocols.
[bookmark: section_59f30f6cf08f4888ac779000c09429d0][bookmark: _Toc83916635]Applicability Statement
This protocol is optimized to enable a protocol client to specify the exact set of data and operations to perform in a single batch, making it suitable for situations where the connection speed between the protocol client and the protocol server can be slow. 
This protocol is not suitable and is inefficient if both the protocol client and protocol server are on the same computer. In this case, the client can use an API that does not require communication over a network.
[bookmark: section_a9620fb45657471a958a9e175ec0dffa][bookmark: _Toc83916636]Versioning and Capability Negotiation
None.
[bookmark: section_d4ce4c52640d45b19ab30673018e1747][bookmark: _Toc83916637]Vendor-Extensible Fields
None.
[bookmark: section_4a38bc6cf66e4aa68cc0d684b6f75199][bookmark: _Toc83916638]Standards Assignments
None.
[bookmark: section_dac06a7e4be446b494680899a42c892a][bookmark: _Toc83916639]Messages
[bookmark: section_e12a63da51b6492b90c2e4d668336dc1][bookmark: _Toc83916640]Transport
Messages are transported by using the SharePoint Client Query Protocol, as specified in [MS-CSOM].
[bookmark: section_76e380cfd176468aa9072173857ac49d][bookmark: _Toc83916641]Message Syntax
None.
[bookmark: section_97fb567beca24faba07144e93b979601][bookmark: _Toc83916642]Common Exceptions
The protocol server MUST validate the request from the protocol client. When a protocol server processes a CSOM operation in the request, the following table lists common exceptions that could occur when accessing or updating a property or invoking a method.
	Error Code
	Error Type Name
	Condition

	-2147024891
	System.UnauthorizedAccessException
	The user does not have permission to access a property, update a property, or call a method.


Besides the preceding exceptions and the exceptions that are listed for the specific properties or methods, the protocol server can return other exceptions to the protocol client, for which the protocol client could use the error message for display purpose but could not use the error code or error type to determine the causes of the exception.
Exceptions listed for the specific properties are thrown for both read and write operations, unless otherwise specified.
[bookmark: section_4fa837180bf94db98303b445b7028331][bookmark: _Toc83916643]Protocol Details
[bookmark: section_83f00f98d1cc473d84a2bc818c5aeaea][bookmark: _Toc83916644]Server Details
[bookmark: section_aa27cc9007334fa8a453dfc1198a3176][bookmark: _Toc83916645]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document. 
The protocol server maintains a multiple collections of discovery cases, for example lawsuits for 2005-2010 and lawsuits for 2000-2005.
For each case, the protocol server maintains a list of discovery sources that are applicable to the scope of the discovery case. For example, if a case were about Contoso vs. Fabrikam, an exemplary discovery source might be the email mailbox for the executives of Contoso. Discovery sources can be organized in groups, such as locations associated with a given person, that is a custodian. The protocol server also maintains internal state about actions that need to be performed for discovery sources, such as when a given discovery source can be placed on legal hold, as well as the status of whether those actions have been performed.
In addition, the protocol server maintains a list of search queries applicable to the discovery sources of a given case, as well as metadata about when those search queries have been exported, that is downloaded.
The protocol server also maintains a directory of valid email mailboxes and websites that can be used as discovery sources. In addition, the protocol server maintains a set of policies that can be associated with the location, as well as state whether the location allows further editing or is in archival (closed).
This protocol shares the abstract data model used by the SharePoint Client Query protocol as described in [MS-CSOM] section 3.1.1 to communicate with the protocol server.
[bookmark: section_edfb977e3fa6434a873b5e829ac62dbf][bookmark: _Toc83916646]Timers
None.
[bookmark: section_a55db2e6cffe4af6aca5a8b634e85daa][bookmark: _Toc83916647]Initialization
None.
[bookmark: section_7aa70800549542f1ad584099ca2c318c][bookmark: _Toc83916648]Higher-Layer Triggered Events
None.
[bookmark: section_3a744af0824d4b39beef8c5f01c5fbff][bookmark: _Toc83916649]Message Processing Events and Sequencing Rules
[bookmark: section_52b4418f041a40638b5b3d3a2e60534d][bookmark: _Toc83916650]Microsoft.SharePoint.Client.Discovery.Case
TypeId: {DF6AC2D8-CD50-4CF4-BC52-F61766F2E005}
ShortName: SP.Discovery.Case
[bookmark: CC_84ba027728e829b40d022979e88ac35c]A discovery case.
[bookmark: section_dc9b23ef47234972a41a5a18279dadc5][bookmark: _Toc83916651]Properties
[bookmark: section_9ab432a7c279407bb6a40ee1358d9dc3][bookmark: _Toc83916652]Scalar Properties
None.
[bookmark: section_962c5ff5afa844b48a2d099a1df8e706][bookmark: _Toc83916653]ObjectPath Properties
None.
[bookmark: section_adf98764beb6466c98a64163bc4c720a][bookmark: _Toc83916654]Methods
[bookmark: section_e80eb166a40b4d2da967430dd2d2d6ec][bookmark: _Toc83916655]Scalar Methods
[bookmark: section_db53cb2dd4604bb080c464617792f957][bookmark: _Toc83916656]GetExportContent
Return Type: CSOM String
[bookmark: CC_cba79ce0e0d61724568e4d211f829cff]This method returns the export configuration content.
Parameters: 
sourceIds: The identifer of each export included for the export content.
Type: CSOM array of CSOM Int32
[bookmark: CC_fb91bf3ef01b7247194822848665dbd6][bookmark: section_acba4a64200b4b1695b5c6b338fb0a62][bookmark: _Toc83916657]ObjectPath Methods
[bookmark: section_3c5ba6489c4741819bb7ae907fb91787][bookmark: _Toc83916658]CSOM Constructor
[bookmark: CC_cd9811f7e17bfd5a701390196807847d]Constructs a discovery case CSOM Object. 
Parameters: 
web: The site that represents a discovery case.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_0d382d0887717762967dadbf679c2b3a]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
[bookmark: section_78acdd49d2e343a28289196c89d63ee7][bookmark: _Toc83916659]Microsoft.SharePoint.Client.Discovery.Export
TypeId: {A0C1EA79-9E20-4F8E-96B7-B18956A5CFFB}
ShortName: SP.Discovery.Export
[bookmark: CC_340810dd5174e97b3bffa2641d4ee9c2]Represents an export associated with a discovery case.
[bookmark: section_1ca5ed633a1941698ceab318ab2b7607][bookmark: _Toc83916660]Properties
[bookmark: section_923f750fec404e97a4f69c636ec94acc][bookmark: _Toc83916661]Scalar Properties
[bookmark: section_9980815373544d6ea0fe0859d8a7d565][bookmark: _Toc83916662]Status
Type: Microsoft.SharePoint.Client.Discovery.ExportStatus
Accessibility: Read/Write
[bookmark: CC_498fb08ae3ec44cbe84d7b98e4bcf9b6]The status of the export, which MUST be a value as specified in section 3.1.5.3.
[bookmark: CC_c4d5acdd95361691225e145497fb507c][bookmark: section_44946ac558b8496b86926d5606611ba1][bookmark: _Toc83916663]ObjectPath Properties
None.
[bookmark: section_dc42ede763e048e29b998318ce36a018][bookmark: _Toc83916664]Methods
[bookmark: section_aaefc9c24ee248c5a64f758820abe585][bookmark: _Toc83916665]Scalar Methods
[bookmark: section_5bc8ec8fc4d9417bb8474f41b2e8eba6][bookmark: _Toc83916666]GetExportContent
Return Type: CSOM String
[bookmark: CC_448a626c814990ce30a91daff1499557]Returns the export configuration, which MUST conform to the following schema:
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema"
    xmlns:xsi="http://schemas.microsoft.com/Discovery/ExportConfigSchema"
    targetNamespace="http://schemas.microsoft.com/Discovery/ExportConfigSchema"
    elementFormDefault="qualified"
>
    <xs:element name="Export">
        <xs:complexType>
            <xs:sequence>
                <xs:element name="Metadata" minOccurs="1" maxOccurs="1" type="xsi:metadata">
                </xs:element>
                <xs:element name="Sources" minOccurs="1" maxOccurs="1" type="xsi:sources">
                </xs:element>
            </xs:sequence>
        </xs:complexType>
    </xs:element>
    <xs:complexType name="metadata">
        <xs:sequence>
            <xs:element name="CaseName" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="CaseId" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="CaseURL" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="ExportURL" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="ExportName" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="ExportId" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="RemoveDuplicates" type="xs:boolean" minOccurs="1" maxOccurs="1" />
            <xs:element name="RemoveRms" type="xs:boolean" minOccurs="1" maxOccurs="1" />
            <xs:element name="IncludeVersions" type="xs:boolean" minOccurs="1" maxOccurs="1" />
            <xs:element name="IncludeUncrawlableContent" type="xs:boolean" minOccurs="1" maxOccurs="1" />
            <xs:element name="EstimatedItems" type="xs:double" minOccurs="1" maxOccurs="1" />
            <xs:element name="EstimatedSize" type="xs:double" minOccurs="1" maxOccurs="1" />
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="sources">
        <xs:sequence>
            <xs:element name="Source" type="xsi:source" minOccurs="0" maxOccurs="unbounded" />
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="source">
        <xs:sequence>
            <xs:element name="Id" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="Name" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="ServerSourceId" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="SourceFilter" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="Type" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="Endpoint" type="xs:string" minOccurs="0" maxOccurs="1" />
            <xs:element name="Custodians" type="xsi:custodians" minOccurs="1" maxOccurs="1" />
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="custodians">
        <xs:sequence>
            <xs:element name="Custodian" type="xsi:custodian" minOccurs="0" maxOccurs="unbounded" />
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="custodian">
        <xs:sequence>
            <xs:element name="Name" type="xs:string" minOccurs="1" maxOccurs="1" />
            <xs:element name="Id" type="xs:int" minOccurs="1" maxOccurs="1" />
        </xs:sequence>
    </xs:complexType>
</xs:schema>
The elements are defined as follows:
· Metadata: Metadata associated with the export.
· CaseName: The name of the discovery case.
· CaseId: The identifier of the discovery case.
· CaseUrl: The URL of the discovery case.
· ExportUrl: The URL of the export.
· ExportName: The name of the export.
· ExportId: The identifier of the export.
· RemoveDuplicates: Whether duplicate content is removed from the content.
· RemoveRms: Whether Information Rights Management (IRM) encryption is removed from the exported content.
· IncludeVersions: Whether versions of content are included in the export.
· IncludeUncrawlableContent: Whether content that cannot be crawled is included in the export.
· EstimatedItems: The estimated number of items in the export.
· EstimatedSize: The estimated size of the content to be downloaded.
· Sources: The discovery sources associated with the export.
· Id: The identifier of the discovery source.
· Name: The name of the discovery source.
· ServerSourceId: The identifier of the discovery source.
· SourceFilter: A search query associated with the discovery source.
· Type: The type of discovery source.
· Endpoint: The URL of the discovery source.
· Custodians: The custodians associated with the discovery source.
· Name: The name of the custodian.
· Id: The identifier of the custodian.
Parameters: None
[bookmark: section_c373fe174d4e4fb7b4c0386965426754][bookmark: _Toc83916667]Update
Return Type: None
[bookmark: CC_f2f310ce0e4040f235a85aa1a25feddd]Updates or adds the export in a discovery case.
Parameters: None
[bookmark: section_ce2fdc5c6b8740e9a4542b6d1a673126][bookmark: _Toc83916668]ObjectPath Methods
[bookmark: section_49d5716b9fab4699a822bf60371a7cb2][bookmark: _Toc83916669]CSOM Constructor
[bookmark: CC_984636ad6a466ac6f67ccca45a7e155d]Constructs a discovery export CSOM Object.
Parameters: 
item: The list item that represents a discovery export.
Type: Microsoft.SharePoint.Client.ListItem
[bookmark: CC_0a86566ba06f080a6d48b99cafb88e02]The type is specified in [MS-CSOMSPT] section 3.2.5.87.
[bookmark: section_5f3e9c332a544eb8a87dd1c753ccf814][bookmark: _Toc83916670]Microsoft.SharePoint.Client.Discovery.ExportStatus
ShortName: SP.Discovery.ExportStatus
Flag: false
[bookmark: CC_83c55c54c12955525cbd88631ed13680]Represents the status of an export.
[bookmark: section_7c62c93cd4154db58c57013e1cd35a29][bookmark: _Toc83916671]Field Values
[bookmark: section_b742f0819d8a4a228d7baff8a65a8458][bookmark: _Toc83916672]NotStarted
Value: 0
[bookmark: CC_7d92465d1817ed6e0b57edc51f44e1d3]The export has not yet been downloaded.
[bookmark: section_6235ef3c5a9b4b21a7956fe04828bc95][bookmark: _Toc83916673]Started
Value: 1
[bookmark: CC_75f9082fa7fbe3bb9eb423257f6ee4c1]The client has started processing the export.
[bookmark: section_99910922e0d446b7a8a6a350089006b1][bookmark: _Toc83916674]Complete
Value: 2
[bookmark: CC_ea252868281738e206aa8d2547646abc]The client has finished processing the export.
[bookmark: section_15c64e7bd1ef44eead51e72726d37b81][bookmark: _Toc83916675]Failed
Value: 3
[bookmark: CC_170c7f5c7204a95eaec0e7a939e71606]The client failed to process the export.
[bookmark: section_c0af3950f9294c139d7b2257cbcf121c][bookmark: _Toc83916676]Microsoft.SharePoint.Client.InformationPolicy.ProjectPolicy
TypeId: {EC5E0A70-0CC3-408F-A4DC-1BB3495AAC75}
ShortName: SP.InformationPolicy.ProjectPolicy
[bookmark: CC_57e39e24cbc2f8c4f8bac2619ee66f75]A policy associated with a website or email mailbox.
[bookmark: section_b9a953ec01314bbc9610dedbe75a995f][bookmark: _Toc83916677]Properties
[bookmark: section_79b6dc1718464c9e9fb5eddc44ce1bd6][bookmark: _Toc83916678]Scalar Properties
[bookmark: section_def499ab959e4dea9b52030a660003ac][bookmark: _Toc83916679]Description
Type: CSOM String
Accessibility: Read Only
[bookmark: CC_e0116427285206c8a81cf10e7dc091d3]The description of the policy.
[bookmark: CC_b1fab79d4aaaeee6418f8212de0e1c01][bookmark: section_3562aeae0a4b469a8434c9bed32e934a][bookmark: _Toc83916680]EmailBody
Type: CSOM String
Accessibility: Read/Write
[bookmark: CC_ce5b1f99865e8c4c55c8d5500681493b]The body of the notification email if there is no site mailbox associated with the site.
[bookmark: CC_e0320378d4c9174222f4ab5e97924595]The policy can be configured to send a notification email to site owners in advance of the site deletion.
[bookmark: section_d93ebf6462fa46ca8236b65a3cf63660][bookmark: _Toc83916681]EmailBodyWithTeamMailbox
Type: CSOM String
Accessibility: Read/Write
[bookmark: CC_dce1fc62851c9d438dd0de4576a32e14]The body of the notification email if there is a site mailbox associated with the site.
[bookmark: CC_7d320e4c39e614f5dc9299a800e0a468]The policy can be configured to send a notification email to site owners in advance of the site deletion.
[bookmark: section_7b018d56bea1480989bc84e8e6a5d39c][bookmark: _Toc83916682]EmailSubject
Type: CSOM String
Accessibility: Read/Write
[bookmark: CC_645ce71ce70a729bd4a5c43c145cbfd2]The subject of the notification email.
[bookmark: CC_957c56e027f1d9aecf5127ff8697077b]The policy can be configured to send a notification email to site owners in advance of the site deletion. 
[bookmark: section_e5708398873a4cb18ad1e1ff2e7bd1e5][bookmark: _Toc83916683]Name
Type: CSOM String
Accessibility: Read Only
[bookmark: CC_961f9e339aba18e31430ecfa71a26fee]The name of the policy.
[bookmark: CC_5f5f603e9b0d1edfaf98c8912ef8b50c][bookmark: section_97f718c7793c4e34831ed3cfd92fa34d][bookmark: _Toc83916684]ObjectPath Properties
None.
[bookmark: section_8447f85cfdc84bf2ac3a9d2bc8811660][bookmark: _Toc83916685]Methods
[bookmark: section_1ed7816bb8bf473db4bd67055347576d][bookmark: _Toc83916686]Scalar Methods
[bookmark: section_a77f1ee4573240a4af4e6d610760c364][bookmark: _Toc83916687]ApplyProjectPolicy
This method is a static CSOM method.
Return Type: None
[bookmark: CC_2f8989ec29ef58ccf126acccdf3c3ac4]Apply the policy to the site. If the site already has a policy applied, the new policy will replace the existing policy.
Parameters: 
web: The site that will have the policy to be applied.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_c83d9a3f943aeef580673a1f329f7e6c]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
projectPolicy: The policy that will be applied to the site.
Type: Microsoft.SharePoint.Client.InformationPolicy.ProjectPolicy
[bookmark: CC_0a4dd0bbfbec74446210b4ab42c71f90]It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null or projectPolicy is null.



[bookmark: section_16eb778c622e4ae2aeb921ee9da1df31][bookmark: _Toc83916688]CloseProject
This method is a static CSOM method.
Return Type: None
[bookmark: CC_44dfba3dd4e2aea9415bb326418b9376]Close the site if the site has a policy applied and the site is open.
Parameters: 
web: The site to be closed.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_c824f354291c2707429736f88227ecd0]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null.



[bookmark: section_cdcb162bddbf43aaa08e985bc1fe8163][bookmark: _Toc83916689]DoesProjectHavePolicy
This method is a static CSOM method.
Return Type: CSOM Boolean
[bookmark: CC_6ccbacf0b43d6af298bb484a8a653376]Checks whether the website has an associated policy.
Parameters: 
web: The site.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_daa236485233dc0ad2afe64c8fa9928b]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	Web is null.



[bookmark: section_3502b5eb56a5411c803c19a80e8431c3][bookmark: _Toc83916690]GetProjectCloseDate
This method is a static CSOM method.
Return Type: CSOM DateTime
[bookmark: CC_cdfa01bb4b86c9a5583757ac6b40082b]Gets the date the website was archived (closed). If the website is not closed, the protocol server returns an implementation specific default value that is less than 1970. 
Parameters: 
web: The site.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_c00b63f99d4bbf4640014b584cad8fb8]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	Web is null.



[bookmark: section_537d6266cc094abcaac3f3264b19a742][bookmark: _Toc83916691]GetProjectExpirationDate
This method is a static CSOM method.
Return Type: CSOM DateTime
[bookmark: CC_0a8e4e5bda5ac1115933eef5d3b811f1]Gets the expiration date of the website according to its associated policy. If there is no associated expiration date, the protocol server returns an implementation specific default value that is less than 1970.
Parameters: 
web: The site.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_ae831151a2abf54e76dcedb5c47909d4]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	Web is null.



[bookmark: section_410b91fbaa424c4ea632c36de516959b][bookmark: _Toc83916692]IsProjectClosed
This method is a static CSOM method.
Return Type: CSOM Boolean
[bookmark: CC_60e5a436bd0eb35b51cd9e5535f4e0a4]Checks whether the website is in archival (closed).
Parameters: 
web: The site.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_61eec963b034ddbb542a25f33d04ccb7]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	Web is null.



[bookmark: section_57d77d431a4e4e21ab78913f7fdf0cb3][bookmark: _Toc83916693]OpenProject
This method is a static CSOM method.
Return Type: None
[bookmark: CC_5aba1dac64ad1c4d6591a30facafabd3]Open the site if the site has a policy applied and the site is closed.
Parameters: 
web: The site to be opened.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_6c510822f5014bb9ffe701027ef8334d]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null.



[bookmark: section_2683096f3d39459c979e18aaf943f03e][bookmark: _Toc83916694]PostponeProject
This method is a static CSOM method.
Return Type: None
[bookmark: CC_93254f8b2259e37c3b4a386c82700a74]Postpone the expiration date of the site based on the policy if the site has a policy applied and the site has the expiration date. 
Parameters: 
web: The site to be postponed.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_8d72a1e6d77aead2bd1156b9c4315a72]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null.



[bookmark: section_f681fc4a69f34daba48715bac0168ed5][bookmark: _Toc83916695]SavePolicy
Return Type: None
[bookmark: CC_6866187c6e16d48e82300cee59e67489]Save the changes that are made to the current policy.
Parameters: None
[bookmark: section_c178885fb0224dbabb213f068ca0531c][bookmark: _Toc83916696]ObjectPath Methods
[bookmark: section_1ed1b4375dcb42c88b678dbfc9235a56][bookmark: _Toc83916697]GetCurrentlyAppliedProjectPolicyOnWeb
This method is a static CSOM method.
Return Type: Microsoft.SharePoint.Client.InformationPolicy.ProjectPolicy
[bookmark: CC_07a8f063f7908612a2dea20db7251f75]Gets the policy that is currently applied to the site if the site has a policy applied.
Parameters: 
web: The site that has a policy applied.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_0693bfea0ffb0ed2363d36d8d122e67c]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null.



[bookmark: section_7aabcd677b7347f584c716a8fe09d85b][bookmark: _Toc83916698]GetProjectPolicies
This method is a static CSOM method.
Return Type: CSOM array of Microsoft.SharePoint.Client.InformationPolicy.ProjectPolicy
[bookmark: CC_42042d6274a999ea5f38ce6f01ef8bf3]Gets all policies that are available on the site.
Parameters: 
web: The site that might have one or more policies.
Type: Microsoft.SharePoint.Client.Web
[bookmark: CC_0d9ac237fa4127c067b17f8663224940]The type is specified in [MS-CSOMSPT] section 3.2.5.143.
It MUST NOT be NULL. 
Exceptions: 
	Error Code
	Error Type Name
	Condition

	-2147467261
	System.ArgumentNullException
	web is null.



[bookmark: section_4f277f80d88d499795ee171fa430156e][bookmark: _Toc83916699]Microsoft.SharePoint.Client.RecordsRepository.Records
TypeId: {EA8E1356-5910-4E69-BC05-D0C30ED657FC}
ShortName: SP.RecordsRepository.Records
[bookmark: CC_b2d53a38b3365e1a915fdeb86e9c73b3]A static class to check record status, declare a record, and undeclare a record.
[bookmark: section_4696f7b059c9492c82758964a79ca929][bookmark: _Toc83916700]Properties
[bookmark: section_9596ee85659a42d9bc9260e8f5827865][bookmark: _Toc83916701]Scalar Properties
None.
[bookmark: section_e863446acf7f4c6dbf337e8ed05bec69][bookmark: _Toc83916702]ObjectPath Properties
None.
[bookmark: section_d73c663b7c4d4b3c8af436ef9542d3bf][bookmark: _Toc83916703]Methods
[bookmark: section_511be8d502054fb28a0490510d3b2aab][bookmark: _Toc83916704]Scalar Methods
[bookmark: section_70fcdd14052a472494dc7815e5758423][bookmark: _Toc83916705]DeclareItemAsRecord
This method is a static CSOM method.
Return Type: None
[bookmark: CC_4e6b8afb075efae5f3ce247a721f7f92]Declares a list item as a record.
Parameters: 
itemToDeclare: List item to be declared as a record.
Type: Microsoft.SharePoint.Client.ListItem
[bookmark: CC_1d59b963c71d1c3dabf5e1b83d2d5db5][bookmark: section_da930f68d18941f29fed7ff86e23102c][bookmark: _Toc83916706]IsRecord
This method is a static CSOM method.
Return Type: CSOM Boolean
[bookmark: CC_d21a6997f405b4a04f26507088e69b21]Returns whether a list item is a record.
Parameters: 
item: A list item to be checked whether it is a record or not.
Type: Microsoft.SharePoint.Client.ListItem
[bookmark: CC_27939a289578faa965f9219a13434055]The type is specified in [MS-CSOMSPT] section 3.2.5.87.
MUST NOT be null.
[bookmark: section_a0acbbfd5cc74fdcaad356eb69634085][bookmark: _Toc83916707]UndeclareItemAsRecord
This method is a static CSOM method.
Return Type: None
[bookmark: CC_7cec6903ec4f8757f0bd6ca80c8f7f71]Undeclares a record item.
Parameters: 
item: List item to be undeclared.
Type: Microsoft.SharePoint.Client.ListItem
[bookmark: CC_dde868c82a477c83cc64618d430fde1d]The type is specified in [MS-CSOMSPT] section 3.2.5.87.
MUST NOT be null.
[bookmark: section_1c78d9882d11430089d3027b3ab3ca92][bookmark: _Toc83916708]ObjectPath Methods
None.
[bookmark: section_c6526bfc1c9e405ca73ec25e97336fe6][bookmark: _Toc83916709]Timer Events
None.
[bookmark: section_97d09a2588294280b68496c4b268e5b9][bookmark: _Toc83916710]Other Local Events
None.
[bookmark: section_04bf78e243a645f791c70eeea1d2b51d][bookmark: _Toc83916711]Protocol Examples
None.
[bookmark: section_d29a591a4c84492fbb7dc58ca0a81ea0][bookmark: _Toc83916712]Security
[bookmark: section_c2c2d21683164df29e212f54152bbe51][bookmark: _Toc83916713]Security Considerations for Implementers
None.
[bookmark: section_df87129b9db74ba6a9a13e8117aa02b9][bookmark: _Toc83916714]Index of Security Parameters
None.
[bookmark: section_007c4e42c6e8420cbc20d2ba1835c441][bookmark: _Toc83916715]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Server 2016
· Microsoft SharePoint Server 2019 
· Microsoft SharePoint Server Subscription Edition
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
[bookmark: section_443858c5adb348a298b4f1df3c4488b7][bookmark: _Toc83916716]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
	Section
	Description
	Revision class

	6 Appendix A: Product Behavior
	Updated list of supported products.
	Major


[bookmark: section_a9dedefaac9642dd96d47ff6cbe08e68][bookmark: _Toc83916717]Index
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