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[bookmark: section_5a74c774caf146ad8049f3c5e996bbfb][bookmark: _Toc77571720]Introduction
The Forms Services Feature Detection Protocol enables a protocol client to detect status of form server features, get the form server version, and get the constructed URL that is required to render a form in a Web browser.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_ed9b2325903f40afb06b23ea43a56218][bookmark: _Toc77571721]Glossary
This document uses the following terms:
[bookmark: gt_d9c398c0-9009-4dc6-9340-36423671182b]200 OK: A response to indicate that the request has succeeded.
[bookmark: gt_a57a147f-1dc4-4cdf-932c-ea9a4be9ef0f]absolute URI: An absolute Uniform Resource Identifier (URI), as described in [RFC3986].
[bookmark: gt_79fa85ca-ac61-467c-b819-e97dc1a7a599]ASCII: The American Standard Code for Information Interchange (ASCII) is an 8-bit character-encoding scheme based on the English alphabet. ASCII codes represent text in computers, communications equipment, and other devices that work with text. ASCII refers to a single 8-bit ASCII character or an array of 8-bit ASCII characters with the high bit of each character set to zero.
[bookmark: gt_24ddbbb4-b79e-4419-96ec-0fdd229c9ebf]Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF), commonly used by Internet specifications. ABNF notation balances compactness and simplicity with reasonable representational power. ABNF differs from standard BNF in its definitions and uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more information, see [RFC5234].
[bookmark: gt_8e961bf0-95ba-4f58-9034-b67ccb27f317]authentication: The act of proving an identity to a server while providing key material that binds the identity to subsequent communications.
[bookmark: gt_b5d295bb-f86e-4edb-9a98-e4d2bdcf14b4]feature: A package of SharePoint elements that can be activated or deactivated for a specific feature scope.
[bookmark: gt_c7858bfa-d4d2-48a7-ac9c-d2e90fbe3590]form: A document with a set of controls into which users can enter information. Controls on a form can be bound to elements in the data source of the form, such as fields and groups. See also bind.
[bookmark: gt_b320841e-18ad-4661-9a11-7bd8afacd45c]form file: An XML file that contains data that is entered into an InfoPath form by using a web browser or Microsoft InfoPath.
[bookmark: gt_edb0720e-f343-40c1-80fc-d140823178dc]form server: A server that can host XML-based electronic forms and that supports rendering those forms in a web browser.
[bookmark: gt_2024af9c-9fcc-4e6d-b34a-14bfe53b62ca]form template: A file or set of files that defines the data structure, appearance, and behavior of a form.
[bookmark: gt_2a72ec89-d66d-4dbf-ad54-0bf1b66c996e]form template (.xsn) file: A cabinet (.cab) file with an .xsn file name extension that contains the files that comprise a form template.
[bookmark: gt_68c4562b-c99d-4e14-8b91-834ffe616e0f]HTTP method: In an HTTP message, a token that specifies the method to be performed on the resource that is identified by the Request-URI, as described in [RFC2616].
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_f8f4c2f5-c760-4abe-a9a1-573302980088]message body: The content within an HTTP message, as described in [RFC2616] section 4.3.
[bookmark: gt_5e4b4871-bbd6-4970-9053-aaaee9e7efd6]query component: A portion of a URL that follows a question mark (?), as described in [RFC3986]. 
[bookmark: gt_e1f49c9f-2a04-4be5-91ac-8a97cc893af1]rendering URL: The URL that is used to render an InfoPath form in a web browser if the form cannot be opened by using Microsoft InfoPath.
[bookmark: gt_a72572a2-726e-40e4-b9a4-e158bdacf720]Request-URI: A URI in an HTTP request message, as described in [RFC2616].
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_aed5b662-5f22-436d-a37f-c70d9c278bfa]site collection: A set of websites that are in the same content database, have the same owner, and share administration settings. A site collection can be identified by a GUID or the URL of the top-level site for the site collection. Each site collection contains a top-level site, can contain one or more subsites, and can have a shared navigational structure.
[bookmark: gt_1bb025f5-d125-45c8-a855-7ac118f99e29]Status-Code: A 3-digit integer result code in an HTTP response message, as described in [RFC2616].
[bookmark: gt_12f5e413-f623-4278-b442-b24166510014]Status-Line: The first line of an HTTP response message, as described in [RFC2616].
[bookmark: gt_c305d0ab-8b94-461a-bd76-13b40cb8c4d8]Unicode: A character encoding standard developed by the Unicode Consortium that represents almost all of the written languages of the world. The Unicode standard [UNICODE5.0.0/2007] provides three forms (UTF-8, UTF-16, and UTF-32) and seven schemes (UTF-8, UTF-16, UTF-16 BE, UTF-16 LE, UTF-32, UTF-32 LE, and UTF-32 BE).
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_409411c4-b4ed-4ab6-b0ee-6d7815f85a35]UTF-8: A byte-oriented standard for encoding Unicode characters, defined in the Unicode standard. Unless specified otherwise, this term refers to the UTF-8 encoding form specified in [UNICODE5.0.0/2007] section 3.9.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_54e476915d7c41eb92acfc3b9def3186][bookmark: _Toc77571722]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_4a6262fca50b4c82ba5c0edb8d501d0a][bookmark: _Toc77571723]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[RFC1945] Berners-Lee, T., Fielding, R., and Frystyk, H., "Hypertext Transfer Protocol -- HTTP/1.0", RFC 1945, May 1996, http://www.ietf.org/rfc/rfc1945.txt
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[RFC3986] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic Syntax", STD 66, RFC 3986, January 2005, http://www.rfc-editor.org/rfc/rfc3986.txt
[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD 68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt
[bookmark: section_0a786fd898fd446b941a44e5e6d53a34][bookmark: _Toc77571724]Informative References
[MS-FSDAP] Microsoft Corporation, "Forms Services Design and Activation Web Service Protocol".
[bookmark: section_bf894fb492df41d39e95d7a63eeefc8f][bookmark: _Toc77571725]Overview
This protocol enables a protocol client to communicate with a protocol server over a Hypertext Transfer Protocol (HTTP) connection to perform the following supported functions:
· Form Server Detection: Using this protocol function, the protocol client can detect if form server features are present and enabled on the protocol server. The protocol client sends an HTTP request to the protocol server with a parameter to detect whether form server features are enabled, and the protocol server sends back an HTTP response containing the result.
· Form Server Version Retrieval: Using this protocol function, the protocol client can get the form server version after detecting if form server features are present and enabled on the protocol server. The protocol client sends an HTTP request to the protocol server with a parameter to get the form server version, and the protocol server sends back an HTTP response containing the result.
· Rendering URL Construction: Using this protocol function, the protocol client can construct the URL that is required to render a new or existing form in a Web browser. The protocol client sends an HTTP request to the protocol server, and the protocol server sends back an HTTP response containing a URL that can be used to render the form in a Web browser.
[bookmark: section_c67566c952d1470fbefc30f802d96cdb][bookmark: _Toc77571726]Relationship to Other Protocols
For message transport, this protocol uses the HTTP/1.0 protocol, as described in [RFC1945], the HTTP/1.1 protocol, as described in [RFC2616], or the Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) protocol, as described in [RFC2818].
The following diagram shows the underlying messaging and transport stack used by the protocol:
[image: This protocol in relation to other protocols]
Figure 1: This protocol in relation to other protocols
This protocol is intended to be used as a prerequisite to calling the Forms Services Design and Activation Web Service Protocol, as specified in [MS-FSDAP].
[bookmark: section_2e2a69a6dbad429b9cfb7f474d1d6bd1][bookmark: _Toc77571727]Prerequisites/Preconditions
This protocol operates against a site that is identified by a URL that is known by protocol clients. The protocol server endpoint is formed by appending "/_layouts/FormServerDetector.aspx"or "/_layouts/15/FormServerDetector.aspx" to the URL of the site.
This protocol assumes that authentication has been performed by the underlying protocols.
[bookmark: section_3584e2b78f114cd2b2817e5e87817ca0][bookmark: _Toc77571728]Applicability Statement
The protocol client can use this protocol in the following scenarios:
· Form Server Detection: This function can be used by the protocol client to detect if the protocol server supports form server functionality.
· Form Server Version Retrieval: This function can be used by the protocol client to get the form server version.
· Rendering URL Construction: This function can be used to construct the required URL for rendering a form in a Web browser if the form cannot be opened by the protocol client.
[bookmark: section_2ae555648f9147c387bbbcf2f28e01dc][bookmark: _Toc77571729]Versioning and Capability Negotiation
This protocol uses multiple transports with either HTTP or HTTPS, as described in section 2.1.
[bookmark: section_be255d37c67b43b9a5e0ddd912a60a79][bookmark: _Toc77571730]Vendor-Extensible Fields
None.
[bookmark: section_c9261694dab8458f8a79ba6e1f852bab][bookmark: _Toc77571731]Standards Assignments
None.
[bookmark: section_c94184c7996745449478932f3b1e53f5][bookmark: _Toc77571732]Messages
[bookmark: section_97a2f0c909464f03b39593717c2ae07e][bookmark: _Toc77571733]Transport
Protocol servers MUST support HTTP, as specified in [RFC1945] or [RFC2616]. Protocol servers SHOULD additionally support HTTPS, as specified in [RFC2818], for securing communication with clients.
[bookmark: section_9ab50e515d764f2c96636fd48e8c4279][bookmark: _Toc77571734]Message Syntax
The following subsections specify the different parts of HTTP request and response messages.
[bookmark: section_d6fdf77c787941a08bdd66267fb34adc][bookmark: _Toc77571735]Request Syntax
[bookmark: section_49fcd63a7e9041e188fd4b56cc39f33b][bookmark: _Toc77571736]Request HTTP Version
The HTTP version as specified in [RFC1945] section 3.1 or [RFC2616] section 3.1 MUST be either "HTTP/1.0" or "HTTP/1.1" for the requests that use this protocol.
[bookmark: section_5ead6728c0514b67b4a4883d59826e39][bookmark: _Toc77571737]Request HTTP Method
The HTTP method specified in [RFC1945] section 8 or [RFC2616] section 9 MUST be GET, as specified in [RFC1945] section 8.1 or [RFC2616] section 9.3, for the requests that use this protocol.
[bookmark: section_00502ff59a444258b4de3173c64ad74a][bookmark: _Toc77571738]Request-URI Syntax
[bookmark: section_ae7756736ae3435da053cc5d69c03a45][bookmark: _Toc77571739]Request-URI Details
The Request-URI MUST be a valid Uniform Resource Identifier (URI), as specified in [RFC3986].
The following Augmented Backus-Naur Form (ABNF), as specified in [RFC5234], specifies the syntax of the Request-URI.
Request-URI     = (path) "?" (query-component)
path            = (base) "/_layouts" (opt_ver) "/FormServerDetector.aspx"
opt_ver         = "" / "/15"
base            = scheme ":" hier-part
[bookmark: Appendix_A_Target_1][bookmark: Appendix_A_Target_2]The base ABNF rule identifies the site on the server to which the request was made. The ABNF for scheme and hier-part is specified in [RFC3986] section 3.3. The query component in the Request-URI is specified in the following section. The form server SHOULD support the value of "/15" opt_ver<1> but MAY respond with HTTP Status-Code 404<2>.
[bookmark: section_1755077e009747a383cd11dac49b5785][bookmark: _Toc77571740]Query Component Details
The query component of the Request-URI MUST be present. The following subsections specify the syntax of the query component for the three functions that are supported by this protocol.
The following ABNF, as defined in [RFC5234], specifies the syntax that the query component MUST adhere to.
query-component = (query-detection / query-version / query-URL)
The protocol server MUST interpret the value of the query component as case-insensitive.
[bookmark: section_c42340b7f06a496580ad56cdaf662ab0][bookmark: _Toc77571741]Request for Form Server Detection
To use the form server detection function, the query component of the Request-URI MUST have the IsFormServerEnabled query parameter, which MUST be immediately followed by "=".
The following ABNF specifies the syntax that the query detection MUST adhere to.
query-detection = "IsFormServerEnabled=" query
The ABNF for the query rule is specified in [RFC3986] section 3.
If the protocol client passes any query parameters in addition to the IsFormServerEnabled parameter, the protocol server MUST ignore these additional parameters and the request for form server detection MUST take precedence.
[bookmark: section_df3e849c707846788b8d6b6c2fe3a01b][bookmark: _Toc77571742]Request for Form Server Version Retrieval
[bookmark: Appendix_A_Target_3]The protocol server SHOULD<3> support the form server version retrieval function. To use this method, the query component of the Request-URI MUST have the FormServerVersion parameter, which MUST be immediately followed by "=".
The following ABNF specifies the syntax that the query version MUST adhere to.
query-version = "FormServerVersion=" query
The ABNF for the query rule is specified in [RFC3986] section 3.
If the FormServerVersion query parameter is not supported by the protocol server, this query parameter MUST be ignored. If no other supported query parameters exist in the query component, the protocol server MUST return Status-Code 204, as specified in section 2.2.2.1.1.
If the protocol client passes the IsFormServerEnabled parameter, the request for form server detection MUST take precedence.
If the FormServerVersion parameter is supported by the protocol server and the protocol client passes additional parameters other than the IsFormServerEnabled parameter, the protocol server MUST ignore these additional parameters.
[bookmark: section_6d396532915b4222aaf0ac6b28b0156f][bookmark: _Toc77571743]Request for Rendering URL Construction
To use the rendering URL construction function, the query component and its query URL MUST adhere to the syntax that is specified in the following ABNF.
query-URL              = (xmlLocation-parameter / xsnLocation-parameter)
   ["&" saveLocation-parameter]
xmlLocation-parameter  = "XmlLocation=" (value)
xsnLocation-parameter  = "XsnLocation=" (value)
saveLocation-parameter = "SaveLocation=" (value)
value                  = (scheme ":" hier-part) / 
   (["~site" / "~site-collection"] path-absolute)
The ABNF for the scheme, path-absolute and hier-part rules is specified in [RFC3986] section 3.
As specified in the preceding ABNF, the query component supports three parameters:
· XmlLocation
· XsnLocation
· SaveLocation
The following table specifies the meaning of these parameters.
	Parameter
	Description

	XmlLocation
	The path to a form file on the protocol server. MUST be an ASCII string that specifies the location of the form file that needs to be rendered on the protocol server. MUST follow the format specified in [RFC3986].

	XsnLocation
	The path to a form template (.xsn) file on the protocol server. MUST be an ASCII string that specifies the location of the form template, which can be used to generate a form file to be rendered on the protocol server. MUST follow the format specified in [RFC3986].

	SaveLocation
	The path to a folder on the protocol server in the same site collection as FormServerDetector.aspx. MUST be an ASCII string that specifies the location where the form file can be saved, if needed. MUST follow the format specified in [RFC3986].


The values of the parameters in the query component MUST NOT contain any un-escaped characters that are listed as "reserved" in [RFC3986] section 2.2.
To construct the rendering URL for an existing form, the XmlLocation parameter MUST be specified. To construct the rendering URL for a new form, the XsnLocation parameter MUST be specified. In both cases, the SaveLocation parameter is optional.
Any other combination of the supported parameters MUST be treated as input that is not valid, and in such a case, the protocol server MUST return Status-Code 204, as specified in section 2.2.2.1.1. Any additional parameters, other than those specified in the preceding table, MUST be ignored by the protocol server.
The protocol server MUST NOT require that the parameters appear in a particular order.
[bookmark: section_eff776436f4f4ff099b0b5613d82053d][bookmark: _Toc77571744]Request Headers Syntax
 
 The following request header is relevant to this protocol:
· Accept: This header is specified in [RFC1945] section D.2.1 or [RFC2616] section 14.1. The protocol client SHOULD specify this header with the value "*/*". The protocol server SHOULD ignore the value of this header.
[bookmark: section_1e332a996fb34629aef30477d58e103f][bookmark: _Toc77571745]Response Syntax
[bookmark: section_8db0fee6e4db442b95a9369f369692a5][bookmark: _Toc77571746]Response Status-Line
The response Status-Line MUST be valid according to [RFC1945] section 6.1 or [RFC2616] section 6.1.
[bookmark: section_fab1aa84009e4bc29d88b6b321459793][bookmark: _Toc77571747]Success Response
The protocol server MUST return HTTP Status-Code 200 OK to indicate a success response, as specified in section 3.2.5. The response body MUST contain detailed results, as specified in section 2.2.2.3.
For success responses other than those specified for Status-Code 200 OK, the protocol server MUST return HTTP Status-Code 204 No Content as specified in section 3.2.5, and in [RFC1945] section 9.2 or [RFC2616] section 10.2.5.
[bookmark: section_6d318499746e4b0bab92e05d4d0ee44a][bookmark: _Toc77571748]Failure Response
The protocol server MUST return an HTTP 4xx or 5xx Status-Code, as specified in [RFC1945] section 6.1.1 or [RFC2616] section 6.1.1, to indicate that the request failed.
[bookmark: Appendix_A_Target_4]The protocol server SHOULD return the HTTP Status-Code 401 to indicate that the protocol client can retry the request using a different authentication protocol or properties, but MAY<4> return a different code for this condition.
[bookmark: section_d96f29acb6ed4fc29b4331a5309a967a][bookmark: _Toc77571749]Response Headers
The following response headers are relevant to this protocol:
· Content-Length: Specified in [RFC1945] section 10.4 or [RFC2616] section 14.13.
· Content-Type: Specified in [RFC1945] section 10.5 or [RFC2616] section 14.17. MUST be present and MUST be set to "text/html; charset=utf-8" for Status-Code 200 OK.
[bookmark: section_c3465e32a9ed438794da9214f8e9eb8d][bookmark: _Toc77571750]Response Body Syntax
The response body returned from the protocol server for the functions that are supported by this protocol is specified in the following subsections. Failure responses for all functions MUST return a response with the Content-Length header set to zero and with no message body. The protocol client MUST interpret the response as case-sensitive.
[bookmark: section_1eb77f457b554aa9866fdb7138380c7a][bookmark: _Toc77571751]Response for Form Server Detection Request
HTTP 200 OK responses MUST return a message body of UTF-8 encoded text, as defined in [RFC5234] and specified in the following ABNF.
message-body = "<server" %x20 "IsFormServerEnabled" %x20 "=" %x20 "'true'"   %x20 "/>"
All white spaces MUST be preserved and any additional white spaces MUST NOT be added.
[bookmark: section_12edc76aecdc43aab3138e73b58c26ea][bookmark: _Toc77571752]Response for Form Server Version Retrieval Request
If the form server supports this protocol function, HTTP 200 OK responses MUST return a message body of UTF-8 encoded text, as defined in [RFC5234] and specified in lthe following ABNF.
message-body =/ "<server" %x20 "FormServerVersion" %x20 "=" %x20 ("'15'" / "'16'") %x20 "/>"
All white spaces MUST be preserved and any additional white spaces MUST NOT be added.
If the form server does not support this protocol function, the protocol server MUST NOT return a response body, but instead, it MUST return Status-Code 204, as specified in section 2.2.2.1.1.
[bookmark: section_5f66af2c2b704a1bb4fce3c0aab71c1d][bookmark: _Toc77571753]Response for Rendering URL Construction Request
Responses with Status-Code 200 OK MUST return a message body, as specified in the following ABNF.
message-body   =/ "OpenInFormServer=" (rendering-url)
rendering-url  = (url-path) "?" (query-component) "&OpenIn=Browser"
url-path       = scheme ":" hier-part "/_layouts/15/FormServer.aspx"
The rendering-url rule in the ABNF refers to the URL that the protocol server MUST return so that the form can be rendered in a Web browser. It MUST be a valid absolute URI, as specified in [RFC3986] section 4.3. If the form server is enabled on the protocol server, FormServer.aspx MUST exist in the site collection.
The query-component rule in the constructed URL MUST contain only the supported parameters that are sent from the protocol client, as specified in section 2.2.1.3.2.3. The protocol server SHOULD return un-escaped characters when the value of the query parameter contains Unicode characters, but MAY return percent-encoded characters, as specified in [RFC3986] section 2.1, for the query parameter values in the query component. When the SaveLocation parameter is present in rendering-url, the protocol server SHOULD replace the "&" character before the SaveLocation parameter with a "?" character in the constructed rendering URL.
The ABNF for scheme and hier-part is specified in [RFC3986] section 3.3.
[bookmark: section_eed94d6cc0c94983b4e43c21022d0599][bookmark: _Toc77571754]Protocol Details
[bookmark: section_42c8f0b257ae4494a3ad5002d260df10][bookmark: _Toc77571755]Common Details
This section specifies details common to both protocol server and protocol client behavior.
Except where specified, protocol clients SHOULD interpret HTTP Status-Codes returned by the protocol server as specified in [RFC1945] section 9 or [RFC2616] section 10.
This protocol allows protocol servers to perform implementation-specific authorization checks and notify protocol clients of authorization faults using HTTP Status-Codes.
[bookmark: section_1b9527a25ef04d55a02bcd1996e7e90b][bookmark: _Toc77571756]Abstract Data Model
This section specifies a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The specified organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that specified in this document.
The following paragraphs specify the following terms in the context of this protocol.
Base URL: The portion of the Request-URI that matches the base rule in the ABNF in section 2.2.1.3.1.
Query Parameters: The parameters in the query component of the Request-URI, as specified in section 2.2.1.3.2, and its subsections.
[bookmark: section_32b0fd84c6674d7fa260c3648b1b0c62][bookmark: _Toc77571757]Timers
None.
[bookmark: section_914bb7e9455d472aa13af6441313764d][bookmark: _Toc77571758]Initialization
None.
[bookmark: section_28686a5e678c4a54ba59b05430ffe6f1][bookmark: _Toc77571759]Higher-Layer Triggered Events
None.
[bookmark: section_47ef24cf0a36413cadd0a7d43a3f3a75][bookmark: _Toc77571760]Message Processing Events and Sequencing Rules
None.
[bookmark: section_ea1cb41e46d74867af9c86365b3acb27][bookmark: _Toc77571761]Timer Events
None.
[bookmark: section_e92559c75aa24bdf873f9780ad8eeb7d][bookmark: _Toc77571762]Other Local Events
None.
[bookmark: section_d07d6c1618114ecf90616a9600ea5ce2][bookmark: _Toc77571763]Client Details
[bookmark: section_7d7c0e50f6cf4c8f937bd4c8925fe89d][bookmark: _Toc77571764]Abstract Data Model
As specified in section 3.1.1.
[bookmark: section_a04dcc364a3a49b1b7e6a1119a790362][bookmark: _Toc77571765]Timers
None.
[bookmark: section_56c5f5d9df4f4a85b1a6cc5794c20752][bookmark: _Toc77571766]Initialization
None.
[bookmark: section_60a993fcd2fc4090b397f6929dacbf82][bookmark: _Toc77571767]Higher-Layer Triggered Events
None.
[bookmark: section_423b6e57aaa14c7fb7666687b0c3c2b9][bookmark: _Toc77571768]Message Processing Events and Sequencing Rules
The Request-URI that the protocol client sends to the protocol server MUST contain the query component and MUST follow the rules that are specified in section 2.2.1.3.
The protocol client MUST interpret the response based on the HTTP Status-Code as follows:
· Status-Code 200 OK: The request was successful and form server features are enabled on the protocol server. The response MUST be interpreted as specified in the following table.
	Protocol Function
	Status-Code
	Meaning of Status-Code

	Form Server Detection
	200
	Form server features are enabled on the protocol server. The response body contains the text specified in section 2.2.2.3.1.

	Form Server Version Retrieval
	200
	Form server features are enabled on the protocol server and the form server version was successfully returned. The response body contains the text specified in section 2.2.2.3.2.

	Rendering URL Construction
	200
	Rendering URL has been successfully constructed. The response body contains the rendering URL in the format specified in section 2.2.2.3.3.



· Status-Code 204: The request was successful, and the response MUST be interpreted as specified in the following table. The protocol server MUST NOT return a response body.
	Protocol Function
	Status-Code
	Meaning of Status-Code

	Form Server Detection
	204
	Form server features are not enabled on the protocol server.

	Form Server Version Retrieval
	204
	The FormServerVersion query parameter is not supported by the protocol server or form server features are not enabled on the protocol server, and the form server version was not returned.

	Rendering URL Construction
	204
	The protocol server cannot construct the rendering URL, based on the given parameters. Possible reasons can be incorrect syntax or value in the query parameter, or form server features are not enabled on the protocol server.


· Status-Code 302: As specified in [RFC2616] section 10.3.3.
· Status-Code 4xx/5xx: The request failed. The response body MUST NOT contain the text specified in section 2.2.2.3.1, section 2.2.2.3.2, and section 2.2.2.3.3, but can include informative text providing details of the failure.
[bookmark: section_fb8ac840e32042c1ab3c7ad2bc428c22][bookmark: _Toc77571769]Timer Events
None.
[bookmark: section_6a85159eac224529934df328da34b52d][bookmark: _Toc77571770]Other Local Events
None.
[bookmark: section_e7e968340c594cee998ee981aadca49f][bookmark: _Toc77571771]Server Details
[bookmark: section_bd0f2d2bfcd5421fa913b88837f456ce][bookmark: _Toc77571772]Abstract Data Model
As specified in section 3.1.1.
[bookmark: section_fa0925ddd5d349af97ce286ad997e3fc][bookmark: _Toc77571773]Timers
None.
[bookmark: section_cbb08262a04a4260899be0a14494f8d6][bookmark: _Toc77571774]Initialization
None.
[bookmark: section_08cde670bdf040e9bb1113e262a464e6][bookmark: _Toc77571775]Higher-Layer Triggered Events
None.
[bookmark: section_19f9125ea44d4aa69bce1211d76a6266][bookmark: _Toc77571776]Message Processing Events and Sequencing Rules
The protocol server MUST process request messages received from a protocol client as follows:
· the protocol server MUST validate that the request syntax matches the syntax specified in section 2.2.1.3. If the syntax is not valid, the protocol server MUST return Status-Code 204.
· before checking any of the other query parameters in the query component, the protocol server MUST look for the presence of the IsFormServerEnabled parameter. If the parameter IsFormServerEnabled exists:
· the protocol server MUST process the request as a form server detection request and MUST ignore any extra parameters.
· if the form server is enabled on the protocol server, the protocol server MUST return Status-Code 200 OK. For such a response, the protocol server MUST generate a response body that MUST contain the text specified in section 2.2.2.3.1.
· if the form server is not enabled on the protocol server, the protocol server MUST return Status-Code 204 No Content.
· [bookmark: Appendix_A_Target_5]if the parameter IsFormServerEnabled does not exist in the query parameters, the protocol server SHOULD<5> look for the presence of the FormServerVersion parameter. If the parameter FormServerVersion exists and is supported by the protocol server:
· the protocol server MUST process the request as a form server version retrieval request and MUST ignore any extra parameters.
· if the form server is enabled on the protocol server, the protocol server MUST return Status-Code 200 OK. For such a response, the protocol server MUST generate a response body that MUST contain the text specified in section 2.2.2.3.2.
· if the form server is not enabled on the protocol server, the protocol server MUST return Status-Code 204 No Content.
· if the parameter IsFormServerEnabled does not exist in the query parameters, and either the form server version retrieval method is not supported or the FormServerVersion query parameter is not present:
· the protocol server MUST verify that the parameter list conforms to one of the supported combinations specified in section 2.2.1.3.2.3. If the combination of parameters is not valid, the protocol server MUST return Status-Code 204 No Content.
· the protocol server MUST validate that the values for the XmlLocation and XsnLocation parameters are valid, as specified in the table in section 2.2.1.3.2.3. If the validation fails, the protocol server MUST return Status-Code 204 No Content.
· [bookmark: Appendix_A_Target_6]the protocol server MUST validate that the protocol client has permission to the resources specified by the parameter values. If the validation fails, the protocol server SHOULD return Status-Code 401 Unauthorized, but MAY<6> return a different code.
· if the validation succeeds and form server features are enabled on the protocol server, the protocol server MUST return Status-Code 200 OK. For a response with Status-Code 200 OK, the protocol server MUST generate a response body as specified in section 2.2.2.3.3, and as shown in the example in section 4.3.2.1.
· if form server features are not enabled on the protocol server, the protocol server MUST return Status-Code 204 No Content.
[bookmark: section_68cb589364534d47a0b91baf63cceeb5][bookmark: _Toc77571777]Timer Events
None.
[bookmark: section_5018668a36434f3dad85db5011be3b67][bookmark: _Toc77571778]Other Local Events
None.
[bookmark: section_5eccbdb69bcd4bb486095cf4e2f490ff][bookmark: _Toc77571779]Protocol Examples
This section illustrates the messages exchanged when a protocol client makes a successful HTTP request to a protocol server using this protocol.
[bookmark: section_37ac718399f044be9f08618c4fe8d907][bookmark: _Toc77571780]Form Server Detection
The example in the following subsections shows the client and server interaction during form server detection.
[bookmark: section_1196b3bd409a4f159f11ddf133ad68aa][bookmark: _Toc77571781]Client Request
The following example is a protocol client request to detect whether form server features are enabled on the protocol server.
GET /_layouts/FormServerDetector.aspx?IsFormServerEnabled=check HTTP/1.1
Accept: */*
Host: www.contoso.com
[bookmark: section_da09af4b2401454fa4c2727c99d2c2eb][bookmark: _Toc77571782]Server Response
[bookmark: section_0dee55d104bc444c84165b4e2c2d4ebd][bookmark: _Toc77571783]Response When Form Server Is Enabled
The following example shows the response text when form server features are enabled on the protocol server.
HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 39
Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET

<server IsFormServerEnabled = 'true' />
[bookmark: section_82a4edd7276c4a468b863d647b053dca][bookmark: _Toc77571784]Response When Form Server Is Not Enabled
The following example shows the response text when form server features are not enabled on the protocol server.
HTTP/1.1 204 No Content
Cache-Control: Private
Content-Length: 0
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
[bookmark: section_a46e07a7b19d4ad1930dd6824b04e2b8][bookmark: _Toc77571785]Form Server Version Retrieval
The example in the following subsections shows client and server interaction during the form server version retrieval.
[bookmark: section_fb88b24c504a4c089d69759e21ee3a2d][bookmark: _Toc77571786]Client Request
The following example is a protocol client request to get the version of form server.
GET /_layouts/FormServerDetector.aspx?FormServerVersion=check HTTP/1.1
Accept: */*
Host: www.contoso.com
[bookmark: section_f8f56a99f2a64d81aa6a6a7393f0784c][bookmark: _Toc77571787]Server Response
[bookmark: section_19432225b52b47428535307a20f348ce][bookmark: _Toc77571788]Response When Form Server Is Enabled
The following example shows the response text when form server features are enabled on the protocol server.
HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 35
Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET

<server FormServerVersion = '15' />
[bookmark: section_d054188ae7384fa2a0059d2734425d11][bookmark: _Toc77571789]Response When Form Server Is Not Enabled
The following example shows the response text when form server features are not enabled on the protocol server.
HTTP/1.1 204 No Content
Cache-Control: Private
Content-Length: 0
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
[bookmark: section_b83f7d09402e47179a1f369af54b88b6][bookmark: _Toc77571790]Rendering URL Construction
The example in the following subsections shows client and server interaction during the construction of the rendering URL.
[bookmark: section_a7fc662a346d4b93a5baf6b4820c5258][bookmark: _Toc77571791]Client Request
The following example is a request to obtain the rendering URL of an existing form from the protocol server.
GET /_layouts/FormServerDetector.aspx?XmlLocation=/Folder/filename.xml HTTP/1.1
Accept: */*
Host: www.contoso.com
[bookmark: section_dc4f3c8b2b9a43f09bca93fe4aeeeb0b][bookmark: _Toc77571792]Server Response
[bookmark: section_eae36680597a4a43b0822a44f7aca74c][bookmark: _Toc77571793]Response When Form Server Is Enabled
The following example shows the response text of a request as shown in section 4.3.1, when the parameter is valid and form server features are enabled on the protocol server.
HTTP/1.1 200 OK
Cache-Control: private
Content-Length: 102
Content-Type: text/html; charset=utf-8
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET

OpenInFormServer=http://www.contoso.com/_layouts/FormServer.aspx?XmlLocation=/Folder/filename.xml&OpenIn=Browser
[bookmark: section_8ba0cd359c044815a780befb2afe2820][bookmark: _Toc77571794]Response When Form Server Is Not Enabled
The following example shows the response text of a request as given in section 4.3.1, when form server features are not enabled on the protocol server.
HTTP/1.1 204 No Content
Cache-Control: Private
Content-Length: 0
Server: Microsoft-IIS/6.0
X-Powered-By: ASP.NET
[bookmark: section_c14e8ef2e9d24615a5fb0e928ce7cde9][bookmark: _Toc77571795]Security
 
[bookmark: section_7524eff84ab44e2a96af733e55c6d7e0][bookmark: _Toc77571796]Security Considerations for Implementers
This protocol introduces no additional security considerations beyond those applicable to its underlying protocols.
[bookmark: section_3631dbade1aa48c0833729b3e8acf414][bookmark: _Toc77571797]Index of Security Parameters
None.
[bookmark: section_a363469dff364756b3d402cd7e7b114a][bookmark: _Toc77571798]Appendix A: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Office Forms Server 2007
· Microsoft Office InfoPath 2007
· Microsoft InfoPath 2010
· Microsoft InfoPath 2013
· Microsoft Office SharePoint Server 2007
· Microsoft SharePoint Server 2010
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Server 2016
· Microsoft SharePoint Server 2019
· Microsoft SharePoint Server Subscription Edition Preview
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.1.3.1:  SharePoint Server 2010 exposes this protocol by appending "/_layouts/FormServerDetector.aspx" to the URL of the site; SharePoint Server 2013 exposes this protocol by appending "/_layouts/15/FormServerDetector.aspx" to the URL of the site.
<2> Section 2.2.1.3.1:  Microsoft SharePoint Server 2010 returns HTTP Status-Code 404
<3> Section 2.2.1.3.2.2:  The form server version retrieval function is only supported in SharePoint Server 2010.
<4> Section 2.2.2.1.2:  Office SharePoint Server 2007 and SharePoint Server 2010 return a 401 Unauthorized Status-Code if the client is not authorized to access the path in the Request-URI. If the client is authorized to access the path in the Request-URI but is not authorized to access a resource identified by the query parameters in the Request-URI, SharePoint Server 2010 returns a 204 No Content Status-Code and Office SharePoint Server 2007 returns a 302 Found Status-Code.
<5> Section 3.3.5:  The FormServerVersion query parameter is only supported in SharePoint Server 2010.
<6> Section 3.3.5:  If the client is authorized to access the path in the Request-URI but is not authorized to access a resource identified by the query parameters in the Request-URI, SharePoint Server 2010 returns a 204 No Content Status-Code and Office SharePoint Server 2007 returns a 302 Found Status-Code.
[bookmark: section_952ac2f4b7654c0c93c69a14895fda3b][bookmark: _Toc77571799]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
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	Revision class

	6 Appendix A: Product Behavior
	Updated list of supported products.
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