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[bookmark: section_b000888b378048fca7984e87b7c1601f][bookmark: _Toc174686088]Introduction
This document specifies the Office Server ClickOnce Manifest Structure. This structure is used to package one or more customizations and their dependent components. 
Sections 1.7 and 2 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_cb3569d3614b497bb4f0ad38a5299d54][bookmark: _Toc174686089]Glossary
This document uses the following terms:
[bookmark: gt_a3be101e-9d37-484a-a5e6-b70d559146c6]add-in: Supplemental functionality that is provided by an external application or macro to extend the capabilities of an application.
[bookmark: gt_b9d30182-9af8-4214-a597-7964fb736c5f]application manifest: An XML file that describes the contents and requirements for a deployment package.
[bookmark: gt_c925d5d7-a442-4ba4-9586-5f94ccec847a]certification authority (CA): A third party that issues public key certificates. Certificates serve to bind public keys to a user identity. Each user and certification authority (CA) can decide whether to trust another user or CA for a specific purpose, and whether this trust is to be transitive. For more information, see [RFC3280].
[bookmark: gt_70bcbbc8-666d-4238-b8ec-be41293ea4e0]code access security permission set: A set of rules that are applied to an executable component to grant or restrict access to functionality and resources that are associated with that component.
[bookmark: gt_fb049897-d674-44f4-ae4e-0c35776c4796]deployment manifest: An XML file that describes the identity and version of a deployment package.
[bookmark: gt_c900ff03-697a-406c-9121-fd43e84fc1b1]deployment package: A collection of files that can be used to deploy and manage customizations, such as add-ins, to a computer. It consists of an application manifest, a deployment manifest, and related package files.
[bookmark: gt_1c222b9e-7176-4840-9d19-e65895b9fc62]digest: The fixed-length output string from a one-way hash function that takes a variable-length input string and is probabilistically unique for every different input string. Also, a cryptographic checksum of a data (octet) stream.
[bookmark: gt_ad0cf6e3-05c3-482d-ab0f-617f91871189]digital signature: A value that is generated by using a digital signature algorithm, taking as input a private key and an arbitrary-length string, such that a specific verification algorithm is satisfied by the value, the input string, and the public key corresponding to the input private key.
[bookmark: gt_43d3d9a1-af67-4bbb-a9a8-dd33eabd72c4]entry point: A starting address for an assembly that is written in the form NamespaceName.ClassName.
[bookmark: gt_ce3db704-955f-452d-bda3-e9ce77f0e05a]fully qualified class name: A class name that includes namespace information. Use of a fully qualified class name ensures that the class name is treated as unique.
[bookmark: gt_b7e2b611-0af5-4fec-8af2-3f9ce7bad205]hash: A fixed-size result that is obtained by applying a one-way mathematical function, which is sometimes referred to as a hash algorithm, to an arbitrary amount of data. If the input data changes, the hash also changes. The hash can be used in many operations, including authentication and digital signing.
[bookmark: gt_7b78ebef-e35d-45ab-abfd-4121b60995de]locale: A collection of rules and data that are specific to a language and a geographical area. A locale can include information about sorting rules, date and time formatting, numeric and monetary conventions, and character classification.
[bookmark: gt_2b414788-f0e6-42db-a518-a2869b2a4220]package file: A file that is in a deployment package and is not a manifest file.
[bookmark: gt_c8ba6b48-ea96-4137-8478-17f5accd9de0]post-deployment action: A method that can run before or after deployment events.
[bookmark: gt_4cf96ca0-e3a9-4165-8d1a-a21b1397007a]public key: One of a pair of keys used in public-key cryptography. The public key is distributed freely and published as part of a digital certificate. For an introduction to this concept, see [CRYPTO] section 1.8 and [IEEE1363] section 3.1.
[bookmark: gt_95422012-9f75-49c9-b80c-e190eee929d3]root element: The top-level element in an XML document. It contains all other elements and is not contained by any other element, as described in [XML].
[bookmark: gt_37eec90d-7c36-45d1-8361-bf05f4d89ee2]strong name: A name that consists of the simple text name, version number, and culture information of an assembly, strengthened by a public key and a digital signature that is generated over the assembly.
[bookmark: gt_3247e47d-5652-471c-8c7a-58e90420a0d8]time stamp authority: A service acknowledging that a datum existed before a specific time. The service is typically a trusted third party.
[bookmark: gt_5799f340-0d0f-4f06-a629-32afbcf95081]timestamp: A condition of a digital signature that indicates whether the signature was created with a valid certificate that has expired or was created with a certificate that had expired already. If the certificate expired after the signature was created, the signature can be trusted. If it expired before the signature was created, it cannot be trusted.
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_c7e91c99-e45a-44c2-a08a-c34f137a2cae]XML schema definition (XSD): The World Wide Web Consortium (W3C) standard language that is used in defining XML schemas. Schemas are useful for enforcing structure and constraining the types of data that can be used validly within other XML documents. XML schema definition refers to the fully specified and currently recommended standard for use in authoring XML schemas.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_4f946a73e9d34fb891e2194408a14d3d][bookmark: _Toc174686090]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_b44bdce370dc419497219d5f12c38a86][bookmark: _Toc174686091]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[Excl-C14N] Boyer, J., Eastlake 3rd, D. E., and Reagle, J., "Exclusive XML Canonicalization Version 1.0", July 2002, http://www.w3.org/TR/xml-exc-c14n/
[FIPS180-4] FIPS PUBS, "Secure Hash Standards (SHS)", March 2012, http://csrc.nist.gov/publications/fips/fips180-4/fips-180-4.pdf
[ISO/IEC-21000-5] International Organization for Standardization, "Information technology -- Multimedia framework (MPEG-21) -- Part 5: Rights Expression Language", 2004, http://www.iso.org/iso/catalogue_detail.htm?csnumber=36095
[ITUX680] ITU-T, "Abstract Syntax Notation One (ASN.1): Specification of Basic Notation", Recommendation X.680, July 2002, http://www.itu.int/ITU-T/studygroups/com17/languages/X.680-0207.pdf
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[bookmark: section_5c9354ed6cc843b8aa0f872c73615a2c][bookmark: _Toc174686093]Overview
This structure is used to create a deployment package for deploying one or more customizations and their related components to a computer. 
A deployment package consists of a deployment manifest file (section 2.1) and an application manifest file (section 2.2). In addition to the manifest files, the deployment package also contains additional files as specified by the application manifest. 
The deployment manifest file lists the identity and version of the deployment package. Contents of the deployment manifest also identify the publisher of the deployment package. The deployment manifest links to the application manifest for the deployment package. 
The application manifest file lists the files associated with the deployment package and their relationship to the deployment package. The application manifest specifies run-time behavior about one or many customizations included in the deployment package. The application manifest describes the location of package files but does not describe the location to deploy the package files. An implementation of this structure can deploy package files to a temporary cache or provide the user with a choice of the final location. 
[bookmark: section_cbb42834b92749a6bf9b7d7f8f0ccc60][bookmark: _Toc174686094]Relationship to Protocols and Other Structures
The XML based structures in this document are defined according to the XML standard described in [XML].
The manifest files in this structure are signed using XML signature syntax and processing rules as described by [XMLDSig].
[MS-BCSDPFFS] section 1.3 is an example of an implementation that uses this structure.
[bookmark: section_ac307aeca62e432699536d17d9661c53][bookmark: _Toc174686095]Applicability Statement
This structure can be used to package and deploy one or more customizations. An implementation of this structure can package customizations dynamically and deploy them to a computer to customize applications running on the computer.  This structure provides information necessary to successfully deploy a package and does not assure the functionality of the customizations present in the package.
[bookmark: section_982b542cc50f467faee57d0c0e98b5ff][bookmark: _Toc174686096]Versioning and Localization
None.
[bookmark: section_e93b2a94009c413cb674e95aa3e75f37][bookmark: _Toc174686097]Vendor-Extensible Fields
None.
[bookmark: section_81793d8c3a974e4e987747c07109de31][bookmark: _Toc174686098]Structures
In the following sections, the schema definition might differ from the processing rules imposed by the protocol. The XSD in this specification provides a base description of the file format. The text that introduces the XSD specifies additional restrictions that reflect protocol behavior. For example, the schema definition might allow for an element to be empty, null, or not present but the behavior of the protocol as specified restricts the same elements to being non-empty, present, and not null.
A deployment package specifies the location of package files for deployment. A deployment package MUST contain the following files:
· A deployment manifest file as specified in section 2.1 of this document. 
· An application manifest file as specified in section 2.2 of this document. 
· At least one package file.
[bookmark: section_15a6246e1f1e4149bb45a3c4ac0cf16b][bookmark: _Toc174686099]Deployment Manifest
The deployment manifest is an XML file that specifies the identity and version information of the deployment package. The file name of the deployment manifest MUST end with ".vsto". The file size of the deployment manifest MUST be less than 16 megabytes. The root element of the deployment manifest MUST be assembly (section 2.1.1.1.1).
[bookmark: section_bbf01584e1014e7bba89324ba8b32e0f][bookmark: _Toc174686100]Target namespace: urn:schemas-microsoft-com:asm.v1
[bookmark: section_0ab443c3e8e443e78ebfff560309d9cb][bookmark: _Toc174686101]Global Elements
[bookmark: section_ab2564a153ca44d09ba4770e6cc48057][bookmark: _Toc174686102]assembly
Target namespace: urn:schemas-microsoft-com:asm.v1
[bookmark: CC_c627c552000000000000000000000000]An assemblyType element that specifies a deployment manifest.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="assembly" type="assemblyType"/>
[bookmark: section_3cfce70335554c87a439dd27a26337fc][bookmark: _Toc174686103]Global Attributes
None.
[bookmark: section_c7b913ea555b4bd7837afc56b7d0ddb9][bookmark: _Toc174686104]Complex Types
[bookmark: section_5b3e9b0cee154d269617ccc1a829bd32][bookmark: _Toc174686105]assemblyIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyType
[bookmark: CC_65d7d218000000000000000000000000]The assemblyIdentityType complex type specifies an identifier for a deployment package.
Attributes:
[bookmark: CC_ce984f4466bf4918ae7d4546a0bbc61a]name : A fileNameStringType attribute that specifies the name. The length of the string value MUST be less than 252 characters.
[bookmark: CC_1293fec6562b4b56abb82f7999214a6a]version : A fourPartVersionType attribute that specifies the version.
[bookmark: CC_c1fed6c54b764614912e91ce552c74f8]processorArchitecture : A string ([W3C-XSD] section 3.2.1) attribute that specifies the processor architecture.
[bookmark: CC_87adeb2014004d04aad6b13ca91adc83]publicKeyToken : A publicKeyTokenType attribute that specifies the last 8 bytes of the SHA-1 hash ([FIPS180-4] section 6.1) of the public key used to generate the strong name signature (section 2.3) for the deployment manifest in accordance with section 2.5.2.1. 
[bookmark: CC_f1a3cda1a216400391b1d2427a951291]language : A string ([W3C-XSD] section 3.2.1) attribute that specifies the locale.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyIdentityType">
  <xs:attribute name="name" type="asm.v1:fileNameStringType" use="required"/>
  <xs:attribute name="version" type="asm.v1:fourPartVersionType" use="required"/>
  <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil"/>
  <xs:attribute name="publicKeyToken" type="asm.v1:publicKeyTokenType" use="required"/>
  <xs:attribute name="language" type="xs:string" use="required" fixed="neutral"/>
</xs:complexType>
[bookmark: section_00a03ecec3f74b03b8896154f2d07c96][bookmark: _Toc174686106]descriptionType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyType
[bookmark: CC_96d3b904000000000000000000000000]The descriptionType complex type specifies the description of a deployment package. The combined length of publisher and product attribute values MUST be less than 261 characters.
Attributes:
[bookmark: CC_56d64ee8000000000000000000000000]publisher : A publisher attribute that specifies the publisher name.
[bookmark: CC_b560f806000000000000000000000000]product : A product attribute that specifies the product name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="descriptionType" mixed="true">
  <xs:attribute ref="asm.v2:publisher" use="required"/>
  <xs:attribute ref="asm.v2:product" use="required"/>
</xs:complexType>
[bookmark: section_d329fc80a78f4822be2852dc5a742990][bookmark: _Toc174686107]assemblyType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assembly
[bookmark: CC_73c8ffe6000000000000000000000000]The assemblyType complex type specifies a deployment manifest.
Child Elements:
[bookmark: CC_e477b6b5d92e4949afc155d73310a585]assemblyIdentity : An assemblyIdentityType element that specifies an identifier for the deployment package.
[bookmark: CC_9531959b000000000000000000000000]description : A descriptionType element that specifies the description.
[bookmark: CC_25fb2128000000000000000000000000]deployment : A deployment element that specifies how files in the deployment package are stored.
compatibleFrameworks : A compatibleFrameworks element that specifies the framework versions on which this application can run.
[bookmark: CC_f5dd3376000000000000000000000000]dependency : A dependency element that specifies a dependency on an application manifest (section 2.2).
[bookmark: CC_51db4d5f000000000000000000000000]publisherIdentity : A publisherIdentity element that specifies the publisher of a deployment package.
[bookmark: CC_3ec496f55820435bb8e8d69d03d0361e]Signature : A SignatureType element that specifies the necessary information to validate a signed deployment manifest.
Attributes:
[bookmark: CC_1dfbde979caf46998d8f2fb69b05afba]manifestVersion : A twoPartVersionType attribute that specifies the manifest version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyType">
  <xs:sequence>
    <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType"/>
    <xs:element name="description" type="descriptionType"/>
    <xs:element ref="asm.v2:deployment"/>
    <xs:element ref="clickonce.v2:compatibleFrameworks"/>
    <xs:element ref="asm.v2:dependency"/>
    <xs:element ref="asm.v2:publisherIdentity"/>
    <xs:element ref="ds:Signature"/>
  </xs:sequence>
  <xs:attribute name="manifestVersion" type="asm.v1:twoPartVersionType" use="required" fixed="1.0"/>
</xs:complexType>
[bookmark: section_bdd3badf020a4db1a144601d740108ee][bookmark: _Toc174686108]Simple Types
[bookmark: section_e27bb28e6e014738ab99dd34dffb1923][bookmark: _Toc174686109]twoPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyType
[bookmark: CC_e86f3e89000000000000000000000000]The twoPartVersionType simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="twoPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_03c8a22a53094888af0dade683d66373][bookmark: _Toc174686110]publicKeyTokenType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_8b1df05e000000000000000000000000]The publicKeyTokenType simple type specifies the last 8 bytes of the SHA-1 hash as specified by [FIPS180-4] section 6.1 of a public key in accordance with section 2.5.2.1.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="publicKeyTokenType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([0-9]|[a-f]|[A-F]){16}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_19f92bc20a2b47f8a6cca1b2ddee3533][bookmark: _Toc174686111]fourPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_5d2dbfc9000000000000000000000000]The fourPartVersionType simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fourPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_99882198dc1149a09b0fe745fb1f9848][bookmark: _Toc174686112]fileNameStringType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_8576bc3f000000000000000000000000]The fileNameStringType simple type specifies a string for a file name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fileNameStringType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_0e96829603d54ac7b1563f15344b1c1a][bookmark: _Toc174686113]Target Namespace urn:schemas-microsoft-com:asm.v2
[bookmark: section_1d5ae8ffa1b24e33b56f0106e8165ee4][bookmark: _Toc174686114]Global Elements
[bookmark: section_9d0eaea02b0042858c99de74eea17625][bookmark: _Toc174686115]deployment
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_898134bd000000000000000000000000]A deploymentType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="deployment" type="asm.v2:deploymentType"/>
[bookmark: section_b7498a212e6d458480f6ed2915043d89][bookmark: _Toc174686116]dependency
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_5099064d000000000000000000000000]A dependencyType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="dependency" type="asm.v2:dependencyType"/>
[bookmark: section_b9d14ba9042048a3b22a263363f10f4a][bookmark: _Toc174686117]publisherIdentity
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_cff8ba0a000000000000000000000000]A publisherIdentityType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="publisherIdentity" type="asm.v2:publisherIdentityType"/>
[bookmark: section_3552b365c80a4b469fd3997750c27319][bookmark: _Toc174686118]Global Attributes
[bookmark: section_1e57cafc54f94a119c73fb542c4c935e][bookmark: _Toc174686119]publisher
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_0141be3f000000000000000000000000]A fileNameStringType attribute that specifies the publisher name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this attribute.
<xs:attribute name="publisher" type="asm.v2:fileNameStringType" fixed="DefaultPublisher"/>
[bookmark: section_04be685edf2345beaaa5e2c1ad4abbc0][bookmark: _Toc174686120]product
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_bf09bc69000000000000000000000000]A fileNameStringType attribute that specifies the product name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this attribute.
<xs:attribute name="product" type="asm.v2:fileNameStringType"/>
[bookmark: section_3439c119362b4328b2f99ea3f3bb3d03][bookmark: _Toc174686121]Complex Types
[bookmark: section_64369a6025ed4988b7752a9132d7d0c4][bookmark: _Toc174686122]deploymentType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: deployment
[bookmark: CC_acfe1457000000000000000000000000]The deploymentType complex type specifies how files in the deployment package are stored.
Attributes:
[bookmark: CC_ee0bf5b6d4d84df3a395177e452d99c7]install :   A boolean ([W3C-XSD] section 3.2.2) attribute that specifies a reserved value.
[bookmark: CC_50474e20874c43f2a99ad3b060ce0552]mapFileExtensions : A boolean ([W3C-XSD] section 3.2.2) attribute that specifies whether package files have the string ".deploy" appended to the end of the file name. For example: the package file "file.dll" would be stored as "file.dll.deploy" if the value is "true".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="deploymentType">
  <xs:attribute name="install" type="xs:boolean" use="required" fixed="false"/>
  <xs:attribute name="mapFileExtensions" type="xs:boolean" use="optional" default="false"/>
</xs:complexType>
[bookmark: section_53ecc8aa1634487b8042b627f9edbb5d][bookmark: _Toc174686123]dependencyType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependency
[bookmark: CC_88b6d42a000000000000000000000000]The dependencyType complex type specifies a container for a dependentAssemblyType element. 
Child Elements:
[bookmark: CC_fd61f7fd35314b76a036445c48e94704]dependentAssembly : A dependentAssemblyType element that specifies the application manifest (section 2.2).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="dependencyType">
  <xs:sequence>
    <xs:choice>
      <xs:element name="dependentAssembly" type="asm.v2:dependentAssemblyType"/>
    </xs:choice>
  </xs:sequence>
</xs:complexType>
[bookmark: section_49cb184e4c5042c1a10e97f2365b3e05][bookmark: _Toc174686124]dependentAssemblyType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependencyType
[bookmark: CC_430e237c000000000000000000000000]The dependentAssemblyType complex type specifies an application manifest (section 2.2).
Child Elements:
[bookmark: CC_69038fbc0c3943eea8a5094d0c0799ba]assemblyIdentity : An assemblyIdentityType element that specifies an identifier for the application manifest (section 2.2).
[bookmark: CC_cb19a29c064041f5b08d63334e9d12fa]hash : A hashType element that specifies the hash of the application manifest (section 2.2).
Attributes:
[bookmark: CC_cd34f78a9cc94ac5b80bd2d51ae62e30]dependencyType : A string ([W3C-XSD] section 3.2.1) attribute that specifies a dependency on an application manifest (section 2.2).
[bookmark: CC_9d45f7a0bba74bcbb5d433cea101b72e]codebase : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies a path to an application manifest (section 2.2).
[bookmark: CC_bc8ad05bf1fc4020930f21dc510800fc]size : An integer ([W3C-XSD] section 3.3.13) attribute that specifies the size of an application manifest (section 2.2) in bytes.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="dependentAssemblyType">
  <xs:sequence>
    <xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType"/>
    <xs:element name="hash" type="asm.v2:hashType" minOccurs="0" maxOccurs="unbounded"/>
  </xs:sequence>
  <xs:attribute name="dependencyType" type="xs:string" use="required" fixed="install"/>
  <xs:attribute name="codebase" type="xs:anyURI"/>
  <xs:attribute name="size" type="xs:integer" use="optional"/>
</xs:complexType>
[bookmark: section_7121906b3fd048149c3ba1c267d89ac3][bookmark: _Toc174686125]hashType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentAssemblyType
[bookmark: CC_010ba20e000000000000000000000000]The hashType complex type specifies a hash of a file as specified by [XMLDSig] section 4.3.3. 
The Transforms container element ([XMLDSig] section 4.3.3.4) MUST contain one Transform element. The value of the Algorithm attribute of the Transform element ([XMLDSig] section 4.3.3.4) MUST be "urn:schemas-microsoft-com:HashTransforms.Identity" (section 2.5.1). 
The value of the Algorithm attribute of the DigestMethod ([XMLDSig] section 4.3.3.5) MUST be "http://www.w3.org/2000/09/xmldsig#sha1".
All other attributes are ignored.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="hashType">
  <xs:complexContent>
    <xs:extension base="ds:ReferenceType">
      <xs:sequence>
        <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_183288d0f4bf4c3491ee508d2f2f3f35][bookmark: _Toc174686126]assemblyIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentAssemblyType
[bookmark: CC_24b08693000000000000000000000000]The assemblyIdentityType complex type specifies an identifier of an application manifest. 
Attributes:
[bookmark: CC_0378e604add544c08ff205d9770bb51f]name : A fileNameStringType attribute that specifies the name. The length of the string value MUST be less than 252 characters.
[bookmark: CC_fe9d1c2b9d034af087ce72529b480829]version : A fourPartVersionType attribute that specifies the version.
[bookmark: CC_82703601b5d24b8f906ac0c655ae65c0]type : A string ([W3C-XSD] section 3.2.1) attribute that specifies the reserved value.
[bookmark: CC_46967766e36348b986f6a0dd8ee8e5a8]processorArchitecture :  A string ([W3C-XSD] section 3.2.1) attribute that specifies the processor architecture.
[bookmark: CC_5ef3096ad14f4c4bb036d8c7dce63f0e]publicKeyToken :  A publicKeyTokenType attribute that specifies the last 8 bytes of the SHA-1 hash ([FIPS180-4] section 6.1) of the public key used to generate the strong name signature (section 2.3) for the application manifest in accordance with section 2.5.2.1. 
[bookmark: CC_4b3f043ca5484b89a47ee947ae7a7ebc]language : A string ([W3C-XSD] section 3.2.1) attribute that specifies the locale.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyIdentityType">
  <xs:attribute name="name" type="asm.v2:fileNameStringType" use="required"/>
  <xs:attribute name="version" type="asm.v2:fourPartVersionType" use="required"/>
  <xs:attribute name="type" type="xs:string" use="optional" fixed="win32"/>
  <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil"/>
  <xs:attribute name="publicKeyToken" type="asm.v2:publicKeyTokenType" use="required"/>
  <xs:attribute name="language" type="xs:string" use="required" fixed="neutral"/>
</xs:complexType>
[bookmark: section_1257b52c5fba484bbb4ec3b27dd45cc2][bookmark: _Toc174686127]publisherIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: publisherIdentity
[bookmark: CC_84fa545c000000000000000000000000]The publisherIdentityType complex type specifies a publisher of a deployment package.
Attributes:
[bookmark: CC_cdf1da4ef6834a8e83df24628c23815b]name : A string ([W3C-XSD] section 3.2.1) attribute that specifies the distinguished name of the publisher as specified in [RFC1779] section 2.3.
[bookmark: CC_52504cadccdf4cd08be1f3a4ec4d74d5]issuerKeyHash : A string ([W3C-XSD] section 3.2.1) attribute that specifies the SHA-1 hash ([FIPS180-4] section 6.1) of the public key in the certificate of the certification authority (CA) that issued the publisher’s certificate ([RFC3280]). The SHA-1 public key hash is computed over the value of the subjectPublicKey field in the subjectPublicKeyInfo field ([RFC3280] section 4.1). The tag and length MUST be excluded from the value before calculation.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="publisherIdentityType">
  <xs:attribute name="name" type="xs:string"/>
  <xs:attribute name="issuerKeyHash" type="xs:string"/>
</xs:complexType>
[bookmark: section_fa9c8351353a47a9ab1499cf172f86fe][bookmark: _Toc174686128]Simple Types
[bookmark: section_1a846031b37b413a8414c99edcef9a99][bookmark: _Toc174686129]fourPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: assemblyIdentityType
[bookmark: CC_74d14e11000000000000000000000000]The fourPartVersionType specifies a version number.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fourPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_53f46eb2363a4115aa7eacc63ab52eea][bookmark: _Toc174686130]fileNameStringType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: publisher, product, assemblyIdentityType
[bookmark: CC_e1bf2896000000000000000000000000]The fileNameStringType simple type specifies a string for a file name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fileNameStringType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_22c2889d908f474ab8baa9fef6549292][bookmark: _Toc174686131]publicKeyTokenType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: assemblyIdentityType
[bookmark: CC_11cc77a7000000000000000000000000]The publicKeyTokenType simple type specifies the last 8 bytes of the SHA-1 hash, as specified by [FIPS180-4] section 6.1, of a public key in accordance with section 2.5.2.1.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="publicKeyTokenType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([0-9]|[a-f]|[A-F]){16}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_110f4fa2d2ce46459a43e69d58925382][bookmark: _Toc174686132]Target namespace: urn:schemas-microsoft-com:clickonce.v2
[bookmark: section_7d83bbe520df4876be99f27d02f9d3b5][bookmark: _Toc174686133]Global Elements
[bookmark: section_c3549a79e3a7421a8b21f8a5b84d9409][bookmark: _Toc174686134]compatibleFrameworks
Target namespace: urn:schemas-microsoft-com:clickonce.v2
[bookmark: Appendix_A_Target_1]A compatibleFrameworksType element<1> specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="compatibleFrameworks" type="clickonce.v2:compatibleFrameworksType"/>
[bookmark: section_918b335cdeb9411ca2eaccf173feae3a][bookmark: _Toc174686135]Global Attributes
None.
[bookmark: section_f3ab738511cd4828b68ee0275d2e103d][bookmark: _Toc174686136]Complex Types
[bookmark: section_5e96bee4c3c74e518dde0475ac5aef57][bookmark: _Toc174686137]compatibleFrameworksType
Target namespace: urn:schemas-microsoft-com:clickonce.v2
Referenced by: compatibleFrameworks section 2.1.3.1.1
The compatibleFrameworksType complex type contains one or more framework elements that specify the versions on which this application can run.
Element:
framework: A frameworkType element that specifies the framework versions on which this application can run.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
  <xs:complexType name="compatibleFrameworksType">
     <xs:sequence>
      <xs:choice>
        <xs:element name="framework" type="clickonce.v2:frameworkType" minOccurs="1" maxOccurs="unbounded"/>
      </xs:choice>
    </xs:sequence>
  </xs:complexType>
[bookmark: section_aa779e319c4e410999038f608a6a0535][bookmark: _Toc174686138]frameworkType
Target namespace: urn:schemas-microsoft-com:clickonce.v2
Referenced by: compatibleFrameworksType section 2.1.3.3.1
The frameworkType complex type specifies the versions on which this application can run. 
Attributes:
targetVersion: A twoPartVersionType attribute that specifies the version number of the target on which this application can run.
profile: A profileType attribute that specifies the profile of the target on which this application can run.
supportedRuntime: A threePartVersionType attribute that specifies the version number of the runtime associated with the target on which this application can run.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
  <xs:complexType name="frameworkType">
    <xs:attribute name="targetVersion" type="clickonce.v2:twoPartVersionType" use="required"/>
    <xs:attribute name="profile" type="clickonce.v2:profileType" use="required"/>
    <xs:attribute name="supportedRuntime" type="clickonce.v2:threePartVersionType" use="required"/>
  </xs:complexType>
[bookmark: section_01046294f5fe4856a154e40d59a1c7bd][bookmark: _Toc174686139]Simple Types
[bookmark: section_8be0c3d544ae45a59b120b5740a9451d][bookmark: _Toc174686140]twoPartVersionType
Target namespace: urn:schemas-microsoft-com:clickonce.v2
Referenced by: frameworkType section 2.1.3.3.2
The twoPartVersionType simple type specifies the version number of the target on which this application can run.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
  <xs:simpleType name="twoPartVersionType">
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
  </xs:simpleType>
[bookmark: section_78ae480c41a542e8af789f792de51936][bookmark: _Toc174686141]profileType
Target namespace: urn:schemas-microsoft-com:clickonce.v2
Referenced by: frameworkType section 2.1.3.3.2
The profileType simple type specifies the profile of the target on which this application can run.

	Value
	Meaning

	Full
	Full framework

	Client
	Client profile, which is a subset of the full framework



The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
  <xs:simpleType name="profileType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Full"/>
      <xs:enumeration value="Client"/>
    </xs:restriction>
  </xs:simpleType>
[bookmark: section_41b551acddde4310a0ad5722023adc2b][bookmark: _Toc174686142]threePartVersionType
Target namespace: urn:schemas-microsoft-com:clickonce.v2
Referenced by: frameworkType section 2.1.3.3.2
The threePartVersionType simple type specifies the version number of the runtime associated with the target on which this application can run.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="threePartVersionType">
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
 </xs:simpleType>
[bookmark: section_86dbf254bd6348ea8347d40a0a773794][bookmark: _Toc174686143]Application Manifest
The application manifest is an XML file that specifies the dependencies and entry points for customizations included in the deployment package. The file name MUST end with ".manifest". The file size of the application manifest MUST be less than 16 megabytes. The root element of the application manifest MUST be assembly (section 2.2.1.1.1).
[bookmark: section_2b6fdfa00b7c4da3b632192e68360f00][bookmark: _Toc174686144]Target namespace: urn:schemas-microsoft-com:asm.v1
[bookmark: section_61418691e39344e0ba64b76978b30cd7][bookmark: _Toc174686145]Global Elements
[bookmark: section_67898f113aa34cc7ac7fec36178e0303][bookmark: _Toc174686146]assembly
Target namespace: urn:schemas-microsoft-com:asm.v1
[bookmark: CC_9c5fda70000000000000000000000000]An assemblyType element that specifies an application manifest.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="assembly" type="assemblyType"/>
[bookmark: section_5447f2e99a49467c85d833eb5cb69c42][bookmark: _Toc174686147]Global Attributes
None.
[bookmark: section_66ecff9b918a4481b3abf9314b2d1a09][bookmark: _Toc174686148]Complex Types
[bookmark: section_f7dd95d2434e43f4a7486fd0624ccbaa][bookmark: _Toc174686149]assemblyIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyType
[bookmark: CC_344a8364000000000000000000000000]The assemblyIdentityType complex type specifies an identifier for an application manifest. 
Attributes:
[bookmark: CC_cb277c6b000000000000000000000000]name :  A fileNameStringType attribute that specifies the name. The length of the string value MUST be less than 252 characters.
[bookmark: CC_3588bbef000000000000000000000000]version : A fourPartVersionType attribute that specifies the version.
[bookmark: CC_34ada4aa000000000000000000000000]type :  A string ([W3C-XSD] section 3.2.1) attribute that specifies a reserved value. 
[bookmark: CC_a8d99aa6000000000000000000000000]processorArchitecture :  A string ([W3C-XSD] section 3.2.1) attribute that specifies the processor architecture.
[bookmark: CC_87cc9490000000000000000000000000]publicKeyToken : A publicKeyTokenType attribute that specifies the last 8 bytes of the SHA-1 hash ([FIPS180-4] section 6.1) of the public key used to generate the strong name signature (section 2.3) for the application manifest in accordance with section 2.5.2.1. 
[bookmark: CC_12416522000000000000000000000000]language : A string ([W3C-XSD] section 3.2.1) attribute that specifies the locale.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyIdentityType">
  <xs:attribute name="name" type="asm.v1:fileNameStringType" use="required"/>
  <xs:attribute name="version" type="asm.v1:fourPartVersionType" use="required"/>
  <xs:attribute name="type" type="xs:string" use="optional" fixed="win32"/>
  <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil"/>
  <xs:attribute name="publicKeyToken" type="asm.v1:publicKeyTokenType" use="required"/>
  <xs:attribute name="language" type="xs:string" use="required" fixed="neutral"/>
</xs:complexType>
[bookmark: section_d105507753df4240b6eaf9d30dce6ec2][bookmark: _Toc174686150]assemblyType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assembly
[bookmark: CC_f8d86841000000000000000000000000]The assemblyType complex type specifies an application manifest.
Child Elements:
[bookmark: CC_97d5967a000000000000000000000000]assemblyIdentity : An assemblyIdentityType element that specifies an identifier for the application manifest.
[bookmark: CC_c7d1b0e6000000000000000000000000]application : An application element that specifies ignored data.
[bookmark: CC_d1cd5662000000000000000000000000]entryPoint : An entryPoint element that specifies an entry point. 
[bookmark: CC_6e10d503000000000000000000000000]trustInfo : A trustInfo element that specifies a container for a securityType element.
[bookmark: CC_89659796000000000000000000000000]dependency : A dependency element that specifies a dependency required for the deployment package.
[bookmark: CC_6aaa112c000000000000000000000000]file : A file element that specifies a file that is a part of the deployment package.
[bookmark: CC_3c905857000000000000000000000000]addIn : An addIn element that specifies run-time behavior of the deployment package.
[bookmark: CC_793fe7dd000000000000000000000000]publisherIdentity : A publisherIdentity element that specifies the publisher of the deployment package.
[bookmark: CC_109fd8e7000000000000000000000000]Signature :  A SignatureType element that specifies the necessary information to validate a signed application manifest.
Attributes:
[bookmark: CC_a52777f8000000000000000000000000]manifestVersion : A twoPartVersionType attribute that specifies the version of the application manifest.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyType">
  <xs:sequence>
    <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType"/>
    <xs:element ref="asm.v2:application"/>
    <xs:element ref="asm.v2:entryPoint"/>
    <xs:element ref="asm.v2:trustInfo"/>
    <xs:element ref="asm.v2:dependency" minOccurs="0" maxOccurs="24575"/>
    <xs:element ref="asm.v2:file" minOccurs="0" maxOccurs="24575"/>
    <xs:element ref="vsta.v3:addIn"/>
    <xs:element ref="asm.v2:publisherIdentity"/>
    <xs:element ref="ds:Signature"/>
  </xs:sequence>
  <xs:attribute name="manifestVersion" type="asm.v1:twoPartVersionType" use="required" fixed="1.0"/>
</xs:complexType>
[bookmark: section_fbf7f0ca04ca4ef1ad256a067fe317cb][bookmark: _Toc174686151]Simple Types
[bookmark: section_59cb4497e71946d8b7daa89a8a0764ba][bookmark: _Toc174686152]twoPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyType
[bookmark: CC_0edb8e18000000000000000000000000]The twoPartVersionType simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="twoPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_e9c71d1c09cb48369c101ac0f9c2f7a3][bookmark: _Toc174686153]publicKeyTokenType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_880d4ff3000000000000000000000000]The publicKeyTokenType simple type specifies the last 8 bytes of the SHA-1 hash, as specified by [FIPS180-4] section 6.1, of a public key in accordance with section 2.5.2.1. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="publicKeyTokenType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([0-9]|[a-f]|[A-F]){16}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_8b5ec458d0614f85b1b5f8d0507c4275][bookmark: _Toc174686154]fourPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_f84a997f000000000000000000000000]The fourPartVersionType type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fourPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_2f4dc6d9d9534c43ba2402dbe1a214b1][bookmark: _Toc174686155]fileNameStringType
Target namespace: urn:schemas-microsoft-com:asm.v1
Referenced by: assemblyIdentityType
[bookmark: CC_c36d45ab000000000000000000000000]The fileNameStringType simple type specifies a string for a file name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fileNameStringType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_e840c86716684405824e908f8ca1e172][bookmark: _Toc174686156]Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: section_82316393a4a1469b8b5b8e2d1b0c02ef][bookmark: _Toc174686157]Global Elements
[bookmark: section_eb8ed218913c446ab9dd6faa7ab94082][bookmark: _Toc174686158]application
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_cafe9bca000000000000000000000000]An applicationType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="application" type="asm.v2:applicationType"/>
[bookmark: section_17255121e5034891bbe38d577729ab77][bookmark: _Toc174686159]entryPoint
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_c3dcc2b9000000000000000000000000]An entryPointType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="entryPoint" type="asm.v2:entryPointType"/>
[bookmark: section_086cde8f582d41d3a1907d5a092f71ad][bookmark: _Toc174686160]trustInfo
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_41fa9393000000000000000000000000]A trustInfoType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="trustInfo" type="asm.v2:trustInfoType"/>
[bookmark: section_324836a582874af2a0e32d353b9f7e79][bookmark: _Toc174686161]dependency
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_874d49cc000000000000000000000000]A dependencyType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="dependency" type="asm.v2:dependencyType"/>
[bookmark: section_34563ddb033c497ea65f4a911dd72926][bookmark: _Toc174686162]file
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_e5c86db2000000000000000000000000]A fileType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="file" type="asm.v2:fileType"/>
[bookmark: section_53a84e9bac684faea95e36607dc9016e][bookmark: _Toc174686163]assemblyIdentity
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_291c52d8000000000000000000000000]An assemblyIdentityType (section 2.2.2.3.8) element that specifies a global element that is referenced by entryPointType (section 2.2.5.3.4), postActionEntryPointType (section 2.2.5.3.5).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType"/>
[bookmark: section_5c71548257ca4d1d83440531a45b6212][bookmark: _Toc174686164]publisherIdentity
Target namespace: urn:schemas-microsoft-com:asm.v2
[bookmark: CC_7cb4711c000000000000000000000000]A publisherIdentityType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="publisherIdentity" type="asm.v2:publisherIdentityType"/>
[bookmark: section_cf8e9e7a66664931a00a55ab3fb84673][bookmark: _Toc174686165]Global Attributes
None.
[bookmark: section_fefa6c4159a24967a1a478c3a55b5b78][bookmark: _Toc174686166]Complex Types
[bookmark: section_b8cebce35bec4927ad60fe46ca5639a6][bookmark: _Toc174686167]applicationType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: application
[bookmark: CC_15877cea000000000000000000000000]The applicationType complex type specifies ignored data.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="applicationType"/>
[bookmark: section_53f0e2ea4fa64031beb8f03ab264f4bd][bookmark: _Toc174686168]dependencyType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependency
[bookmark: CC_d8bf6b1d000000000000000000000000]The dependencyType complex type specifies a dependency required by the deployment package.
Child Elements:
[bookmark: CC_7cf6b34d000000000000000000000000]dependentAssembly : A dependentAssemblyType element that specifies the assembly is required by the deployment package.
[bookmark: CC_12aa4248000000000000000000000000]dependentOS : A dependentOSType element that specifies a minimum operating system requirement of a deployment package. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="dependencyType">
  <xs:sequence>
    <xs:choice>
      <xs:element name="dependentAssembly" type="asm.v2:dependentAssemblyType"/>
      <xs:element name="dependentOS" type="asm.v2:dependentOSType"/>
    </xs:choice>
  </xs:sequence>
</xs:complexType>
[bookmark: section_76c5f53963434513aa7c912a0a0205b6][bookmark: _Toc174686169]dependentAssemblyType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependencyType
[bookmark: CC_123745c6000000000000000000000000]The dependentAssemblyType complex type specifies an assembly that is required by the deployment package. 
Child Elements:
[bookmark: CC_9b37b4e8000000000000000000000000]assemblyIdentity : An assemblyIdentityType element that specifies the unique identifier of the assembly.
[bookmark: CC_f7cc964d000000000000000000000000]hash : A hashType element that specifies a hash of the assembly. 
Attributes:
[bookmark: CC_e9e1d32f000000000000000000000000]dependencyType : A dependencyTypeType attribute that specifies the type of the dependency of the deployment package on the assembly.
[bookmark: CC_b399a281000000000000000000000000]codebase : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies a path to the dependent assembly.
[bookmark: CC_2c7c2d11000000000000000000000000]size : An integer ([W3C-XSD] section 3.3.13) attribute that specifies the file size in bytes of the dependent assembly.
[bookmark: CC_d48e90bf000000000000000000000000]allowDelayedBinding : A boolean ([W3C-XSD] section 3.2.2) attribute that specifies a reserved value.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="dependentAssemblyType">
  <xs:sequence>
    <xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType"/>
    <xs:element name="hash" type="asm.v2:hashType" minOccurs="0" maxOccurs="unbounded"/>
  </xs:sequence>
  <xs:attribute name="dependencyType" type="asm.v2:dependencyTypeType" use="optional" default="preRequisite"/>
  <xs:attribute name="codebase" type="xs:anyURI"/>
  <xs:attribute name="size" type="xs:integer" use="optional"/>
  <xs:attribute name="allowDelayedBinding" type="xs:boolean" use="required" fixed="true"/>
</xs:complexType>
[bookmark: section_e9f42e11044240ce9da2e9b05bcc9fb9][bookmark: _Toc174686170]hashType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentAssemblyType, fileType
[bookmark: CC_6e602dbc000000000000000000000000]The hashType complex type specifies a hash of a file as specified by [XMLDSig] section 4.3.3. 
The Transforms container element ([XMLDSig] section 4.3.3.4) MUST contain one Transform element. The value of the Algorithm attribute of the Transform element ([XMLDSig] section 4.3.3.4) MUST be "urn:schemas-microsoft-com:HashTransforms.Identity" (section 2.5.1). 
The value of the Algorithm attribute of the DigestMethod ([XMLDSig] section 4.3.3.5) MUST be "http://www.w3.org/2000/09/xmldsig#sha1".
All other attributes are ignored.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="hashType">
  <xs:complexContent>
    <xs:extension base="ds:ReferenceType">
      <xs:sequence>
        <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
      </xs:sequence>
    </xs:extension>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_03b901cd59874645bad044d7b3b24908][bookmark: _Toc174686171]dependentOSType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependencyType
[bookmark: CC_c54cb283000000000000000000000000]A dependentOSType element that specifies a minimum operating system requirement of a deployment package.
Child Elements:
[bookmark: CC_a3a1792a000000000000000000000000]osVersionInfo : An osVersionInfoType element that specifies the minimum operating system version. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="dependentOSType">
  <xs:sequence>
    <xs:element name="osVersionInfo" type="asm.v2:osVersionInfoType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_8edb33872b3641aeae3a62e8cd43b8a1][bookmark: _Toc174686172]osVersionInfoType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentOSType
[bookmark: CC_608ae6b8000000000000000000000000]The osVersionInfoType complex type specifies an operating system version.
Child Elements:
[bookmark: CC_e64512e1000000000000000000000000]os : An osType element that specifies the operation system version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="osVersionInfoType">
  <xs:sequence>
    <xs:element name="os" type="asm.v2:osType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_e60b49259b0641cb97b03bb5568ee206][bookmark: _Toc174686173]osType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: osVersionInfoType
[bookmark: CC_8c62b562000000000000000000000000]The osType complex type specifies an operation system version.
Attributes:
[bookmark: CC_99ee1e7b000000000000000000000000]majorVersion : A TwoByteVersion attribute that specifies the major version.
[bookmark: CC_618e9c0f000000000000000000000000]minorVersion : A TwoByteVersion attribute that specifies the minor version.
[bookmark: CC_3f5e03c5000000000000000000000000]buildNumber : A TwoByteVersion attribute that specifies the build number.
[bookmark: CC_d1fbfa31000000000000000000000000]servicePackMajor : A OneByteVersion attribute that specifies the service pack major version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="osType">
  <xs:attribute name="majorVersion" type="asm.v2:TwoByteVersion" use="required" fixed="4"/>
  <xs:attribute name="minorVersion" type="asm.v2:TwoByteVersion" use="required" fixed="10"/>
  <xs:attribute name="buildNumber" type="asm.v2:TwoByteVersion" use="required" fixed="0"/>
  <xs:attribute name="servicePackMajor" type="asm.v2:OneByteVersion" use="required" fixed="0"/>
</xs:complexType>
[bookmark: section_a7ffec8ac7f3404d933a4e291fb787c9][bookmark: _Toc174686174]assemblyIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentAssemblyType, assemblyIdentity
[bookmark: CC_aa299efa000000000000000000000000]The assemblyIdentityType complex type specifies an identifier of an assembly.
Attributes:
[bookmark: CC_8e24e414000000000000000000000000]name : A fileNameStringType attribute that specifies the name. The length of the string value MUST be less than 252 characters.
[bookmark: CC_572b167f000000000000000000000000]version : A fourPartVersionType attribute that specifies the version.
[bookmark: CC_f7ab0c41000000000000000000000000]type : A string ([W3C-XSD] section 3.2.1) attribute that specifies a reserved value.
[bookmark: CC_b5c84801000000000000000000000000]processorArchitecture :  A string ([W3C-XSD] section 3.2.1) attribute that specifies the processor architecture.
[bookmark: CC_3b2241fb000000000000000000000000]publicKeyToken : A publicKeyTokenType attribute that specifies the last 8 bytes of the SHA-1 hash ([FIPS180-4] section 6.1) of the public key used to verify the assembly in accordance with section 2.5.2.1.
[bookmark: CC_3563c182000000000000000000000000]language : A string ([W3C-XSD] section 3.2.1) attribute that specifies the locale.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="assemblyIdentityType">
  <xs:attribute name="name" type="asm.v2:fileNameStringType" use="required"/>
  <xs:attribute name="version" type="asm.v2:fourPartVersionType" use="required"/>
  <xs:attribute name="type" type="xs:string" use="optional" fixed="win32"/>
  <xs:attribute name="processorArchitecture" type="xs:string" use="optional" fixed="msil"/>
  <xs:attribute name="publicKeyToken" type="asm.v2:publicKeyTokenType" use="optional"/>
  <xs:attribute name="language" type="xs:string" use="optional" fixed="neutral"/>
</xs:complexType>
[bookmark: section_461bcebeb2564814a039048f80c49ac1][bookmark: _Toc174686175]publisherIdentityType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: publisherIdentity
[bookmark: CC_7aa26b81000000000000000000000000]The publisherIdentityType complex type specifies a publisher of a deployment package.
Attributes:
[bookmark: CC_155dcb96000000000000000000000000]name :  A string ([W3C-XSD] section 3.2.1) attribute that specifies the distinguished name of the publisher as specified in [RFC1779] section 2.3.
[bookmark: CC_276c7e65000000000000000000000000]issuerKeyHash :  A string ([W3C-XSD] section 3.2.1) attribute that specifies the SHA-1 hash ([FIPS180-4] section 6.1) of the public key in the certificate of the certification authority (CA) that issued the publisher’s certificate ([RFC3280]). The SHA-1 public key hash is computed over the value of the subjectPublicKey field in the subjectPublicKeyInfo field ([RFC3280] section 4.1). The tag and length MUST be excluded from the value before calculation.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="publisherIdentityType">
  <xs:attribute name="name" type="xs:string"/>
  <xs:attribute name="issuerKeyHash" type="xs:string"/>
</xs:complexType>
[bookmark: section_a5089f3830964f05aa6ad92e9528241b][bookmark: _Toc174686176]entryPointType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: entryPoint
[bookmark: CC_f0b57443000000000000000000000000]The entryPointType complex type specifies an entry point.
Child Elements:
[bookmark: CC_7be65af1000000000000000000000000]customHostSpecified : A customHostSpecified element specifies whether the entry points are defined in the addin element.  
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="entryPointType">
  <xs:sequence>
    <xs:element ref="co.v1:customHostSpecified"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_ad2abcd6d46f4e9fb5dbaef876d15488][bookmark: _Toc174686177]trustInfoType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: trustInfo
[bookmark: CC_afb11cc3000000000000000000000000]The trustInfoType complex type specifies a container for a securityType element.
Child Elements:
[bookmark: CC_7a97149d000000000000000000000000]security : A securityType element that specifies the permissions requested by the deployment package.
[bookmark: CC_0a41b3ec000000000000000000000000]asmv3 : An asmv3 element that specifies ignored data.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="trustInfoType">
  <xs:sequence>
    <xs:element name="security" type="asm.v2:securityType"/>
    <xs:element ref="asm.v3:asmv3" minOccurs="0"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_f7ed37858bc549e9ad15b26cca6ee5b7][bookmark: _Toc174686178]securityType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: trustInfoType
[bookmark: CC_25206da0000000000000000000000000]The securityType complex type elements specifies the permissions requested by a deployment package.
Child Elements:
[bookmark: CC_fb710da1000000000000000000000000]applicationRequestMinimum : An applicationRequestMinimumType element that specifies permissions requested by the deployment package.
[bookmark: CC_bd69a6ab000000000000000000000000]requestedPrivileges : A requestedPrivilegesType element that specifies a reserved value. 
[bookmark: CC_1c7260a8000000000000000000000000]asmv3 : An asmv3 element that specifies ignored data.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="securityType">
  <xs:sequence>
    <xs:element name="applicationRequestMinimum" type="asm.v2:applicationRequestMinimumType"/>
    <xs:element name="requestedPrivileges" type="asm.v3:requestedPrivilegesType"/>
    <xs:element ref="asm.v3:asmv3" minOccurs="0"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_5f2bdd2c226743dbb7834883534cebcc][bookmark: _Toc174686179]applicationRequestMinimumType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: securityType
[bookmark: CC_54b1edc2000000000000000000000000]The applicationRequestMinimumType complex type specifies permissions requested by a deployment package. 
Child Elements:
[bookmark: CC_312e5ae5000000000000000000000000]PermissionSet : A PermissionSetType element that specifies a code access security permission set.
[bookmark: CC_65944f3a000000000000000000000000]defaultAssemblyRequest : A defaultAssemblyRequestType element that specifies the default code access security permission set requested by the deployment package.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="applicationRequestMinimumType">
  <xs:sequence>
    <xs:element name="PermissionSet" type="asm.v2:PermissionSetType"/>
    <xs:element name="defaultAssemblyRequest" type="asm.v2:defaultAssemblyRequestType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_143eb2ea51fc4450998ea471f88a9cf9][bookmark: _Toc174686180]PermissionSetType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: applicationRequestMinimumType
[bookmark: CC_edfb425b000000000000000000000000]The PermissionSetType complex type specifies a code access security permission set. 
Attributes:
[bookmark: CC_3bb95483000000000000000000000000]ID : An ID ([W3C-XSD] section 3.3.8) attribute that specifies the identifier. MUST be "Custom".
[bookmark: CC_c8480bbe000000000000000000000000]Unrestricted : A boolean ([W3C-XSD] section 3.2.2) attribute that specifies the code access security permission set has no restrictions.
[bookmark: CC_1ba92f0b000000000000000000000000]SameSite : A string ([W3C-XSD] section 3.2.1) attribute that specifies ignored data.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="PermissionSetType">
  <xs:attribute name="ID" type="xs:ID" use="required"/>
  <xs:attribute name="Unrestricted" type="xs:boolean" use="required" fixed="true"/>
  <xs:attribute name="SameSite" type="xs:string" use="required" fixed="site"/>
</xs:complexType>
[bookmark: section_37fe48553333411e8abfe04bc18bbff1][bookmark: _Toc174686181]defaultAssemblyRequestType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: applicationRequestMinimumType
[bookmark: CC_66bc5d14000000000000000000000000]The defaultAssemblyRequestType complex type specifies a default code access security permission set requested by a deployment package.
Attributes:
[bookmark: CC_ae4f14b5000000000000000000000000]permissionSetReference : An IDREF ([W3C-XSD] section 3.3.9) attribute that specifies a default set of permissions. MUST be "Custom".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="defaultAssemblyRequestType">
  <xs:attribute name="permissionSetReference" type="xs:IDREF"/>
</xs:complexType>
[bookmark: section_c777894233f347cda7543699375d9455][bookmark: _Toc174686182]fileType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: file
[bookmark: CC_6e37d48b000000000000000000000000]The fileType complex type specifies a package file. 
Child Elements:
[bookmark: CC_7fab8eae000000000000000000000000]hash : A hashType element that specifies the hash of the file.
Attributes:
[bookmark: CC_1a4cfd76000000000000000000000000]name : A (string [W3C-XSD] section 3.2.1) attribute that specifies the name.
[bookmark: CC_2c1d32f6000000000000000000000000]size : An (unsignedLong [W3C-XSD] section 3.3.21) attribute that specifies the file size in bytes.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="fileType">
  <xs:choice minOccurs="0" maxOccurs="unbounded">
    <xs:element name="hash" type="asm.v2:hashType"/>
  </xs:choice>
  <xs:attribute name="name" type="xs:string" use="required"/>
  <xs:attribute name="size" type="xs:unsignedLong" use="required"/>
</xs:complexType>
[bookmark: section_30e0b92d71c24092875b32fee89a4ec6][bookmark: _Toc174686183]Simple Types
[bookmark: section_860517ffc40e465eaeb263ca07d8b868][bookmark: _Toc174686184]TwoByteVersion
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: osType
[bookmark: CC_e720540f000000000000000000000000]The TwoByteVersion simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="TwoByteVersion">
  <xs:restriction base="xs:integer">
    <xs:minInclusive value="0"/>
    <xs:maxInclusive value="65535"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_c3b0d1c7cea04369a18afab6096a2e5e][bookmark: _Toc174686185]OneByteVersion
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: osType
[bookmark: CC_acf805b5000000000000000000000000]The OneByteVersion simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="OneByteVersion">
  <xs:restriction base="xs:integer">
    <xs:minInclusive value="0"/>
    <xs:maxInclusive value="255"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_22efab99619549b5b33afefc00fb632a][bookmark: _Toc174686186]dependencyTypeType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: dependentAssemblyType
[bookmark: CC_ecaca46e000000000000000000000000]The dependencyTypeType simple type specifies the type of a dependency.
	Value
	Meaning

	preRequisite
	[bookmark: CC_078387f9000000000000000000000000]Specifies that the assembly is not a part of the deployment package.

	install
	[bookmark: CC_e44aeb13000000000000000000000000]Specifies that the assembly is a part of the deployment package. 



The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="dependencyTypeType">
  <xs:restriction base="xs:string">
    <xs:enumeration value="preRequisite"/>
    <xs:enumeration value="install"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_56995221cb9f4be68c39a938d04f4ddc][bookmark: _Toc174686187]fileNameStringType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: assemblyIdentityType
[bookmark: CC_473ec48b000000000000000000000000]The fileNameStringType simple type specifies a string for a file name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fileNameStringType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_75f67f3dc7a848a19c6a8d8ab3b8bf9b][bookmark: _Toc174686188]fourPartVersionType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: assemblyIdentityType
[bookmark: CC_a218a59c000000000000000000000000]The fourPartVersionType simple type specifies a version.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="fourPartVersionType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_72c7644102ad43ce8c01a1f721d4602d][bookmark: _Toc174686189]publicKeyTokenType
Target namespace: urn:schemas-microsoft-com:asm.v2
Referenced by: assemblyIdentityType
[bookmark: CC_5313830b000000000000000000000000]The publicKeyTokenType simple type specifies the last 8 bytes of the SHA-1 hash as specified by [FIPS180-4] section 6.1 of a public key in accordance with section 2.5.2.1. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="publicKeyTokenType">
  <xs:restriction base="xs:string">
    <xs:pattern value="([0-9]|[a-f]|[A-F]){16}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_8b5a52bf572140b4845751f10d09e5f8][bookmark: _Toc174686190]Target namespace: urn:schemas-microsoft-com:asm.v3
[bookmark: section_06c8e719763843a088d54e327774ad8a][bookmark: _Toc174686191]Global Elements
[bookmark: section_9e6aa14f19944a558f949c52e7518280][bookmark: _Toc174686192]asmv3
Target namespace: urn:schemas-microsoft-com:asm.v3
[bookmark: CC_e370cb53000000000000000000000000]An asmv3Type element that specifies a global element that is referenced by trustInfoType, securityType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="asmv3" type="asm.v3:asmv3Type"/>
[bookmark: section_3f62ce8f54fb467e8481f2da7b22c5c3][bookmark: _Toc174686193]Global Attributes
None.
[bookmark: section_cc9293429ad4403498f6fb86c9319c49][bookmark: _Toc174686194]Complex Types
[bookmark: section_b5a6f5a29a9e4dbfb6a064e94340f964][bookmark: _Toc174686195]requestedPrivilegesType
Target namespace: urn:schemas-microsoft-com:asm.v3
[bookmark: CC_0eabc9b1000000000000000000000000]The RequestedPrivilegesType complex type specifies a reserved value. 
Child Elements:
[bookmark: CC_202f846a000000000000000000000000]requestedExecutionLevel : A requestedExecutionLevelType element that specifies a reserved value.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="requestedPrivilegesType">
  <xs:sequence>
    <xs:element name="requestedExecutionLevel" type="asm.v3:requestedExecutionLevelType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_b2fb875c033c45208a11fba17319e7a5][bookmark: _Toc174686196]requestedExecutionLevelType
Target namespace: urn:schemas-microsoft-com:asm.v3
Referenced by: requestedPrivilegesType
[bookmark: CC_ed018516000000000000000000000000]The requestedExecutionLevelType complex type specifies a reserved value.
Attributes:
[bookmark: CC_50528cbd000000000000000000000000]level :  A string ([W3C-XSD] section 3.2.1) attribute that specifies a reserved value. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="requestedExecutionLevelType">
  <xs:attribute name="level" type="xs:string" use="required" fixed="asInvoker"/>
</xs:complexType>
[bookmark: section_46a7c6fed09448f694b63bb593b73bd8][bookmark: _Toc174686197]asmv3Type
Target namespace: urn:schemas-microsoft-com:asm.v3
Referenced by: asmv3
[bookmark: CC_02f1eb85000000000000000000000000]The asmv3Type complex type specifies ignored data.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="asmv3Type">
  <xs:sequence>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##any" processContents="skip"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_db17498292d94bad88352f2757c8770a][bookmark: _Toc174686198]Simple Types
None.
[bookmark: section_dc1521f5513442238535f429b8d0cea4][bookmark: _Toc174686199]Target namespace: urn:schemas-microsoft-com:clickonce.v1
[bookmark: section_ac8ea8e8d38a41029bebcf08076ff28e][bookmark: _Toc174686200]Global Elements
[bookmark: section_40cf54dde98549aea6bbb27f2a74cdb8][bookmark: _Toc174686201]customHostSpecified
Target namespace: urn:schemas-microsoft-com:clickonce.v1
[bookmark: CC_8b550f31000000000000000000000000]A customHostSpecifiedType element that specifies a global element that is referenced by entryPointType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="customHostSpecified" type="co.v1:customHostSpecifiedType"/>
[bookmark: section_e472fbb76f104d3aa7f3fe21e9cdf3ac][bookmark: _Toc174686202]Global Attributes
None.
[bookmark: section_bb73bd39f2ab48f1bb29ddaaab8b3f04][bookmark: _Toc174686203]Complex Types
[bookmark: section_27f898e7ce7e4514bc8e3779de990529][bookmark: _Toc174686204]customHostSpecifiedType
Target namespace: urn:schemas-microsoft-com:clickonce.v1
Referenced by: customHostSpecified
[bookmark: CC_64abbf28000000000000000000000000]The customHostSpecifiedType element specifies that entry points are defined in an addInType element.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="customHostSpecifiedType"/>
[bookmark: section_65163b45602342e6af9b5dd8b63ba7a5][bookmark: _Toc174686205]Simple Types
None.
[bookmark: section_4fe6d3ac58fc4768bb63de84c0e10e09][bookmark: _Toc174686206]Target namespace: urn:schemas-microsoft-com:vsta.v3
[bookmark: section_063346cb672a44c59bc36146433bb37c][bookmark: _Toc174686207]Global Elements
[bookmark: section_ef3a659f4ea046e79e519e4360d22399][bookmark: _Toc174686208]addIn
Target namespace: urn:schemas-microsoft-com:vsta.v3
[bookmark: CC_ebc5c625000000000000000000000000]An addInType element that specifies a global element that is referenced by assemblyType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="addIn" type="vsta.v3:addInType"/>
[bookmark: section_d0bf84ea09034e9b8b12b0774c1ef382][bookmark: _Toc174686209]Global Attributes
None.
[bookmark: section_d9a83fd6b5444423a5fd0e1371e19ff2][bookmark: _Toc174686210]Complex Types
[bookmark: section_acd3d601f7e941ee896b0691ccf39b58][bookmark: _Toc174686211]addInType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: addIn
[bookmark: CC_7847d2ed000000000000000000000000]The addInType complex type specifies run-time behavior of the deployment package.
Child Elements:
[bookmark: CC_41b4c7e8000000000000000000000000]entryPointsCollection : An entryPointsCollectionType element that specifies the container for entryPointsType elements.
[bookmark: CC_8b306be6000000000000000000000000]update : An updateType element that specifies the update behavior for the deployment package. 
[bookmark: CC_e54feb58000000000000000000000000]postActions : A postActionsType element that contains the list of postActionType elements. 
[bookmark: CC_29d95571000000000000000000000000]application : An applicationType element that contains a customizationsType element.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="addInType">
  <xs:sequence>
    <xs:element name="entryPointsCollection" type="vsta.v3:entryPointsCollectionType" minOccurs="1" maxOccurs="1"/>
    <xs:element name="update" type="vsta.v3:updateType" maxOccurs="1" minOccurs="1"/>
    <xs:element name="postActions" type="vsta.v3:postActionsType" maxOccurs="1" minOccurs="0"/>
    <xs:element name="application" type="vsta.v3:applicationType" maxOccurs="1" minOccurs="0"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_93bd41035a9e4df9af260bac37254a31][bookmark: _Toc174686212]entryPointsCollectionType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: addInType
[bookmark: CC_7694b97f000000000000000000000000]The entryPointsCollectionType complex type specifies a container for entryPointsType elements.
Child Elements:
[bookmark: CC_a7435cb1000000000000000000000000]entryPoints : An entryPointsType element that specifies a list of entryPointType elements.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="entryPointsCollectionType">
  <xs:sequence>
    <xs:element name="entryPoints" type="vsta.v3:entryPointsType" minOccurs="1" maxOccurs="unbounded"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_cf13feebc28e497f84fd73ab1773f78b][bookmark: _Toc174686213]entryPointsType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: entryPointsCollectionType
[bookmark: CC_6b7470ee000000000000000000000000]An entryPointsType specifies a list of entry points for a customization.
Child Elements:
[bookmark: CC_ea9ab627000000000000000000000000]entryPoint : An entryPointType element that specifies an entry point for the customization.
Attributes:
[bookmark: CC_ae9ead4d000000000000000000000000]id : A string ([W3C-XSD] section 3.2.1) attribute that specifies the identifier of the customization. MUST be present when the structure contains more than one customizationType element. MUST match the id attribute value of a customizationType element that implements the entry points.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="entryPointsType">
  <xs:sequence>
    <xs:element name="entryPoint" type="vsta.v3:entryPointType" maxOccurs="unbounded"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="id" type="xs:string" use="optional"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_0ceeafc58e0e4f8f879f3fabdbd44c98][bookmark: _Toc174686214]entryPointType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: entryPointsType
[bookmark: CC_bd28fb1c000000000000000000000000]The entryPointType complex type specifies an entry point for a customization.
Child Elements:
[bookmark: CC_f4e2ff91000000000000000000000000]assemblyIdentity : An assemblyIdentity element that specifies the identity of the assembly that implements the entry point for the customization. 
Attributes:
[bookmark: CC_a54e174a000000000000000000000000]class : A string ([W3C-XSD] section 3.2.1) attribute that specifies the entry point. MUST be a fully qualified class name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="entryPointType" mixed="true">
  <xs:sequence minOccurs="1" maxOccurs="1">
    <xs:element ref="asm.v2:assemblyIdentity"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="class" type="xs:string" use="required"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_6acf69c3637f452da255102293685c65][bookmark: _Toc174686215]postActionEntryPointType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: postActionType
[bookmark: CC_1a28713b000000000000000000000000]The postActionEntryPointType complex type specifies an entry point for a deployment package post-deployment action.
Child Elements:
[bookmark: CC_9fc21081000000000000000000000000]assemblyIdentity : A assemblyIdentity element that specifies the identity of the assembly that implements the post-deployment action entry point for the deployment package.
Attributes:
[bookmark: CC_d1a31bbe000000000000000000000000]class : A string [W3C-XSD] section 3.2.1 attribute that specifies an entry point class. MUST be a fully qualified class name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="postActionEntryPointType" mixed="true">
  <xs:sequence minOccurs="1" maxOccurs="1">
    <xs:element ref="asm.v2:assemblyIdentity"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="class" type="xs:string" use="required"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_5d003159deeb4b0b8961484eaa9c0cde][bookmark: _Toc174686216]updateType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: addInType
[bookmark: CC_7fed5cdd000000000000000000000000]The updateType complex type specifies an update behavior for a deployment package.
Attributes:
[bookmark: CC_e5f37239000000000000000000000000]enabled : A boolean ([W3C-XSD] section 3.2.2) attribute that specifies automatic checks for updates. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="updateType">
  <xs:sequence>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="enabled" type="xs:boolean" use="required" fixed="false"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_16e1c1e7a9ad451e84bd77d83eab7546][bookmark: _Toc174686217]postActionsType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: addInType
[bookmark: CC_27921eb9000000000000000000000000]The postActionsType type specifies a list of post-deployment actions for the deployment package.
Child Elements:
[bookmark: CC_72d2a365000000000000000000000000]postAction : A postActionType element that specifies a post-deployment action.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="postActionsType">
  <xs:sequence>
    <xs:element name="postAction" type="vsta.v3:postActionType" maxOccurs="unbounded" minOccurs="0"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_1291b5901fb84038a15f9c188bb979cf][bookmark: _Toc174686218]postActionType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: postActionsType
[bookmark: CC_6c53dcc8000000000000000000000000]The postActionType complex type specifies a post-deployment action.
Child Elements:
[bookmark: CC_9cba5b40000000000000000000000000]entryPoint : A postActionEntryPointType (section 2.2.5.3.5) element that specifies the entry point for the post-deployment action.
[bookmark: CC_b85f4d4f000000000000000000000000]postActionData : A postActionDataType element that specifies the input data for the post-deployment action.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="postActionType">
  <xs:sequence>
    <xs:element name="entryPoint" type="vsta.v3:postActionEntryPointType" maxOccurs="1" minOccurs="1"/>
    <xs:element name="postActionData" type="vsta.v3:postActionDataType" maxOccurs="1" minOccurs="0"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_79b676fee35b40309bd867bcdca5a585][bookmark: _Toc174686219]postActionDataType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: postActionType
[bookmark: CC_d6aca434000000000000000000000000]The postActionDataType complex type specifies input data for the post-deployment action.  
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="postActionDataType">
  <xs:sequence>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_285b649ed05c4a5995a13e920aa19bab][bookmark: _Toc174686220]applicationType
Target namespace: urn:schemas-microsoft-com:vsta.v3
Referenced by: addInType
[bookmark: CC_d2bff064000000000000000000000000]The applicationType complex type specifies a container for a customizationsType element. 
Child Elements:
[bookmark: CC_dd724365000000000000000000000000]customizations : A customizations element that specifies a list of customizations in the deployment package. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="applicationType">
  <xs:sequence>
    <xs:element ref="vsto.v4:customizations"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_795b6e5fac2b4ca091bfe8ee36e0498b][bookmark: _Toc174686221]Simple Types
None.
[bookmark: section_3cad9d86e5e142ce8287e7e57c5d5214][bookmark: _Toc174686222]Target namespace: urn:schemas-microsoft-com:vsto.v4
[bookmark: section_0d98ef12390e40b98c7b3fd2f20c3325][bookmark: _Toc174686223]Global Elements
[bookmark: section_e39dda22c5d64c90b119ce28b629aff2][bookmark: _Toc174686224]customizations
Target namespace: urn:schemas-microsoft-com:vsto.v4
[bookmark: CC_e8be903d000000000000000000000000]A customizationsType element that specifies a global element that is referenced by applicationType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this element.
<xs:element name="customizations" type="vsto.v4:customizationsType"/>
[bookmark: section_6fbc58d593b4443f9daf88b5967c31d2][bookmark: _Toc174686225]Global Attributes
None.
[bookmark: section_3c34b911dac04f67bfb99d8920c877ea][bookmark: _Toc174686226]Complex Types
[bookmark: section_98772eb7f85a44f298a8b882584fc467][bookmark: _Toc174686227]customizationsType
Target namespace: urn:schemas-microsoft-com:vsto.v4
Referenced by: customizations
[bookmark: CC_e7e66f7d000000000000000000000000]Contains a list of customizationType elements.
Child Elements:
[bookmark: CC_3b6aa859000000000000000000000000]customization : A customizationType element that specifies the customization.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="customizationsType">
  <xs:sequence>
    <xs:element name="customization" type="vsto.v4:customizationType" minOccurs="1" maxOccurs="unbounded"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_77ded704c97f46bd9839334237a38e39][bookmark: _Toc174686228]customizationType
Target namespace: urn:schemas-microsoft-com:vsto.v4
Referenced by: customizationsType
[bookmark: CC_ffc7b328000000000000000000000000]Specifies a customization.
Child Elements:
[bookmark: CC_f127cc31000000000000000000000000]appAddIn : An appAddInType element that specifies the customization is an add-in.
Attributes:
[bookmark: CC_9e41b146000000000000000000000000]id : A string ([W3C-XSD] section 3.2.1) attribute that specifies the identifier of the customization.  MUST be unique within the scope of the parent customizationsType element. MUST be present when the structure contains more than one customizationType element.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="customizationType">
  <xs:sequence>
    <xs:choice minOccurs="1" maxOccurs="1">
      <xs:element name="appAddIn" type="vsto.v4:appAddInType"/>
    </xs:choice>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="id" type="xs:string" use="optional"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_cb57fe4013334d6fb94a39e5805bd1ec][bookmark: _Toc174686229]appAddInType
Target namespace: urn:schemas-microsoft-com:vsto.v4
Referenced by: customizationType
[bookmark: CC_f1a10236000000000000000000000000]Specifies the installation values of an add-in. 
Child Elements:
[bookmark: CC_beb57587000000000000000000000000]friendlyName : A string ([W3C-XSD] section 3.2.1) element that specifies the user-displayable name. The length of the string value MUST be less than 261 characters.
[bookmark: CC_d0e75867000000000000000000000000]description : A string ([W3C-XSD] section 3.2.1) element that specifies the user-displayable description. The length of the string value MUST be less than 32,768 characters.
Attributes:
[bookmark: CC_a5d67dd5000000000000000000000000]application : A string ([W3C-XSD] section 3.2.1) attribute that specifies the customized application. 
[bookmark: CC_2e71bf99000000000000000000000000]loadBehavior : A loadBehaviorType attribute that specifies the initial startup setting of the add-in.
[bookmark: CC_da21a42e000000000000000000000000]keyName : A keyStringType attribute that specifies the name for storing and retrieving the installation values post installation.  The length of the string value MUST be less than 215 characters. The length of the string value MUST be greater than zero characters.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this complex type.
<xs:complexType name="appAddInType">
  <xs:sequence>
    <xs:element name="friendlyName" type="xs:string" maxOccurs="1" minOccurs="1"/>
    <xs:element name="description" type="xs:string" maxOccurs="1" minOccurs="0"/>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip"/>
  </xs:sequence>
  <xs:attribute name="application" type="xs:string" use="required" fixed="Outlook"/>
  <xs:attribute name="loadBehavior" type="vsto.v4:loadBehaviorType" use="optional"/>
  <xs:attribute name="keyName" type="vsto.v4:keyStringType" use="required"/>
  <xs:anyAttribute namespace="##other" processContents="skip"/>
</xs:complexType>
[bookmark: section_08bef96de64e4b259626b33bbef407f2][bookmark: _Toc174686230]Simple Types
[bookmark: section_7fa5aa24339343478adce4de7aff65c9][bookmark: _Toc174686231]loadBehaviorType
Target namespace: urn:schemas-microsoft-com:vsto.v4
Referenced by: appAddInType
[bookmark: CC_9663db9e000000000000000000000000]Specifies the initial startup setting of an add-in.
	Value
	Meaning

	2
	[bookmark: CC_c6284670000000000000000000000000]Specifies that the add-in is disabled.

	3
	[bookmark: CC_c6294670000000000000000000000000]Specifies that the add-in is configured to run on startup of the customized application. 



The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="loadBehaviorType">
  <xs:restriction base="xs:int">
    <xs:enumeration value="2"/>
    <xs:enumeration value="3"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_8d05da15265a44d6bf4048cc618e90d2][bookmark: _Toc174686232]keyStringType
Target namespace: urn:schemas-microsoft-com:vsto.v4
Referenced by: appAddInType
[bookmark: CC_94b97290000000000000000000000000]The keyStringType simple type specifies a string for a key name.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment defines the contents of this simple type.
<xs:simpleType name="keyStringType">
  <xs:restriction base="xs:string">
    <xs:pattern value="(\u0020|\u0021|[\u0023-\u0029]|[\u002B-\u0039]|\u003B|\u003D|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uD7FF]|[\uE000-\uFFFD]|[\u10000-\u10FFFF])*"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_2389e817351e4f7e817d42226d6367ed][bookmark: _Toc174686233]Strong Name Signature
A strong name signature is a method to uniquely identify a manifest by using public key cryptography. The manifest MUST have the following criteria:
· The manifest file MUST be signed as specified in this section.
· The public key used to verify the strong name signature MUST be the same as the key used to generate the publicKeyToken attribute on the assemblyIdentity element (section 2.1.1.3.1 and section 2.2.1.3.1) in accordance with section 2.5.2.1. 
This section describes the profile of the XML Digital Signatures standard [XMLDSig] used by manifest signatures (section 2.1.1.3.3 and section 2.2.1.3.2).
[bookmark: section_cad10a9771ee41ad89e9f93c19a52714][bookmark: _Toc174686234]Target namespace: http://www.w3.org/2000/09/xmldsig#
[bookmark: section_a5f229b242c54c499f04dd58906a8b09][bookmark: _Toc174686235]Global Elements
[bookmark: section_3114d0cb5899430b901c017180a8b6bb][bookmark: _Toc174686236]Signature
Target namespace: http://www.w3.org/2000/09/xmldsig#
[bookmark: CC_ce30e28e000000000000000000000000]A SignatureType element that is specified as a global element in [XMLDSig]. This Signature element is referenced by assemblyType (section 2.1.1.3.3 and section 2.2.1.3.2).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Signature" type="ds:SignatureType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_c82e60aa23a848f6a4b2ce08d4f72984][bookmark: _Toc174686237]SignatureValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_90dcba7b000000000000000000000000]A SignatureValueType element that is specified as a global element in [XMLDSig]. This SignatureValue element is referenced by SignatureType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignatureValue" type="ds:SignatureValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_4eff668a238143ffbfd7f75332628de0][bookmark: _Toc174686238]SignedInfo
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_907d2fb6000000000000000000000000]A SignedInfoType element that is specified as a global element in [XMLDSig]. This SignedInfoType element is referenced by SignatureType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignedInfo" type="ds:SignedInfoType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_1114ec5370e64b3285f389908b2eef72][bookmark: _Toc174686239]CanonicalizationMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_7f6b00a7000000000000000000000000]A CanonicalizationMethodType element that is specified as a global element in [XMLDSig]. This CanonicalizationMethod element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="CanonicalizationMethod" type="ds:CanonicalizationMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_08610330cdc3412795b960a42ecb0a9c][bookmark: _Toc174686240]SignatureMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_03eec78c000000000000000000000000]A SignatureMethodType element that is specified as a global element in [XMLDSig]. This SignatureMethod element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignatureMethod" type="ds:SignatureMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_f2301596df90425886f8083e1ef0b67c][bookmark: _Toc174686241]Reference
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_39172ce6000000000000000000000000]A ReferenceType element that is specified as a global element in [XMLDSig]. This Reference element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Reference" type="ds:ReferenceType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_6034f07efa72485f938e95626acd316f][bookmark: _Toc174686242]Transforms
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_5eb705fe000000000000000000000000]A TransformsType element that is specified as a global element in [XMLDSig]. This Transforms element is referenced by ReferenceType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Transforms" type="ds:TransformsType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_83577fea440343b58453d2f13ff1bb96][bookmark: _Toc174686243]Transform
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: TransformsType
[bookmark: CC_fbe5eae1000000000000000000000000]A TransformType element that is specified as a global element in [XMLDSig]. This Transform element is referenced by TransformsType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Transform" type="ds:TransformType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_ba9e78c67dc14d5ba41ff7f41ecf9e79][bookmark: _Toc174686244]DigestMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_9fb6137a000000000000000000000000]A DigestMethodType element that is specified as a global element in [XMLDSig]. This DigestMethod element is referenced by ReferenceType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="DigestMethod" type="ds:DigestMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_19514640ba214adcaf30d0025bc578ea][bookmark: _Toc174686245]DigestValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_38b480be000000000000000000000000]A DigestValueType element that is specified as a global element in [XMLDSig]. This DigestValue element is referenced by ReferenceType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="DigestValue" type="ds:DigestValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_8bd0f8895654450c9976594e80502448][bookmark: _Toc174686246]KeyInfo
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_2da2a3a1000000000000000000000000]A KeyInfoType element that is specified as a global element in [XMLDSig]. This KeyInfo element is referenced by SignatureType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="KeyInfo" type="ds:KeyInfoType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_c45b809fd1c54d6489ecded86e4cf773][bookmark: _Toc174686247]KeyValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType
[bookmark: CC_4ff686d5000000000000000000000000]A KeyValueType element that is specified as a global element in [XMLDSig]. This KeyValue element is referenced by KeyInfoType.  
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="KeyValue" type="ds:KeyValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_d0825cbf60ea4228a0e1549613b9e374][bookmark: _Toc174686248]RSAKeyValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyValueType
[bookmark: CC_b2853ece000000000000000000000000]A RSAKeyValueType element that is specified as a global element in [XMLDSig]. This RSAKeyValue element is referenced by KeyValueType. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="RSAKeyValue" type="ds:RSAKeyValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_9d6283b1cf5c4a88b9ada87ca6cb8feb][bookmark: _Toc174686249]Global Attributes
None.
[bookmark: section_2654fa2fcc6041febe1c7c2ddef7e777][bookmark: _Toc174686250]Complex Types
[bookmark: section_fe3cb992865c448b94439d90d559b988][bookmark: _Toc174686251]SignatureType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: Signature
[bookmark: CC_edb856e3000000000000000000000000]SignatureType specifies the information that is necessary to verify the integrity of a digital signature.
Child Elements:
[bookmark: CC_409ee1c1000000000000000000000000]ds:SignedInfo : A SignedInfoType element that specifies the information necessary to compute the hash of the manifest.
[bookmark: CC_ff62327b000000000000000000000000]ds:SignatureValue : A SignatureValueType element that specifies the encoded value of the signature.
[bookmark: CC_1244ef4d000000000000000000000000]ds:KeyInfo : A KeyInfoType element that specifies the public key to be used to verify the signature.
Attributes:
[bookmark: CC_f439748a000000000000000000000000]Id : An ID ([W3C-XSD] section 3.3.8) attribute. The value of the Id attribute MUST be "StrongNameSignature".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:SignedInfo"/>
    <element ref="ds:SignatureValue"/>
    <element ref="ds:KeyInfo"/>
  </sequence>
  <attribute name="Id" type="ID" use="optional"/>
</complexType>
[bookmark: section_3bae81d48114403598109adaa47285d8][bookmark: _Toc174686252]SignatureValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, SignatureValue
[bookmark: CC_ceaf77dc000000000000000000000000]The SignatureValueType complex type specifies the encoded value of the signature. The content of the SignatureValueType is defined in section 4.2 of [XMLDSig]. All attributes of SignatureValueType are optional and are ignored.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <simpleContent>
    <extension base="base64Binary"/>
  </simpleContent>
</complexType>
[bookmark: section_a16d0560dc944472b46c0e6fe1c07560][bookmark: _Toc174686253]SignedInfoType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, SignedInfo
[bookmark: CC_c5b0cb4e000000000000000000000000]The SignedInfoType complex type specifies the information necessary to compute the hash of the manifest. The content of the SignedInfoType is defined in section 4.3 of [XMLDSig]. 
Child Elements:
[bookmark: CC_6875f8ba000000000000000000000000]ds:CanonicalizationMethod : A CanonicalizationMethodType element that specifies the canonicalization algorithm to be applied when the digital signature is verified.
[bookmark: CC_2caa2075000000000000000000000000]ds:SignatureMethod : A SignatureMethodType element that specifies the digital signature algorithm to be used when the digital signature is verified.
[bookmark: CC_e29aace7000000000000000000000000]ds:Reference : A ReferenceType element that specifies the XML node-set to be verified.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignedInfoType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:CanonicalizationMethod"/>
    <element ref="ds:SignatureMethod"/>
    <element ref="ds:Reference"/>
  </sequence>
</complexType>
[bookmark: section_771bec81d4f3487c9593691f1d758a95][bookmark: _Toc174686254]CanonicalizationMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, CanonicalizationMethod
[bookmark: CC_2054b7cc000000000000000000000000]The CanonicalizationMethodType complex type specifies the canonicalization algorithm that is applied to the SignedInfo element prior to computing the hash. The content of the CanonicalizationMethodType is defined in section 4.3.1 of [XMLDSig]. 
All child elements of CanonicalizationMethodType are optional and ignored.
Attributes:
[bookmark: CC_676dc42c000000000000000000000000]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the canonicalization algorithm. The canonicalization algorithm MUST be Exclusive XML CanonicalizationVersion 1.0 ([Excl-C14N]). The value of the Algorithm attribute MUST be "http://www.w3.org/2001/10/xml-exc-c14n#".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="CanonicalizationMethodType" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_818a8cf6594e454c94d6ebe7c9081f48][bookmark: _Toc174686255]SignatureMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, SignatureMethod
[bookmark: CC_395621e9000000000000000000000000]The SignatureMethodType complex type specifies the information necessary to compute the hash of the manifest. The content of the SignatureMethodType is defined in section 4.3.2 of [XMLDSig]. 
All child elements of SignatureMethodType are optional and are ignored.
Attributes:
[bookmark: CC_4d8496aa000000000000000000000000]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the digital signature algorithm. The digital signature algorithm MUST be RSA with SHA-1 ([XMLDSig] section 6.4.2). The value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#rsa-sha1".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureMethodType" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_a6486dfd4bf748f3b776786687083294][bookmark: _Toc174686256]ReferenceType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, Reference
[bookmark: CC_c855905b000000000000000000000000]The ReferenceType complex type specifies the information necessary to compute the digest of the manifest. The content of the ReferenceType is defined in section 4.3.3 of [XMLDSig].
Child Elements:
[bookmark: CC_f059bb96000000000000000000000000]ds:Transforms : A TransformsType element that specifies the transforms to be applied to the manifest when verifying the digital signature.
[bookmark: CC_0989e944000000000000000000000000]ds:DigestMethod : A DigestMethodType element that specifies the hashing algorithm to be applied to the manifest when the digital signature is verified.
[bookmark: CC_a33bce63000000000000000000000000]ds:DigestValue : A DigestValueType element that specifies the encoded value of the digest.
Attributes:
[bookmark: CC_d97678e4000000000000000000000000]URI : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the node-set that contains the signature. The value of the URI attribute MUST be an empty string.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="ReferenceType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:Transforms"/>
    <element ref="ds:DigestMethod"/>
    <element ref="ds:DigestValue"/>
  </sequence>
  <attribute name="URI" type="anyURI" use="required"/>
</complexType>
[bookmark: section_250d971d32184d23a4ae83d43308e189][bookmark: _Toc174686257]TransformsType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, Transforms
[bookmark: CC_66ee67f6000000000000000000000000]The TransformsType complex type specifies the information to describe how the signer obtained the data object that was digested. The content of the TransformsType is defined in section 4.3.3.4 of [XMLDSig]. 
Child Elements:
[bookmark: CC_f6999533000000000000000000000000][bookmark: enveloped-signature]ds:Transform : A TransformType element. When it specifies the Enveloped Signature Transform ([XMLDSig] section 6.6.4),the value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#enveloped-signature". When it specifies the Exclusive XML CanonicalizationVersion 1.0 ([Excl-C14N]), the value of the Algorithm attribute MUST be "http://www.w3.org/2001/10/xml-exc-c14n#".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="TransformsType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:Transform" maxOccurs="unbounded"/>
  </sequence>
</complexType>
[bookmark: section_d6006dfb68934a29958a96b5559885fd][bookmark: _Toc174686258]TransformType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: TransformsType, Transform
[bookmark: CC_4c41a34a000000000000000000000000]The TransformType complex type specifies the information to describe how the signer obtained the data object that was digested. The content of the TransformType is defined in section 4.3.3.4 of [XMLDSig].
Attributes:
[bookmark: CC_ff335381000000000000000000000000]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies a transform algorithm.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="TransformType" mixed="true" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_0d847fa03cc140099f080c03d860bb88][bookmark: _Toc174686259]DigestMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, DigestMethod
[bookmark: CC_84051b07000000000000000000000000]The DigestMethodType complex type specifies the digest algorithm to be applied to the manifest when the digital signature is verified. The content of the DigestMethodType is defined in section 4.3.3.5 of [XMLDSig].
Attributes:
[bookmark: CC_cbd5251d000000000000000000000000]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the digest algorithm. The digest algorithm MUST be SHA-1 [FIPS180-4].The value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#sha1" ([XMLDSig] section 6.2.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="DigestMethodType" mixed="true" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_6a0bc3c681114540aef026ed254c7aba][bookmark: _Toc174686260]KeyInfoType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, KeyInfo
[bookmark: CC_1745c1b2000000000000000000000000]The KeyInfoType complex type specifies the information about the public key to be used to verify the signature. The content of the KeyInfoType is defined in section 4.4 of [XMLDSig]. 
Child Elements:
[bookmark: CC_f2af70ba000000000000000000000000]ds:KeyValue : A KeyValueType element that contains the public key to be used to verify the signature.
[bookmark: CC_e3994c49000000000000000000000000]msrel:RelData : A RelDataType element that specifies information about the software publisher. This element MUST be present.
Attributes:
[bookmark: CC_f3744004000000000000000000000000]Id : An ID ([W3C-XSD] section 3.2.1) attribute that identifies a KeyInfo element to contain information about a strong name public key. The value of Id attribute MUST be "StrongNameKeyInfo". 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="KeyInfoType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:KeyValue"/>
    <element ref="msrel:RelData"/>
  </sequence>
  <attribute name="Id" type="ID" use="optional"/>
</complexType>
[bookmark: section_6111e6bc7adf41edb63732e00dad02ad][bookmark: _Toc174686261]KeyValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType, KeyValue
[bookmark: CC_f207c9b0000000000000000000000000]The KeyValueType complex type specifies the public key component of the key used to generate the strong name.
Child Elements:
[bookmark: CC_4b35d5af000000000000000000000000]ds:RSAKeyValue : A RSAKeyValueType element that specifies the modulus and exponent of an RSA public key ([RFC3447] section 3.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="KeyValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:RSAKeyValue"/>
  </sequence>
</complexType>
[bookmark: section_5452a4baf6f5422a9f49c406127040f0][bookmark: _Toc174686262]RSAKeyValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyValueType, RSAKeyValue
[bookmark: CC_608a06d9000000000000000000000000]The RSAKeyValueType complex type specifies the modulus and exponent of an RSA public key ([RFC3447] section 3.1). The content of the RSAKeyValueType is defined in section 4.4.2.2 of [XMLDSig].
Child Elements:
[bookmark: CC_ff3d12af000000000000000000000000]Modulus : A CryptoBinary element that specifies the modulus of an RSA public key ([RFC3447] section 3.1).
[bookmark: CC_59f4210a000000000000000000000000]Exponent : A CryptoBinary element that specifies the exponent of an RSA public key ([RFC3447] section 3.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="RSAKeyValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element name="Modulus" type="ds:CryptoBinary"/>
    <element name="Exponent" type="ds:CryptoBinary"/>
  </sequence>
</complexType>
[bookmark: section_b5f17076d90e4fb48fcf4af0be4175ad][bookmark: _Toc174686263]Simple Types
[bookmark: section_0fab84ef834b4674843d1fee436a8cd1][bookmark: _Toc174686264]CryptoBinary
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: RSAKeyValueType
[bookmark: CC_42abde12000000000000000000000000]The CryptoBinary simple type as specified in section 4.0.1 of [XMLDSig].
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this simple type.
<simpleType name="CryptoBinary" xmlns="http://www.w3.org/2001/XMLSchema">
  <restriction base="base64Binary"/>
</simpleType>
[bookmark: section_079cf26dee364b7495b5ecc0dccbe842][bookmark: _Toc174686265]DigestValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, DigestValue
[bookmark: CC_278aaf23000000000000000000000000]The DigestValueType simple type specifies the encoded value of the digest. The content of the DigestMethodType is defined in section 4.3.3.6 of [XMLDSig].
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this simple type.
<simpleType name="DigestValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <restriction base="base64Binary"/>
</simpleType>
[bookmark: section_900d6a95df6e4b0986a0f7c901d020ae][bookmark: _Toc174686266]Target namespace: http://schemas.microsoft.com/windows/rel/2005/reldata
[bookmark: section_714bae8620c84e98837afccfbffd7106][bookmark: _Toc174686267]Global Elements
[bookmark: section_0ccf5b0d9a1d4cb0ae490f9e12aed5de][bookmark: _Toc174686268]RelData
Target namespace: http://schemas.microsoft.com/windows/rel/2005/reldata
[bookmark: CC_294da3b3000000000000000000000000]A RelDataType element that specifies a global element that is referenced by KeyInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xs:element name="RelData" type="RelDataType"/>
[bookmark: section_cbd511b65bfa4a04ba430484528df79a][bookmark: _Toc174686269]Global Attributes
None.
[bookmark: section_bb6475b2737f49aea685d1abf02e453c][bookmark: _Toc174686270]Complex Types
[bookmark: section_e21a4a9fd83d48e990d7a84dc5bb4cf3][bookmark: _Toc174686271]RelDataType
Target namespace: http://schemas.microsoft.com/windows/rel/2005/reldata
Referenced by: RelData
[bookmark: CC_ed611dea000000000000000000000000]The RelDataType complex type specifies a container for a Rights Expression Language [ISO/IEC-21000-5] license that describes a software publisher.
Child Elements:
[bookmark: CC_b087c1de000000000000000000000000]r:license : A License element that specifies publisher expressed using the Rights Expression Language [ISO/IEC-21000-5].
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xs:complexType name="RelDataType">
  <xs:sequence>
    <xs:element ref="r:license"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_aa0b777b3aa54f87930c8b061b2bb571][bookmark: _Toc174686272]Simple Types
None.
[bookmark: section_2e35c8fe042046aa8e5734b7e4a55e95][bookmark: _Toc174686273]Software Publisher Signature
[bookmark: section_461224ace3b249abbcd3248f7fb3909e][bookmark: _Toc174686274]Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
[bookmark: section_938aa04f00be44298fea344d7fa1ceb2][bookmark: _Toc174686275]Global Elements
[bookmark: section_6e9e65ed8ef04f71af3a94191f7d59dd][bookmark: _Toc174686276]license
Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
[bookmark: CC_f8b985f1000000000000000000000000]A License element that specifies a global element that is referenced by RelDataType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xsd:element name="license" type="r:License"/>
[bookmark: section_ded449bc70824311b5799757596c1824][bookmark: _Toc174686277]Global Attributes
None.
[bookmark: section_a37d416b20d14e0482ad0c4a424b3667][bookmark: _Toc174686278]Complex Types
[bookmark: section_50b271d2061149b4afabd8dd27f95b13][bookmark: _Toc174686279]License
Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
Referenced by: license
[bookmark: CC_788aba9f000000000000000000000000]The License complex type specifies a description of a software publisher expressed using the Rights Expression Language [ISO/IEC-21000-5].
All attributes of License are optional and are ignored.
Child Elements:
[bookmark: CC_a46c3ecf000000000000000000000000]grant : A Grant element that specifies a manifest to have the right to be signed by a particular software publisher.
[bookmark: CC_d3737821000000000000000000000000]issuer : An Issuer element that specifies the XML digital signature ([XMLDSig]) of the software publisher.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xsd:complexType name="License">
  <xsd:sequence>
    <xsd:element name="grant" type="r:Grant"/>
    <xsd:element name="issuer" type="r:Issuer"/>
  </xsd:sequence>
</xsd:complexType>
[bookmark: section_ea9fa89ddc434437a7e0159f26c1532f][bookmark: _Toc174686280]Grant
Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
Referenced by: License
[bookmark: CC_dcf7e2b5000000000000000000000000]The Grant complex type specifies a container for description of a software publisher expressed using the Rights Expression Language [ISO/IEC-21000-5].
Child Elements:
[bookmark: CC_c1bdc1fd000000000000000000000000]as:ManifestInformation : A ManifestInformationType element that specifies a deployment manifest or an application manifest.
[bookmark: CC_66ce0749000000000000000000000000]as:SignedBy : A SignedByType element that specifies the right for a manifest to be signed by a software publisher.
[bookmark: CC_5b7dba56000000000000000000000000]as:AuthenticodePublisher : An AuthenticodePublisherType element that specifies a software publisher.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xsd:complexType name="Grant">
  <xsd:sequence>
    <xsd:element ref="as:ManifestInformation"/>
    <xsd:element ref="as:SignedBy"/>
    <xsd:element ref="as:AuthenticodePublisher"/>
  </xsd:sequence>
</xsd:complexType>
[bookmark: section_1dc57d47763b47aa88556bf85d51c139][bookmark: _Toc174686281]Issuer
Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
Referenced by: License
[bookmark: CC_203ccd50000000000000000000000000]The Issuer complex type specifies a container for an XML digital signature [XMLDSig].
All attributes of Issuer are optional and are ignored.
Child Elements:
[bookmark: CC_87396608000000000000000000000000]dsig:Signature : A SignatureType element that specifies the necessary information to validate a signed deployment manifest or application manifest.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xsd:complexType name="Issuer">
  <xsd:sequence>
    <xsd:element ref="dsig:Signature"/>
  </xsd:sequence>
</xsd:complexType>
[bookmark: section_630e9699572f44fd90e7681b3b9db7f6][bookmark: _Toc174686282]Right
Target namespace: urn:mpeg:mpeg21:2003:01-REL-R-NS
[bookmark: CC_9ba9e743000000000000000000000000]The Right complex type as specified in section 7.4.3 of [ISO/IEC-21000-5]. Right is a conceptually abstract type and is used by this specification only as a base type for SignedByType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xsd:complexType name="Right"/>
[bookmark: section_6517309feadb45778bbd08778070553d][bookmark: _Toc174686283]Simple Types
None.
[bookmark: section_2d791956008a4833b7310fdcacabd5ce][bookmark: _Toc174686284]Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
[bookmark: section_a22778b24bc84a05a060f84fc4ece9ce][bookmark: _Toc174686285]Global Elements
[bookmark: section_15b8798de9bc4fa0b82cda549955bdad][bookmark: _Toc174686286]ManifestInformation
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
[bookmark: CC_05e1cda5000000000000000000000000]A ManifestInformationType element that specifies a global element that is referenced by Grant. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xs:element name="ManifestInformation" type="ManifestInformationType"/>
[bookmark: section_f6aa21e5a2154342ac83f83ba4200ba5][bookmark: _Toc174686287]SignedBy
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
[bookmark: CC_adc91b32000000000000000000000000]A SignedByType element that specifies a global element that is referenced by Grant.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xs:element name="SignedBy" type="SignedByType"/>
[bookmark: section_8f73573328f24b2fb28faa3ad065f8e0][bookmark: _Toc174686288]AuthenticodePublisher
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
[bookmark: CC_68ec7977000000000000000000000000]An AuthenticodePublisherType element specifies a global element that is referenced by Grant.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xs:element name="AuthenticodePublisher" type="AuthenticodePublisherType"/>
[bookmark: section_40d97c560d9d43b1b5f50eb5bbc23ffd][bookmark: _Toc174686289]Timestamp
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
[bookmark: CC_c372ee84000000000000000000000000]A CryptoBinary element that specifies a global element that is referenced by ObjectType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<xs:element name="Timestamp" type="ds:CryptoBinary"/>
[bookmark: section_565a89a9283f4b03a825f4fd158abbfc][bookmark: _Toc174686290]Global Attributes
None.
[bookmark: section_b1b7fb0acefd4a848e9521c7d85a5121][bookmark: _Toc174686291]Complex Types
[bookmark: section_e614b3f7b9cc4cc4b4f92999739a7787][bookmark: _Toc174686292]ManifestInformationType
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
Referenced by: ManifestInformation
[bookmark: CC_3f2dbd65000000000000000000000000]The ManifestInformationType complex type specifies a deployment manifest or application manifest.
Child Elements:
[bookmark: CC_f03e34fb000000000000000000000000]assemblyIdentity : An assemblyIdentityType (section 2.1.1.3.1 and section 2.2.1.3.1) element that specifies either a deployment package or an application manifest.
Attributes:
[bookmark: CC_ac987096000000000000000000000000]Hash : A CryptoBinary ([XMLDSig] section 4.0.1) attribute that specifies the hash of the manifest that the software publisher signed.
[bookmark: CC_88fd2c56000000000000000000000000]Description : A string ([W3C-XSD] section 3.2.1) attribute that specifies a short description of the deployment package.
[bookmark: CC_25b3ad49000000000000000000000000]Url : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies  a Url that a user can visit to obtain more information about the deployment package and or the software publisher.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xs:complexType name="ManifestInformationType">
  <xs:sequence>
    <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType"/>
  </xs:sequence>
  <xs:attribute name="Hash" type="ds:CryptoBinary" use="required"/>
  <xs:attribute name="Description" type="xs:string" use="optional"/>
  <xs:attribute name="Url" type="xs:anyURI" use="optional"/>
</xs:complexType>
[bookmark: section_9f1f1ba2f3714675b4f0a6a6e74affa6][bookmark: _Toc174686293]SignedByType
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
Referenced by: SignedBy
[bookmark: CC_a6d094be000000000000000000000000]The SignedByType complex type specifies the right for a manifest to be signed by a software publisher.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xs:complexType name="SignedByType">
  <xs:complexContent>
    <xs:restriction base="r:Right"/>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_1c93c9df0902403db21d8330bfe877ba][bookmark: _Toc174686294]AuthenticodePublisherType
Target namespace: http://schemas.microsoft.com/windows/pki/2005/Authenticode
Referenced by: AuthenticodePublisher
[bookmark: CC_96b09e7f000000000000000000000000]The AuthenticodePublisherType complex type specifies information about a software publisher.
Child Elements:
[bookmark: CC_7212275e000000000000000000000000]X509SubjectName : A string ([W3C-XSD] section 3.2.1) element that specifies the identity of a software publisher. The string is generated by converting the Subject distinguished name of the software publisher certificate.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<xs:complexType name="AuthenticodePublisherType">
  <xs:sequence>
    <xs:element name="X509SubjectName" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: section_e46c3a432ff74ee7b2d1018e5a2ae3a4][bookmark: _Toc174686295]Simple Types
None.
[bookmark: section_6e38d639a6bc4901a2e75c04f2b3a0e3][bookmark: _Toc174686296]Target namespace: http://www.w3.org/2000/09/xmldsig#
[bookmark: section_1e3211f4a7b748cda28e17bf6277b1b0][bookmark: _Toc174686297]Global Elements
[bookmark: section_1f6096a3b57b4cf88ceaac33d516600b][bookmark: _Toc174686298]Signature
Target namespace: http://www.w3.org/2000/09/xmldsig#
[bookmark: CC_770ddcd0b56f4c149c38463cb191488c]A SignatureType element that is specified as a global element in [XMLDSig]. This Signature element is referenced by Issuer.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Signature" type="ds:SignatureType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_8f2f7c3843554fd2b0c3b6bc967fd374][bookmark: _Toc174686299]SignatureValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_5ac56ed5634349019fd9e250a74673c0]A SignatureValueType that is specified as a global element in [XMLDSig]. This SignatureValue element is referenced by SignatureType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignatureValue" type="ds:SignatureValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_8d35be6b7a774c839be614f557a258f0][bookmark: _Toc174686300]SignedInfo
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_25df0d2763444e56a0fec13b089411d9]A SignedInfoType element that is specified as a global element in [XMLDSig]. This SignedInfo element is referenced by SignatureType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignedInfo" type="ds:SignedInfoType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_1e6f1c23746c464594fef7ff7df9d56f][bookmark: _Toc174686301]CanonicalizationMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_213a174c940047fcb38f9fc51f3856d5]A CanonicalizationMethodType element that is specified as a global element in [XMLDSig]. This CanonicalizationMethod element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="CanonicalizationMethod" type="ds:CanonicalizationMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_d302618d4a5a4555b0f4d0f3a00bb667][bookmark: _Toc174686302]SignatureMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_a7bba942ba6f4511b7aea42de9c04d57]A SignatureMethodType element that is specified as a global element in [XMLDSig]. This SignatureMethod element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="SignatureMethod" type="ds:SignatureMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_3bbeef72fe2949ae9d19726427c2fb8d][bookmark: _Toc174686303]Reference
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType
[bookmark: CC_8fdeffadc6b648eb83542923be1ee46e]A ReferenceType element that is specified as a global element in [XMLDSig]. This Reference element is referenced by SignedInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Reference" type="ds:ReferenceType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_7148fcd98aa8464c9ba1a0dc9021410f][bookmark: _Toc174686304]Transforms
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_3270df314fac4210b7bd1a94b6d97dc5]A TransformsType element that is specified as a global element in [XMLDSig]. This Transforms element is referenced by ReferenceType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Transforms" type="ds:TransformsType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_47fe55be8ede4a63aa3f02450cd6ce0f][bookmark: _Toc174686305]Transform
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: TransformsType
[bookmark: CC_faa6efe146d14d8e86c5a910a8a65de3]A TransformType element that is specified as a global element in [XMLDSig]. This Transform element is referenced by TransformsType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Transform" type="ds:TransformType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_067887f616d34b689a81f369d922f001][bookmark: _Toc174686306]DigestMethod
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_8a56b1a63ee749d79b8254b413d05258]A DigestMethodType element that is specified as a global element in [XMLDSig]. This DigestMethod element is referenced by ReferenceType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="DigestMethod" type="ds:DigestMethodType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_8718ec4902ae433497f3911020caf9ff][bookmark: _Toc174686307]DigestValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType
[bookmark: CC_b013a5fe45d1471b995a735bb52248d9]A DigestValueType element that is specified as a global element in [XMLDSig]. This DigestValue element is referenced by ReferenceType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="DigestValue" type="ds:DigestValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_b059c0092aa946528adf1105252b5059][bookmark: _Toc174686308]Object
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_b54cc0dba52141ce9fca01a85edc7344]An ObjectType element that is specified as a global element in [XMLDSig]. This Object element is referenced by SignatureType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="Object" type="ds:ObjectType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_62247f20d28d4cdc964b107d0e362a1e][bookmark: _Toc174686309]KeyInfo
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType
[bookmark: CC_80e6e0ba4a01480eb34559035c2ea36b]A KeyInfoType element that is specified as a global element in [XMLDSig]. This KeyInfo element is referenced by SignatureType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="KeyInfo" type="ds:KeyInfoType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_137e46b73b114d43a8ef90594f02b1a6][bookmark: _Toc174686310]KeyValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType
[bookmark: CC_5383dd4362fa4f22b54f4d187d769139]A KeyValueType element that is specified as a global element in [XMLDSig]. This KeyValue element is referenced by KeyInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="KeyValue" type="ds:KeyValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_04e04db011c545488be9ab326074472b][bookmark: _Toc174686311]X509Data
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType
[bookmark: CC_9015e1d012f049749691fcd2b6cb9224]A X509DataType element that is specified as a global element in [XMLDSig]. This X509Data element is referenced by KeyInfoType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="X509Data" type="ds:X509DataType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_68fe53d80edf4bf1aadc9083e8ed5072][bookmark: _Toc174686312]RSAKeyValue
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyValueType
[bookmark: CC_7c13db3b7e6e4fd0b0292909bdd9b282]A RSAKeyValueType element that is specified as a global element in [XMLDSig]. This RSAKeyValue element is referenced by KeyValueType.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this element.
<element name="RSAKeyValue" type="ds:RSAKeyValueType" xmlns="http://www.w3.org/2001/XMLSchema"/>
[bookmark: section_8d6573e4a3a94ba4a583858df70c64d5][bookmark: _Toc174686313]Global Attributes
None.
[bookmark: section_ebc88e973c5e4a72b7a944375951b958][bookmark: _Toc174686314]Complex Types
[bookmark: section_be3debfda9ac463f810c17ed0a34875a][bookmark: _Toc174686315]SignatureType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: Signature
[bookmark: CC_abafe649051844d99c879f95838889c9]The SignatureType complex type specifies the information that is necessary to verify the integrity of the digital signature. The content of the SignatureType is defined in section 4.1 of [XMLDSig].
Child Elements:
[bookmark: CC_0292c2136e7c49f7a0bea9b7f867e76a]ds:SignedInfo : A SignedInfoType element that specifies the information necessary to compute the digest of the manifest.
[bookmark: CC_a5bdeff12d94415e9bfd0846ece636a4]ds:SignatureValue : A SignatureValueType element that specifies the encoded value of the signature.
[bookmark: CC_4b45ec23e164418ba80fbe12f3447dd2]ds:KeyInfo : A KeyInfoType element that specifies the information about the public key to be used to verify the signature.
[bookmark: CC_394b30c601e240999e7120f1d12897f9]ds:Object : An ObjectType element that specifies the timestamp information.
Other child elements of SignatureType are optional and are ignored.
Attributes:
[bookmark: CC_c85c84ec05a54a26904f330fdcb3a51e]Id : An ID ([W3C-XSD] section 3.3.8) attribute. The value of the Id attribute MUST be "AuthenticodeSignature".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:SignedInfo"/>
    <element ref="ds:SignatureValue"/>
    <element ref="ds:KeyInfo"/>
    <element ref="ds:Object" minOccurs="0"/>
  </sequence>
  <attribute name="Id" type="ID" use="optional"/>
</complexType>
[bookmark: section_f6bd196b46b14a81a8cd63a598c956a3][bookmark: _Toc174686316]SignatureValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, SignatureValue
[bookmark: CC_9874756625cb4d0f8dc4ed669a4ddc00]The SignatureValueType complex type specifies the encoded value of the signature. The content of the SignatureValueType is defined in section 4.2 of [XMLDSig].
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <simpleContent>
    <extension base="base64Binary"/>
  </simpleContent>
</complexType>
[bookmark: section_cabf6544497f4047a3d00512865937ee][bookmark: _Toc174686317]SignedInfoType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, SignedInfo
[bookmark: CC_cd1d66c25baf4cf69643f5c5414c64b9]The SignedInfoType complex type specifies the information necessary to compute the digest of the manifest. The content of the SignedInfoType is defined in section 4.3 of [XMLDSig]. 
Child Elements:
[bookmark: CC_2fbc689bf6e54d89bcdf7898a9b0f690]ds:CanonicalizationMethod : A CanonicalizationMethodType element that specifies the canonicalization algorithm to be applied to SignedInfo element when the digital signature is verified.
[bookmark: CC_2062a722bbbf4abda2521a27f431a1c0]ds:SignatureMethod : A SignatureMethodType element that specifies the digital signature algorithm to be used when the digital signature is verified.
[bookmark: CC_ac85a5f2f4bc493ab69a93e0f28211e1]ds:Reference : A ReferenceType element that specifies the XML node-set to be verified.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignedInfoType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:CanonicalizationMethod"/>
    <element ref="ds:SignatureMethod"/>
    <element ref="ds:Reference"/>
  </sequence>
</complexType>
[bookmark: section_e390c997bbce42e4971f96902c82f350][bookmark: _Toc174686318]CanonicalizationMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, CanonicalizationMethod
[bookmark: CC_2222c3c772054e9aa6f97188b1415888]The CanonicalizationMethodType complex type specifies the canonicalization algorithm that is applied to the SignedInfo element prior to computing the digest.
Attributes:
[bookmark: CC_2e54d230b2c44960b13371eab31bfe88]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the canonicalization algorithm. The canonicalization algorithm MUST be Exclusive XML CanonicalizationVersion 1.0 ([Excl-C14N]). The value of the Algorithm attribute MUST be "http://www.w3.org/2001/10/xml-exc-c14n#"
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="CanonicalizationMethodType" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_8b122720b9fd4078ab7e037bd53803bc][bookmark: _Toc174686319]SignatureMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, SignatureMethod
[bookmark: CC_8afbc5bcc1ef430b80a8f30b84a65d11]The SignatureMethodType complex type specifies the information necessary to compute the digest of the manifest. The content of the SignatureMethodType is defined in section 4.3.2 of [XMLDSig].
Attributes:
[bookmark: CC_bcd81be549494445b48c0e9aa4ffb7c1]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the digital signature algorithm. The digital signature algorithm MUST be RSA with SHA-1 ([XMLDSig] section 6.4.2). The value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#rsa-sha1".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="SignatureMethodType" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_c6002f12512d46a595aee1a1253f900b][bookmark: _Toc174686320]ReferenceType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignedInfoType, Reference
[bookmark: CC_071b87f2186e48218942edb60ebfaa64]The ReferenceType complex type specifies the information necessary to compute the digest of the manifest. The content of the ReferenceType is defined in section 4.3.3 of [XMLDSig].
Child Elements:
[bookmark: CC_f7ec08181deb4e3193a97c9a82aa4f68]ds:Transforms : A TransformsType element that specifies the transforms to be applied to the manifest when verifying the digital signature.
[bookmark: CC_83602121050f44939d34a59f3374802b]ds:DigestMethod : A DigestMethodType element that specifies the digest algorithm to be applied to the manifest when the digital signature is verified.
[bookmark: CC_57fedd2433b448d69e8c579aad070547]ds:DigestValue : A DigestValueType element that specifies the encoded value of the digest.
Attributes:
[bookmark: CC_0c3b18126ec14077986abaddf14e509f]URI : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the node-set that contains the signature. The value of the URI attribute MUST be an empty string.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="ReferenceType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:Transforms"/>
    <element ref="ds:DigestMethod"/>
    <element ref="ds:DigestValue"/>
  </sequence>
  <attribute name="URI" type="anyURI" use="required"/>
</complexType>
[bookmark: section_d333d911935a4ebb845f7f4c13b90ee7][bookmark: _Toc174686321]TransformsType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, Transforms
[bookmark: CC_ded05c0f63a6488db445673feff1434d]The TransformsType complex type specifies the information to describe how the signer obtained the data that was digested. The content of the TransformsType is defined in section 4.3.3.4 of [XMLDSig].
Child Elements:
[bookmark: CC_444a837e546e472a9aff15cb27d2b136]ds:Transform : A TransformType element. When it specifies the Enveloped Signature Transform ([XMLDSig] section 6.6.4), the value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#enveloped-signature". When it specifies the Exclusive XML CanonicalizationVersion 1.0 ([Excl-C14N]), the value of the Algorithm attribute MUST be "http://www.w3.org/2001/10/xml-exc-c14n#".
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="TransformsType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:Transform" maxOccurs="unbounded"/>
  </sequence>
</complexType>
[bookmark: section_e8751fab80d94dcab8dc43e17ac1a84e][bookmark: _Toc174686322]TransformType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: TransformsType, Transform
[bookmark: CC_8d96c6267cdb4306a686c998126f6d39]The TransformType complex type specifies the information to describe how the signer obtained the data object that was digested. The content of the TransformType is defined in section 4.3.3.4 of [XMLDSig].
Attributes:
[bookmark: CC_d7805720c8ff429a86e5e97d0627a401]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies a transform algorithm.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="TransformType" mixed="true" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_0932a1d37b2745c1a350edd621e45089][bookmark: _Toc174686323]DigestMethodType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, DigestMethod
[bookmark: CC_6b82628852304eacba1e703e58d72b0e]The DigestMethodType complex type specifies the digest algorithm to be applied to the manifest when the digital signature is verified. The content of the DigestMethodType is defined in section 4.3.3.5 of [XMLDSig].
Attributes:
[bookmark: CC_6750fe62531e408cb75afcd4980be3f2]Algorithm : An anyURI ([W3C-XSD] section 3.2.17) attribute that specifies the digest algorithm. The digest algorithm MUST be SHA-1 [FIPS180-4]. The value of the Algorithm attribute MUST be "http://www.w3.org/2000/09/xmldsig#sha1" ([XMLDSig] section 6.2.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="DigestMethodType" mixed="true" xmlns="http://www.w3.org/2001/XMLSchema">
  <attribute name="Algorithm" type="anyURI" use="required"/>
</complexType>
[bookmark: section_ff421a748dfb418ba5239809ed28370d][bookmark: _Toc174686324]ObjectType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, Object
[bookmark: CC_5c549942b4894c2f8b060267e445ae70]The ObjectType complex type as specified in section 4.5 of [XMLDSig].
Child Elements:
[bookmark: CC_49aff8eed49f4fd7b01d136b40174271]as:Timestamp : A CryptoBinary element that specifies a base 64 encoded [RFC2045] timestamp  that SHOULD be signed by a time stamp authority. The timestamp is formatted as a PKCS#7 SignedData ([RFC2315] section 9.1) according to the following restrictions:
· The version field MUST be 1.
· The digestAlgorithms field MUST contain at least one object identifier (OID) ([ITUX680]) for either MD5 (1.2.840.113549.2.5) [RFC1321] or SHA-1 (1.3.14.3.2.26) [RFC3279].
· The contentInfo field MUST consists of the following:
· The contentType field MUST be the OID 1.2.840.113549.1.7.1.
· The content field MUST contain the signature value of the software publisher signature (for example, the content of the SignatureValueType that is not encoded using base64 [RFC2045]).
· The certificates field contains the certificate chain of the time stamp authority.
· The crls field is not used and MUST be null.
· The signerInfos field MUST contain one signerInfo ([RFC2315] section 9.2). 
· The digestEncryptionAlgorithm field MUST contain one of the following OIDs:
· RSA-MD5 (1.2.840.113549.1.1.4)
· RSA-SHA-1 (1.2.840.113549.1.1.5)
· DSA-SHA-1 (1.2.840.10040.4.3)?
· The unauthenticatedAttributes field MUST contain the following attributes:
· ContentType ([PKCS9] section 6.3): The attribute’s value MUST be set to PKCS #7 Data ([RFC2315] section 8).
· SigningTime ([PKCS9] section 6.5): The value MUST be set as specified by [PKCS9] section 6.5.
· messageDigest ([PKCS9] section 6.4): The value MUST be set as specified by [PKCS9] section 6.6.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="ObjectType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="as:Timestamp"/>
  </sequence>
</complexType>
[bookmark: section_3a5938118ffb4ea392c87d7dac3a3144][bookmark: _Toc174686325]KeyInfoType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: SignatureType, KeyInfo
[bookmark: CC_976774d840ce408298d23ddffc8ae479]The KeyInfoType complex type specifies the information about the public key to be used to verify the signature. The content of the KeyInfoType is defined in section 4.4 of [XMLDSig].
Child Elements:
[bookmark: CC_b252f06352cf433c903e1ec6f00e8e5b]ds:KeyValue : A KeyValueType element that contains the public key to be used to verify the signature.
[bookmark: CC_501a2dbee3754d50b95d4c1970b25289]ds:X509Data : An X509DataType element that specifies the digital certificate chain ([RFC3280]) of the software publisher.
Attributes:
[bookmark: CC_91fe77c86f0240829b010cc3ce1d8c96]Id : A string ([W3C-XSD] section 3.2.1) attribute that identifies a KeyInfo element. The Id attribute is optional and ignored.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="KeyInfoType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:KeyValue"/>
    <element ref="ds:X509Data"/>
  </sequence>
  <attribute name="Id" type="ID" use="optional"/>
</complexType>
[bookmark: section_bc5e15cb77ab41fd82973a91102476bf][bookmark: _Toc174686326]KeyValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType, KeyValue
[bookmark: CC_7632a86596cd4276b4848e7f9d7c7550]The KeyValueType complex type specifies the information about the public key component of the key used to generate the strong name. The content of the KeyValueType is defined in section 4.4.2 of [XMLDSig].
Child Elements:
[bookmark: CC_7b2e9d3a2d224fed84ced81e44ddc432]ds:RSAKeyValue : A RSAKeyValueType element that specifies the modulus and exponent of an RSA public key ([RFC3447] section 3.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="KeyValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element ref="ds:RSAKeyValue"/>
  </sequence>
</complexType>
[bookmark: section_8690dd569c924be1b831d0699e28922f][bookmark: _Toc174686327]X509DataType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyInfoType, X509Data
[bookmark: CC_2b9fae2653cc4c699fd5ace524e0802d]The X509DataType complex type specifies one or more digital certificates of the software publisher and the issuing certification authority (CA). Each digital certificate in the digital certificate chain is encoded in a separate X509Certificate child element. The content of the X509DataType is defined in section 4.4.4 of [XMLDSig].
Child Elements:
[bookmark: CC_33a9bfa2b69943a1aeb3cc460c1e25c5]X509Certificate : A base64Binary ([W3C-XSD] section 3.2.16) element that specifies a base64 [RFC2045] encoded X.509 digital certificate [RFC3280]. 
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="X509DataType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence maxOccurs="unbounded">
    <element name="X509Certificate" type="base64Binary"/>
  </sequence>
</complexType>
[bookmark: section_7a30e96985f94c5e8ff22469fd41ca79][bookmark: _Toc174686328]RSAKeyValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: KeyValueType, RSAKeyValue
[bookmark: CC_848f13b112b2434f8add334282e620fb]The RSAKeyValueType complex type specifies the information about the modulus and exponent of an RSA public key ([RFC3447] section 3.1). The content of the RSAKeyValueType is defined in section 4.4.2.2 of [XMLDSig].
Child Elements:
[bookmark: CC_8ebfb63f1a5a4118b4223d80012cc1a7]Modulus : A CryptoBinary element that specifies the modulus of an RSA public key ([RFC3447] section 3.1).
[bookmark: CC_7162af45b5c24f6f986d6d085440679d]Exponent : A CryptoBinary element that specifies the exponent of an RSA public key ([RFC3447] section 3.1).
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this complex type.
<complexType name="RSAKeyValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <sequence>
    <element name="Modulus" type="ds:CryptoBinary"/>
    <element name="Exponent" type="ds:CryptoBinary"/>
  </sequence>
</complexType>
[bookmark: section_e24bb4aab24c4db0945045edd6884aab][bookmark: _Toc174686329]Simple Types
[bookmark: section_ee3397c3b7954fc2a654eb41a35cf8cb][bookmark: _Toc174686330]CryptoBinary
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: RSAKeyValueType, ObjectType
[bookmark: CC_d7809bc1c5644cfca51fe88c830b7867]The CryptoBinary simple type as specified in [XMLDSig] section 4.0.1.
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this simple type.
<simpleType name="CryptoBinary" xmlns="http://www.w3.org/2001/XMLSchema">
  <restriction base="base64Binary"/>
</simpleType>
[bookmark: section_695071b471d8465bb3fe0d44bf6b5c5c][bookmark: _Toc174686331]DigestValueType
Target namespace: http://www.w3.org/2000/09/xmldsig#
Referenced by: ReferenceType, DigestValue
[bookmark: CC_f01010893e05408ebf71af6943148c81]The DigestValueType simple type specifies the encoded value of the digest. The content of the DigestMethodType is defined in section 4.3.3.6 of [XMLDSig].
The following W3C XML Schema ([XMLSCHEMA1/2] section 2.1) fragment specifies the contents of this simple type.
<simpleType name="DigestValueType" xmlns="http://www.w3.org/2001/XMLSchema">
  <restriction base="base64Binary"/>
</simpleType>
[bookmark: section_2c229ee0503b412ebafccf2f908b65e9][bookmark: _Toc174686332]Algorithms
This section specifies algorithms used by section 2.1, section 2.2, section 2.3 and section 2.4. 
[bookmark: section_a37fc606fdf34263b9efe7b70c7c0f6b][bookmark: _Toc174686333]HashTransforms.Identity
The HashTransforms.Identity algorithm is a transform algorithm as specified by [XMLDSig] section 6.6. The identifier for the algorithm is "urn:schemas-microsoft-com:HashTransforms.Identity". The algorithm has a single implicit parameter that is a byte stream. The output of this transform is a byte stream whose contents are exactly the same as the input byte stream.
[bookmark: section_c9a223bba1c44d9e862243765891d723][bookmark: _Toc174686334]Verification of Strong Name Signature
The strong name signature MUST be verified in accordance to the following criteria:
· The manifest signature MUST be verified according to section 3.2 of [XMLDSig] and the profile of [XMLDSig] specified in section 2.3.1, using the RSA public key ([RFC3447] section 3.1) included in the RSAKeyValueType.
· The value of the publicKeyToken attribute in the assemblyIdentity element (section 2.1.1.3.1 and section 2.2.1.3.1) MUST be equal to the public key used in the previous step, after the public key has been converted from the RSAKeyValueType format into the hexBinary ([W3C-XSD] section 3.2.15) representation in accordance with section 2.5.2.1.
· The publisherIdentity element (section 2.1.2.3.6 and section 2.2.2.3.9) MUST be present:
· A software publisher signature (section 2.4) MUST be present:
· The RelData element MUST be present.
· The RelData element MUST contain a license element.
· The string representation (section 2.5.3.4) of the Subject name ([RFC3280] section 4.1.2.6) in the software publisher certificate MUST be identical with the value of the X509SubjectName element (section 2.4.2.3.3), as well as the value of the name attribute of the publisherIdentity element (section 2.1.2.3.6 and section 2.2.2.3.9).
· The SHA-1 hash ([FIPS180-4] section 6.1) of the public key of the certification authority (CA) that issued the software publisher certificate MUST be identical to the value of the issuerKeyHash attribute on the publisherIdentity element (section 2.1.2.3.6 and section 2.2.2.3.9). 
[bookmark: section_834b5b99333b4851821f7ece3663fe3b][bookmark: _Toc174686335]Conversion from RSA Public Key to publicKeyToken
Convert the RSA public key ([RFC3447] section 3.1) into the CryptoAPI PUBLICKEYBLOB format described in section 2.5.2.2.
1. Construct the PublicKeyBlob using the result from step 1 in accordance with section 2.5.2.3.
2. Compute the SHA-1 hash ([FIPS180-4] section 6.1) of the PublicKeyBlob.
3. Take the last 8 bytes from the result of step 3, then reverse the order of those bytes.
4. Encode the result of step 4 into the hexBinary ([W3C-XSD] section 3.2.15) representation.
[bookmark: section_9aaae52a6bd54ce9b018454dc50d2706][bookmark: _Toc174686336]CryptoAPI PUBLICKEYBLOB Format
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Public Exponent (4 bytes): This MUST be a 32-bit unsigned number in little-endian format. It MUST be the public exponent of the key pair, referred to as e in [RFC3447] section 2. 
Modulus (Variable): This MUST be the RSA modulus, referred to as n in [RFC3447] section 2. It MUST be encoded in little-endian format. 
[bookmark: section_9ed71d98301743a3a427a61ffa09170d][bookmark: _Toc174686337]PublicKeyBlob Format
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Size of Public Key (8 bytes): This MUST be a 64-bit unsigned integer in little-endian format. It MUST contain the size of the Public Key in bytes.
Public Key (Variable): This MUST be an RSA public key ([RFC3447] section 3.1) encoded as described in section 2.5.2.1. The size of the Public Key MUST be equal to the value defined by Size of Public Key.
[bookmark: section_2b2c2a58a5594301b2162d14efef8724][bookmark: _Toc174686338]Software Publisher Identity Verification
The software publisher identity MUST be verified according to the following criteria:
· The Rights Expression Language [ISO/IEC-21000-5] license MUST be verified according to section 2.5.3.1. 
· If a timestamp is present, verify the timestamp according to the timestamp processing rules described in section 2.5.3.3.
· Verify the software publisher certificate according to the software publisher certificate processing rules described in section 2.5.3.2. 
· The value of the hash attribute in the ManifestInformationType MUST be the same as the computed hash value for the manifest, excluding the signature element (section 2.1.1.3.3 and section 2.2.1.3.2).
[bookmark: section_8c3e7678fe8a4d268642150d9c2f5cb3][bookmark: _Toc174686339]REL License Verification
The Rights Expression Language [ISO/IEC-21000-5] license MUST be verified according to the following criteria:
· The Rights Expression Language [ISO/IEC-21000-5] license MUST be conformant to the profile defined in section 2.3.2. 
· The license element subtree MUST be verified as a separate XML document where the license element is the root node of the XML document. 
· The manifest signature MUST be verified according to section 3.2 of [XMLDSig] and the profile of [XMLDSig] specified in section 2.4.3, using the RSA public key ([RFC3447] section 3.1) included in the RSAKeyValueType.
· The signature of the REL license MUST be verified using the public key in the software publisher certificate. The RSAKeyValueType MUST be present and it MUST contain the same public key as the key in the software publisher certificate.
· The string representation (section 2.5.3.4) of the Subject name ([RFC3280] section 4.1.2.6) in the software publisher certificate MUST be identical with the value of the X509SubjectName element (section 2.4.2.3.3).
[bookmark: section_1f6f8384a26a46bd8390dbd218719647][bookmark: _Toc174686340]Software Publisher Certificate Processing
The software publisher’s signing certificate and certificate chain MUST be verified against the following criteria:
· The certificate chain MUST be validated to a trusted root certificate by using X.509 path validation rules as specified by [RFC3280] section 6.
· Either the signing certificate MUST contain the extended key usage (EKU) ([RFC3280] section 4.2.1.13) value for code signing ("1.3.6.1.5.5.7.3.3.") or there MUST be no EKU fields present in the signing certificate.
· The certificate chain MUST be within its validity period. If the certificate chain is not within its validity period, the signature MUST have a timestamp and that timestamp MUST be validated according to the timestamp processing rules (section 2.5.3.3). If the signature has a timestamp, the certificate chain MUST be within its validity period at the timestamp time. 
If any of these conditions are not met, the signature MUST be treated as invalid.
[bookmark: section_3323264ff8be4b278c2276de421d29c5][bookmark: _Toc174686341]Timestamp Processing
A timestamp MUST be verified according to the following criteria:
· The signature of the timestamp MUST be verified according to ([RFC2315] section 9). 
· The certificate chain obtained from the timestamp MUST be built to a trusted root certificate using X.509 path validation rules as specified by [RFC3280] section 6.
· The time stamp authority certificate MUST contain the EKU value for timestamping ("1.3.6.1.5.5.7.3.8") ([RFC3280] section 4.2.1.13). 
· The base 64 encoded value of the content field of the timestamp element (section 2.4.3.3.10) MUST be equal to the value of SignatureValueType.
[bookmark: section_dbdc3411ed0a4713a01b1ae0da5e75d4][bookmark: _Toc174686342]Converting an X.500 Distinguish Name to a String
The Subject name field of an X.509 certificate ([RFC3280] section 4.1.2.6) is converted to a string according to [RFC1779] but with the following deviations:
1. <spaced-separator> is defined as a comma, followed by a space character:
<spaced-separator> ::= "," " "  
2. No optional space characters are added when converting attributes:
<attribute> ::= <string> | <key> "=" <string>
3. If the attribute type is listed in the following table, the corresponding keyword is used. 
	Object Identifier
	Keyword

	2.5.4.3
	CN

	2.5.4.7
	L

	2.5.4.10
	O

	2.5.4.11
	OU

	1.2.840.113549.1.9.1
	E

	2.5.4.6
	C

	2.5.4.8
	S

	2.5.4.9
	STREET

	2.5.4.12
	T

	2.5.4.42
	G

	2.5.4.43
	I

	2.5.4.4
	SN

	2.5.4.5
	SERIALNUMBER

	0.9.2342.19200300.100.1.25
	DC

	2.5.4.13
	Description

	2.5.4.17
	PostalCode

	2.5.4.18
	POBox

	2.5.4.20
	Phone


4. If the attribute type is not listed, the attribute is represented by the prefix "OID.", followed by the dotted-decimal representation of the OBJECT IDENTIFIER. For example, 
CN=John Doe, OID.1.3.6.1.4.1.311.1.1=Sample Text
5. Double quotation characters (") are added around a converted attribute value if:
· a leading or trailing space character is present
· one or more of the following characters are present:
· Comma (,)
· Plus sign (+)
· Equal sign (=)
· ASCII line feed character (decimal 10)
· Less than sign (<)
· Greater than sign (>)
· Number sign (#)
· Semicolon (;)
· Single quotation (')
6. Single quotation characters (') are added around a converted attribute value if the double quotation character (") is present.
7. Strings that contain consecutive spaces are not enclosed within quotation marks.
8. Empty strings are enclosed within double quotation marks.
[bookmark: section_06f5b7375e124ac7b145265b4be37916][bookmark: _Toc174686343]Structure Examples
In the following sections, the schema definition might differ from the processing rules imposed by the protocol. The XSD in this specification provides a base description of the file format. The text that introduces the XSD specifies additional restrictions that reflect protocol behavior. For example, the schema definition might allow for an element to be empty, null, or not present but the behavior of the protocol as specified restricts the same elements to being non-empty, present, and not null.
The following example describes the contents of a typical deployment package that contains a single add-in with one additional file. The package also defines a post-deployment action. 
The deployment package consists of the following files:
· deployment manifest: SolutionAddIn.vsto
· application manifest: application.manifest
· package files: file.txt.deploy and SolutionAddIn.dll.deploy
The package files have not been included in this example.
The hashes and signature information in this sample have to be updated to match the customization assemblies, dependent files, and certificate being used. 
[bookmark: section_b30e02cdd3fb43e5a6599265ef6f704a][bookmark: _Toc174686344]Deployment Manifest
The deployment manifest specifies a deployment package with "Solution" product name. The deployment manifest also specifies "DefaultPublisher" as the publisher. The version of the deployment package is 1.0.0.0. The deployment manifest specifies an application manifest with "application.manifest" file name. 
File name: SolutionAddIn.vsto
<?xml version="1.0" encoding="utf-8"?>
<asmv1:assembly xsi:schemaLocation="urn:schemas-microsoft-com:asm.v1 assembly.adaptive.xsd" manifestVersion="1.0" xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" xmlns="urn:schemas-microsoft-com:asm.v2" xmlns:asmv1="urn:schemas-microsoft-com:asm.v1" xmlns:asmv2="urn:schemas-microsoft-com:asm.v2" xmlns:xrml="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <assemblyIdentity name="SolutionAddIn.vsto" version="1.0.0.0" publicKeyToken="b066060cc54477c1" language="neutral" processorArchitecture="msil" xmlns="urn:schemas-microsoft-com:asm.v1" />
  <description asmv2:publisher="DefaultPublisher" asmv2:product="Solution" xmlns="urn:schemas-microsoft-com:asm.v1" />
  <deployment install="false" mapFileExtensions="true" />
  <dependency>
    <dependentAssembly dependencyType="install" codebase="application.manifest" size="12267">
      <assemblyIdentity name="SolutionAddIn.dll" version="1.0.0.0" publicKeyToken="b066060cc54477c1" language="neutral" processorArchitecture="msil" type="win32" />
      <hash>
        <dsig:Transforms>
          <dsig:Transform Algorithm="urn:schemas-microsoft-com:HashTransforms.Identity" />
        </dsig:Transforms>
        <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
        <dsig:DigestValue>ZPE5LAa0vNtrMu975iuZUyCQdvU=</dsig:DigestValue>
      </hash>
    </dependentAssembly>
  </dependency>
  <publisherIdentity name="CN=domain\user_name" issuerKeyHash="9c928594208093ebb2e5ef59a0741d206f531315" />
  <Signature Id="StrongNameSignature" xmlns="http://www.w3.org/2000/09/xmldsig#">
    <SignedInfo>
      <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
   <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
      <Reference URI="">
        <Transforms>
          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
          <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
        </Transforms>
        <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
        <DigestValue>HffV8wZDgFWlf2qTe5BLbjG2Fmo=</DigestValue>
      </Reference>
    </SignedInfo>
    <SignatureValue>dqbdvXmZ8X+P0lEfJopm78P4yUOHCHvPbuzovIevdFEiFZy7cQyiA6v/1SOfzUGY0Mv/DmqQF/EIUvnF9PuWesxiLkyCuaQuQHPRsdDcmAkq+aNWO9OnYrymL27uSsc+KxlaGN+3U/zxPieOTyJoh+8/f3+tRcpjZFIOQlpo3FQ=</SignatureValue>
    <KeyInfo Id="StrongNameKeyInfo">
      <KeyValue>
        <RSAKeyValue>
          <Modulus>3WAAL94VOOQBWMFmGR552OLjqvUtfZZ5x8mXBy1xIj5SNwwiLZCFcDEn3jWFC/QyII0jbsRh7t6/UjojcVkJ9q0IOMZH7LiREiCQytbQZhtlRt8cgP3Vbob9ChKuKbA8QrvisaFmjniOLyT3T46Wd3ywF3prqGXQmcXuRcaRIjc=</Modulus>
          <Exponent>AQAB</Exponent>
        </RSAKeyValue>
      </KeyValue>
      <msrel:RelData xmlns:msrel="http://schemas.microsoft.com/windows/rel/2005/reldata">
        <r:license xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:as="http://schemas.microsoft.com/windows/pki/2005/Authenticode">
          <r:grant>
            <as:ManifestInformation Hash="6a16b6316e4b907b936a7fa555804306f3d5f71d" Description="" Url="">
              <as:assemblyIdentity name="SolutionAddIn.vsto" version="1.0.0.0" publicKeyToken="b066060cc54477c1" language="neutral" processorArchitecture="msil" xmlns="urn:schemas-microsoft-com:asm.v1" />
            </as:ManifestInformation>
            <as:SignedBy />
            <as:AuthenticodePublisher>
              <as:X509SubjectName>CN=domain\user_name</as:X509SubjectName>
            </as:AuthenticodePublisher>
          </r:grant>
          <r:issuer>
            <Signature Id="AuthenticodeSignature" xmlns="http://www.w3.org/2000/09/xmldsig#">
              <SignedInfo>
                <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
                <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
                <Reference URI="">
                  <Transforms>
                    <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
                    <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
                  </Transforms>
                  <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
                  <DigestValue>K/VSW7AqnTijU4lOgquOt+t6rZI=</DigestValue>
                </Reference>
              </SignedInfo>
              <SignatureValue>WV+k1Z2TSa7mBDgZZWHykPVYRXIvyFC3D+ZFPv5bdtegUNGx7+Wy+82cn1UGfQdQvztt9OBRpESV5Bt7R46TdV63VlX57/vpBqT+4NsQbvVarPKmslGp9lg5kWeO43PPjNe9B6GRNAaTqk35znR+CZJVeIpiV0jfpn/Ka3vM3Tw=</SignatureValue>
              <KeyInfo>
                <KeyValue>
                  <RSAKeyValue>
                    <Modulus>3WAAL94VOOQBWMFmGR552OLjqvUtfZZ5x8mXBy1xIj5SNwwiLZCFcDEn3jWFC/QyII0jbsRh7t6/UjojcVkJ9q0IOMZH7LiREiCQytbQZhtlRt8cgP3Vbob9ChKuKbA8QrvisaFmjniOLyT3T46Wd3ywF3prqGXQmcXuRcaRIjc=</Modulus>
                    <Exponent>AQAB</Exponent>
                  </RSAKeyValue>
                </KeyValue>
                <X509Data>
                  <X509Certificate></X509Certificate>
                </X509Data>
              </KeyInfo>
            </Signature>
          </r:issuer>
        </r:license>
      </msrel:RelData>
    </KeyInfo>
  </Signature>
</asmv1:assembly>
[bookmark: section_fa3546600b004687aba6580fc4bc626f][bookmark: _Toc174686345]Application Manifest
The application manifest specifies a single customization of the type add-in implemented by the "SolutionAddIn.dll" assembly. The "SolutionAddIn.dll" assembly is a package file included in the deployment package. The application manifest specifies another file with the name "file.txt" that is included in the deployment package. The application manifest also specifies a post-deployment action with the "SolutionDeploymentPostAction" entry point.
File name: application.manifest
<?xml version="1.0" encoding="utf-8"?>
<asmv1:assembly xsi:schemaLocation="urn:schemas-microsoft-com:asm.v1 assembly.adaptive.xsd" manifestVersion="1.0" xmlns:dsig="http://www.w3.org/2000/09/xmldsig#" xmlns="urn:schemas-microsoft-com:asm.v2" xmlns:asmv1="urn:schemas-microsoft-com:asm.v1" xmlns:asmv2="urn:schemas-microsoft-com:asm.v2" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
  <asmv1:assemblyIdentity name="SolutionAddIn.dll" version="1.0.0.0" publicKeyToken="b066060cc54477c1" language="neutral" processorArchitecture="msil" type="win32" />
  <application />
  <entryPoint>
    <co.v1:customHostSpecified xmlns:co.v1="urn:schemas-microsoft-com:clickonce.v1" />
  </entryPoint>
  <trustInfo>
    <security xmlns="urn:schemas-microsoft-com:asm.v2">
      <applicationRequestMinimum>
        <PermissionSet Unrestricted="true" ID="Custom" SameSite="site" />
        <defaultAssemblyRequest permissionSetReference="Custom" />
      </applicationRequestMinimum>
      <requestedExecutionLevel level="asInvoker" xmlns="urn:schemas-microsoft-com:asm.v3" />
    </security>
  </trustInfo>
  <dependency>
    <dependentOS>
      <osVersionInfo>
        <os majorVersion="4" minorVersion="10" buildNumber="0" servicePackMajor="0" />
      </osVersionInfo>
    </dependentOS>
  </dependency>
  <dependency>
    <dependentAssembly dependencyType="preRequisite" allowDelayedBinding="true">
      <assemblyIdentity name="Microsoft.Windows.CommonLanguageRuntime" version="2.0.50727.0" />
    </dependentAssembly>
  </dependency>
<dependency>
    <dependentAssembly dependencyType="install" allowDelayedBinding="true" codebase="SolutionAddIn.dll" size="10752">
      <assemblyIdentity name="SolutionAddIn" version="1.0.0.0" publicKeyToken="B066060CC54477C1" language="neutral" processorArchitecture="msil" />
      <hash>
        <dsig:Transforms>
          <dsig:Transform Algorithm="urn:schemas-microsoft-com:HashTransforms.Identity" />
        </dsig:Transforms>
        <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
        <dsig:DigestValue>UwfhkV3zY6EMHgP00BmYMA9cFJY=</dsig:DigestValue>
      </hash>
    </dependentAssembly>
  </dependency>
  <file name="file.txt" size="3">
    <hash>
      <dsig:Transforms>
        <dsig:Transform Algorithm="urn:schemas-microsoft-com:HashTransforms.Identity" />
      </dsig:Transforms>
      <dsig:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
      <dsig:DigestValue>VyGMMWtpIeLNYQJ6I4ftwxotlHE=</dsig:DigestValue>
    </hash>
  </file>  
<vstav3:addIn xmlns:vstav3="urn:schemas-microsoft-com:vsta.v3">
    <vstav3:entryPointsCollection xmlns:vstav3="urn:schemas-microsoft-com:vsta.v3">
      <vstav3:entryPoints>
        <vstav3:entryPoint class="SolutionAddIn.ThisAddIn">
          <assemblyIdentity name="SolutionAddIn" version="1.0.0.0" publicKeyToken="B066060CC54477C1" language="neutral" processorArchitecture="msil" />
        </vstav3:entryPoint>
      </vstav3:entryPoints>
    </vstav3:entryPointsCollection>
    <vstav3:update enabled="false" xmlns:vstav3="urn:schemas-microsoft-com:vsta.v3" />
    <vstav3:postActions xmlns:vstav3="urn:schemas-microsoft-com:vsta.v3">
      <vstav3:postAction>
        <vstav3:entryPoint class="SolutionAddIn.SolutionDeploymentPostAction">
          <assemblyIdentity name="SolutionAddIn" version="1.0.0.0" publicKeyToken="94de0004b6e3fcc5" language="neutral" processorArchitecture="msil" />
        </vstav3:entryPoint>
        <vstav3:postActionData>
        </vstav3:postActionData>
      </vstav3:postAction>
    </vstav3:postActions>
    <vstav3:application xmlns:vstav3="urn:schemas-microsoft-com:vsta.v3">
      <vstov4:customizations xmlns:vstov4="urn:schemas-microsoft-com:vsto.v4">
        <vstov4:customization>
          <vstov4:appAddIn application="Outlook" loadBehavior="2" keyName="OutlookAddIn1">
            <vstov4:friendlyName>OutlookAddIn1</vstov4:friendlyName>
            <vstov4:description>OutlookAddIn1</vstov4:description>
          </vstov4:appAddIn>
        </vstov4:customization>
      </vstov4:customizations>
    </vstav3:application>
  </vstav3:addIn>
  <publisherIdentity name="CN=domain\user_name" issuerKeyHash="9c928594208093ebb2e5ef59a0741d206f531315" />
  <Signature Id="StrongNameSignature" xmlns="http://www.w3.org/2000/09/xmldsig#">
    <SignedInfo>
      <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
      <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
      <Reference URI="">
        <Transforms>
          <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
          <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
        </Transforms>
        <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
        <DigestValue>aexIJyfGPdjKGHXnb1IPnuDJY3s=</DigestValue>
      </Reference>
    </SignedInfo>
    <SignatureValue>R5zs62eeKbJyHooS5YDvKBiBzixFFMvQ5VynRND2MguZe3phsuCwHvRwZVs+eDq0bU1SfscsI69c0+R/olM6wfmpvroQdNVA6xSI33Ud17GDJemKS7o/0nQaiOjXnD8tB9/hIoeZPSD5Zic6LbX8bzXtickKV2HmQiKmaZqXgY8=</SignatureValue>
    <KeyInfo Id="StrongNameKeyInfo">
      <KeyValue>
        <RSAKeyValue>
          <Modulus>3WAAL94VOOQBWMFmGR552OLjqvUtfZZ5x8mXBy1xIj5SNwwiLZCFcDEn3jWFC/QyII0jbsRh7t6/UjojcVkJ9q0IOMZH7LiREiCQytbQZhtlRt8cgP3Vbob9ChKuKbA8QrvisaFmjniOLyT3T46Wd3ywF3prqGXQmcXuRcaRIjc=</Modulus>
          <Exponent>AQAB</Exponent>
        </RSAKeyValue>
      </KeyValue>
      <msrel:RelData xmlns:msrel="http://schemas.microsoft.com/windows/rel/2005/reldata">
        <r:license xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:as="http://schemas.microsoft.com/windows/pki/2005/Authenticode">
          <r:grant>
            <as:ManifestInformation Hash="7b63c9e09e0f526fe77518cad83dc6272748ec69" Description="" Url="">
              <as:assemblyIdentity name="SolutionAddIn.dll" version="1.0.0.0" publicKeyToken="b066060cc54477c1" language="neutral" processorArchitecture="msil" type="win32" />
            </as:ManifestInformation>
            <as:SignedBy />
            <as:AuthenticodePublisher>
              <as:X509SubjectName>CN=domain\user_name</as:X509SubjectName>
            </as:AuthenticodePublisher>
          </r:grant>
          <r:issuer>
            <Signature Id="AuthenticodeSignature" xmlns="http://www.w3.org/2000/09/xmldsig#">
              <SignedInfo>
                <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
                <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1" />
                <Reference URI="">
                  <Transforms>
                    <Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature" />
                    <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#" />
                  </Transforms>
                  <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" />
                  <DigestValue>ZdHni7uhJluZnODxK0NqWPRYdDE=</DigestValue>
                </Reference>
              </SignedInfo>
              <SignatureValue>oGL8ICFBIXxTbjK1iRwzidKGUh14VbleFHrjGxEFrTp+R2x4V+AmJxgM8d7qE2bS2ifqHJbJA3lphQG2e0iT4PyZrQCJTPc3TNnmz837wnqaf7tT2U8KNc8W+apaNs8z+QCHIuGyOZZCzZ/RjX/o5lph8Fgv1qVVwQtPTABpt8U=</SignatureValue>
              <KeyInfo>
                <KeyValue>
                  <RSAKeyValue>
                    <Modulus>3WAAL94VOOQBWMFmGR552OLjqvUtfZZ5x8mXBy1xIj5SNwwiLZCFcDEn3jWFC/QyII0jbsRh7t6/UjojcVkJ9q0IOMZH7LiREiCQytbQZhtlRt8cgP3Vbob9ChKuKbA8QrvisaFmjniOLyT3T46Wd3ywF3prqGXQmcXuRcaRIjc=</Modulus>
                    <Exponent>AQAB</Exponent>
                  </RSAKeyValue>
                </KeyValue>
                <X509Data>
                  <X509Certificate></X509Certificate>
                </X509Data>
              </KeyInfo>
            </Signature>
          </r:issuer>
        </r:license>
      </msrel:RelData>
    </KeyInfo>
  </Signature>
</asmv1:assembly>

The hashes and signature information in this sample have to be updated to match the customization assemblies, dependent files, and certificate being used. 
[bookmark: section_e2617438ab9044f08479d39fd54bdf08][bookmark: _Toc174686346]Security
[bookmark: section_e7b14a92be954882b2cc2484efe6aa17][bookmark: _Toc174686347]Security Considerations for Implementers
This structure simply represents a set of XML files. Implementations that process XML files contained in this format ought to guard against the same kinds of threats that occur when processing other XML files.
This structure uses the SHA-1 hashing algorithm for the hash of files in the deployment package. The application manifest contains a hash for all the package files that are referenced (section 2.2.2.3.4). The deployment manifest contains a hash of the application manifest (section 2.1.2.3.4). 
The deployment package requests the unrestricted code access security permission set, any executable code that is deployed with the package runs with this permission set (section 2.2.2.3.12).
[bookmark: section_a2dadc260e6940c094cc046e9568f488][bookmark: _Toc174686348]Digital Signatures
To provide the evidence for the deployment package, both manifests contain a publisherIdentityType (section 2.1.2.3.6 and section 2.2.2.3.9) and are signed using XML signatures as specified by section 2.3, section 2.4 and section 2.5 – see signature element in assemblyType (section 2.1.1.3.3 and section 2.2.1.3.2).
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File: asm.xsd
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns="urn:schemas-microsoft-com:asm.v1" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" xmlns:asm.v1="urn:schemas-microsoft-com:asm.v1" xmlns:clickonce.v2="urn:schemas-microsoft-com:clickonce.v2"xmlns:xrml="http://www.xrml.org/schema/2001/11/xrml2core" xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:enc="http://www.w3.org/2001/04/xmlenc#" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" targetNamespace="urn:schemas-microsoft-com:asm.v1" elementFormDefault="qualified" attributeFormDefault="unqualified" >    
    <xs:include schemaLocation="asm.v1.types.xsd" />
    <xs:include schemaLocation="co.v2.types.xsd" />
    <xs:import namespace="urn:schemas-microsoft-com:asm.v2" schemaLocation="asm.v2.types.xsd" />
    <xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="external/xmldsig-core-schema.0.0.0.2.xsd" />
    <xs:element name="assembly" type="assemblyType" >        
    </xs:element>    
    <xs:complexType name="assemblyType" >
        <xs:sequence>            
            <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType"  />            
            <xs:element name="description" type="descriptionType"  />                                
            <xs:element ref="asm.v2:deployment" />
            <xs:element ref="clickonce.v2:compatibleFrameworks"/>
            <xs:element ref="asm.v2:dependency" />
            <xs:element ref="asm.v2:publisherIdentity"  />
            <xs:element ref="ds:Signature"  />
        </xs:sequence>
        <xs:attribute name="manifestVersion" type="asm.v1:twoPartVersionType" use="required" fixed="1.0"  />                  
    </xs:complexType>
</xs:schema>
File: asm.v1.types.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:asm.v1="urn:schemas-microsoft-com:asm.v1" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" targetNamespace="urn:schemas-microsoft-com:asm.v1" attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema" >
    <xs:import namespace="urn:schemas-microsoft-com:asm.v2" schemaLocation="asm.v2.types.xsd" />
    <xs:simpleType name="twoPartVersionType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="publicKeyTokenType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="([0-9]|[a-f]|[A-F]){16}" />
        </xs:restriction>
    </xs:simpleType>      
    <xs:simpleType name="fourPartVersionType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="fileNameStringType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*" />
    </xs:restriction>
  </xs:simpleType>
    <xs:complexType name="assemblyIdentityType" >        
        <xs:attribute name="name" type="asm.v1:fileNameStringType" use="required"  />                   
        <xs:attribute name="version" type="asm.v1:fourPartVersionType" use="required"  />                            
        <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil"  />                   
        <xs:attribute name="publicKeyToken" type="asm.v1:publicKeyTokenType" use="required" />                    
        <xs:attribute name="language" type="xs:string" use="required" fixed="neutral" />                
    </xs:complexType>
    <xs:complexType name="descriptionType" mixed="true" >
        <xs:attribute ref="asm.v2:publisher" use="required"  />        
        <xs:attribute ref="asm.v2:product" use="required" />        
    </xs:complexType>
</xs:schema>
File: asm.v2.types.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="urn:schemas-microsoft-com:asm.v2" attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2">
  <xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="external/xmldsig-core-schema.0.0.0.2.xsd" />
  <xs:attribute name="publisher" type="asm.v2:fileNameStringType" fixed="DefaultPublisher" />
  <xs:attribute name="product" type="asm.v2:fileNameStringType" />
  <xs:element name="deployment" type="asm.v2:deploymentType" />
  <xs:element name="dependency" type="asm.v2:dependencyType"/>
  <xs:element name="publisherIdentity" type="asm.v2:publisherIdentityType" />
  <xs:simpleType name="fourPartVersionType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
  </xs:simpleType>
  <xs:simpleType name="fileNameStringType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*" />
    </xs:restriction>
  </xs:simpleType>   
  <xs:simpleType name="publicKeyTokenType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="([0-9]|[a-f]|[A-F]){16}" />
    </xs:restriction>
  </xs:simpleType>
  <xs:complexType name="deploymentType" >
    <xs:attribute name="install" type="xs:boolean" use="required" fixed="false" />
    <xs:attribute name="mapFileExtensions" type="xs:boolean" use="optional" default="false" />
  </xs:complexType>
  <xs:complexType name="dependencyType" >
    <xs:sequence>
      <xs:choice>
        <xs:element name="dependentAssembly" type="asm.v2:dependentAssemblyType" />
      </xs:choice>
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="dependentAssemblyType" >
    <xs:sequence>
      <xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType" />
      <xs:element name="hash" type="asm.v2:hashType" minOccurs="0" maxOccurs="unbounded" />
    </xs:sequence>
    <xs:attribute name="dependencyType" type="xs:string" use="required" fixed="install" />
    <xs:attribute name="codebase" type="xs:anyURI" />
    <xs:attribute name="size" type="xs:integer" use="optional" />    
  </xs:complexType>
  <xs:complexType name="hashType" >
    <xs:complexContent>
      <xs:extension base="ds:ReferenceType">
        <xs:sequence>
          <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
        </xs:sequence>
      </xs:extension>
    </xs:complexContent>
  </xs:complexType>
  <xs:complexType name="assemblyIdentityType" >
    <xs:attribute name="name" type="asm.v2:fileNameStringType" use="required" />
    <xs:attribute name="version" type="asm.v2:fourPartVersionType" use="required" />
    <xs:attribute name="type" type="xs:string" use="optional" fixed="win32"  />
    <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil" />
    <xs:attribute name="publicKeyToken" type="asm.v2:publicKeyTokenType" use="required"  />
    <xs:attribute name="language" type="xs:string" use="required" fixed="neutral"  />
  </xs:complexType>
  <xs:complexType name="publisherIdentityType" >
    <xs:attribute name="name" type="xs:string" />
    <xs:attribute name="issuerKeyHash" type="xs:string" />
  </xs:complexType>
</xs:schema>
File: co.v2.xsd

<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:clickonce.v2="urn:schemas-microsoft-com:clickonce.v2" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" targetNamespace="urn:schemas-microsoft-com:clickonce.v2" xmlns:odoc="http://schemas.microsoft.com/internal/obd" elementFormDefault="qualified">

  <xs:simpleType name="profileType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Full"/>
      <xs:enumeration value="Client"/>
    </xs:restriction>
  </xs:simpleType>

  <xs:simpleType name="twoPartVersionType">
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
  </xs:simpleType>

  <xs:simpleType name="threePartVersionType">
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
  </xs:simpleType>  

<xs:complexType name="frameworkType">
    <xs:attribute name="targetVersion" type="clickonce.v2:twoPartVersionType" use="required"/>
    <xs:attribute name="profile" type="clickonce.v2:profileType" use="required"/>
    <xs:attribute name="supportedRuntime" type="clickonce.v2:threePartVersionType" use="required"/>
  </xs:complexType>

  <xs:complexType name="compatibleFrameworksType">
    <xs:sequence>
      <xs:choice>
        <xs:element name="framework" type="clickonce.v2:frameworkType" minOccurs="1" maxOccurs="unbounded"/>
      </xs:choice>
    </xs:sequence>
  </xs:complexType>  
 
  <xs:element name="compatibleFrameworks" type="clickonce.v2:compatibleFrameworksType"/>    
</xs:schema>
[bookmark: section_611cc06e88c64a31a75ae496c4125ee9][bookmark: _Toc174686352]Application Manifest XML Schema
File: asm.xsd
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:vsta.v3="urn:schemas-microsoft-com:vsta.v3" xmlns="urn:schemas-microsoft-com:asm.v1" xmlns:asm.v3="urn:schemas-microsoft-com:asm.v3" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" xmlns:asm.v1="urn:schemas-microsoft-com:asm.v1" xmlns:xrml="http://www.xrml.org/schema/2001/11/xrml2core" xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:enc="http://www.w3.org/2001/04/xmlenc#" targetNamespace="urn:schemas-microsoft-com:asm.v1" elementFormDefault="qualified" attributeFormDefault="unqualified" >
    <xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="external/xmldsig-core-schema.0.0.0.2.xsd" />
    <xs:include schemaLocation="asm.v1.types.xsd" />
    <xs:import namespace="urn:schemas-microsoft-com:asm.v2" schemaLocation="asm.v2.types.xsd" />
    <xs:import namespace="urn:schemas-microsoft-com:vsta.v3" schemaLocation="vsta.v3.xsd" />
    <xs:element name="assembly" type="assemblyType" >        
    </xs:element>
    <xs:complexType name="assemblyType" >
        <xs:sequence>            
            <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType" />
            <xs:element ref="asm.v2:application" />
            <xs:element ref="asm.v2:entryPoint" />
            <xs:element ref="asm.v2:trustInfo" />
            <xs:element ref="asm.v2:dependency" minOccurs="0" maxOccurs="24575" />
            <xs:element ref="asm.v2:file" minOccurs="0" maxOccurs="24575" />
            <xs:element ref="vsta.v3:addIn" />
            <xs:element ref="asm.v2:publisherIdentity" />          
            <xs:element ref="ds:Signature" />
        </xs:sequence>
        <xs:attribute name="manifestVersion" type="asm.v1:twoPartVersionType" use="required" fixed="1.0"  />                  
    </xs:complexType>
</xs:schema>
File: asm.v1.types.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:asm.v1="urn:schemas-microsoft-com:asm.v1" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" targetNamespace="urn:schemas-microsoft-com:asm.v1" attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema" >
    <xs:import namespace="urn:schemas-microsoft-com:asm.v2" schemaLocation="asm.v2.types.xsd" />
    <xs:simpleType name="twoPartVersionType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="publicKeyTokenType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="([0-9]|[a-f]|[A-F]){16}" />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="fourPartVersionType" >        
        <xs:restriction base="xs:string">
            <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="fileNameStringType" >
        <xs:restriction base="xs:string">
          <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*" />
        </xs:restriction>
    </xs:simpleType>
    <xs:complexType name="assemblyIdentityType" >        
        <xs:attribute name="name" type="asm.v1:fileNameStringType" use="required" />                   
        <xs:attribute name="version" type="asm.v1:fourPartVersionType" use="required" />                    
        <xs:attribute name="type" type="xs:string" use="optional" fixed="win32" />                   
        <xs:attribute name="processorArchitecture" type="xs:string" use="required" fixed="msil" />                   
        <xs:attribute name="publicKeyToken" type="asm.v1:publicKeyTokenType" use="required" />                    
        <xs:attribute name="language" type="xs:string" use="required" fixed="neutral" />                
    </xs:complexType>
</xs:schema>
File: asm.v2.types.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="urn:schemas-microsoft-com:asm.v2" attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" xmlns:asm.v3="urn:schemas-microsoft-com:asm.v3" xmlns:co.v1="urn:schemas-microsoft-com:clickonce.v1" >
  <xs:import namespace="http://www.w3.org/2000/09/xmldsig#" schemaLocation="external/xmldsig-core-schema.0.0.0.2.xsd" />
  <xs:import namespace="urn:schemas-microsoft-com:clickonce.v1" schemaLocation="co.v1.xsd" />
  <xs:import namespace="urn:schemas-microsoft-com:asm.v3" schemaLocation="asm.v3.types.xsd" />
  <xs:element name="application" type="asm.v2:applicationType" />
  <xs:element name="entryPoint" type="asm.v2:entryPointType"  />
  <xs:element name="trustInfo" type="asm.v2:trustInfoType" />
  <xs:element name="dependency" type="asm.v2:dependencyType" />
  <xs:element name="file" type="asm.v2:fileType"  />
  <xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType"  />
  <xs:element name="publisherIdentity" type="asm.v2:publisherIdentityType"  />
  <xs:complexType name="applicationType" />
  <xs:complexType name="dependencyType" >
    <xs:sequence>
      <xs:choice>
        <xs:element name="dependentAssembly" type="asm.v2:dependentAssemblyType"  />
        <xs:element name="dependentOS" type="asm.v2:dependentOSType" />
      </xs:choice>
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="dependentAssemblyType" >
    <xs:sequence>
      <xs:element name="assemblyIdentity" type="asm.v2:assemblyIdentityType"  />
      <xs:element name="hash" type="asm.v2:hashType" minOccurs="0" maxOccurs="unbounded"  />
    </xs:sequence>
    <xs:attribute name="dependencyType" type="asm.v2:dependencyTypeType" use="optional" default="preRequisite"  />
    <xs:attribute name="codebase" type="xs:anyURI" />
    <xs:attribute name="size" type="xs:integer" use="optional"  />
    <xs:attribute name="allowDelayedBinding" type="xs:boolean" use="required" fixed="true"  />
  </xs:complexType>
  <xs:complexType name="hashType" >
    <xs:complexContent>
      <xs:extension base="ds:ReferenceType">
        <xs:sequence>
          <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded" />
        </xs:sequence>
      </xs:extension>
    </xs:complexContent>
  </xs:complexType>
  <xs:complexType name="dependentOSType" >
    <xs:sequence>
      <xs:element name="osVersionInfo" type="asm.v2:osVersionInfoType" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="osVersionInfoType" >
    <xs:sequence>
      <xs:element name="os" type="asm.v2:osType" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="osType" >
    <xs:attribute name="majorVersion" type="asm.v2:TwoByteVersion" use="required" fixed="4" />
    <xs:attribute name="minorVersion" type="asm.v2:TwoByteVersion" use="required" fixed="10" />
    <xs:attribute name="buildNumber" type="asm.v2:TwoByteVersion" use="required" fixed="0"  />
    <xs:attribute name="servicePackMajor" type="asm.v2:OneByteVersion" use="required" fixed="0"  />
  </xs:complexType>
  <xs:simpleType name="TwoByteVersion" >
    <xs:restriction base="xs:integer">
      <xs:minInclusive value="0" />
      <xs:maxInclusive value="65535" />
    </xs:restriction>
  </xs:simpleType>
  <xs:simpleType name="OneByteVersion" >
    <xs:restriction base="xs:integer">
      <xs:minInclusive value="0" />
      <xs:maxInclusive value="255" />
    </xs:restriction>
  </xs:simpleType>
  <xs:simpleType name="dependencyTypeType" >
    <xs:restriction base="xs:string">
      <xs:enumeration value="preRequisite"  />
      <xs:enumeration value="install"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:simpleType name="fileNameStringType" >
        <xs:restriction base="xs:string">
          <xs:pattern value="([\u0020]|[\u0021]|[\u0024]|[\u0025]|[\u0027-\u0029]|[\u002B-\u002E]|[\u0030-\u0039]|[\u003B]|[\u003D]|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uFFFD]|[\u10000-\u10FFFF])*" />
        </xs:restriction>
    </xs:simpleType>
  <xs:complexType name="assemblyIdentityType" >
    <xs:attribute name="name" type="asm.v2:fileNameStringType" use="required" />
    <xs:attribute name="version" type="asm.v2:fourPartVersionType" use="required"  />
    <xs:attribute name="type" type="xs:string" use="optional" fixed="win32"  />
    <xs:attribute name="processorArchitecture" type="xs:string" use="optional" fixed="msil"  />
    <xs:attribute name="publicKeyToken" type="asm.v2:publicKeyTokenType" use="optional"  />
    <xs:attribute name="language" type="xs:string" use="optional" fixed="neutral"  />
  </xs:complexType>
  <xs:simpleType name="fourPartVersionType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])\.(0*[0-9]{1,4}|0*[1-5][0-9]{4}|0*6[0-4][0-9]{3}|0*65[0-4][0-9]{2}|0*655[0-2][0-9]|0*6553[0-5])" />
    </xs:restriction>
  </xs:simpleType>  
  <xs:simpleType name="publicKeyTokenType" >
    <xs:restriction base="xs:string">
      <xs:pattern value="([0-9]|[a-f]|[A-F]){16}" />
    </xs:restriction>
  </xs:simpleType>
  <xs:complexType name="publisherIdentityType" >
    <xs:attribute name="name" type="xs:string" />
    <xs:attribute name="issuerKeyHash" type="xs:string"  />
  </xs:complexType>
  <xs:complexType name="entryPointType" >
    <xs:sequence>
      <xs:element ref="co.v1:customHostSpecified" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="trustInfoType" >
    <xs:sequence>
      <xs:element name="security" type="asm.v2:securityType" />                 
      <xs:element ref="asm.v3:asmv3" minOccurs="0"  />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="securityType" >
    <xs:sequence>
      <xs:element name="applicationRequestMinimum" type="asm.v2:applicationRequestMinimumType" />
      <xs:element name="requestedPrivileges" type="asm.v3:requestedPrivilegesType" />
      <xs:element ref="asm.v3:asmv3" minOccurs="0" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="applicationRequestMinimumType" >
    <xs:sequence>
      <xs:element name="PermissionSet" type="asm.v2:PermissionSetType" />
      <xs:element name="defaultAssemblyRequest" type="asm.v2:defaultAssemblyRequestType" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="PermissionSetType" >
    <xs:attribute name="ID" type="xs:ID" use="required" />
    <xs:attribute name="Unrestricted" type="xs:boolean" use="required" fixed="true"  />
    <xs:attribute name="SameSite" type="xs:string" use="required" fixed="site"  />
  </xs:complexType>
  <xs:complexType name="defaultAssemblyRequestType" >
    <xs:attribute name="permissionSetReference" type="xs:IDREF"  />
  </xs:complexType>
  <xs:complexType name="fileType" >
    <xs:choice minOccurs="0" maxOccurs="unbounded">
      <xs:element name="hash" type="asm.v2:hashType" />
    </xs:choice>
    <xs:attribute name="name" type="xs:string" use="required" />
    <xs:attribute name="size" type="xs:unsignedLong" use="required"  />
  </xs:complexType>
</xs:schema>
File:asm.v3.types.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:asm.v3="urn:schemas-microsoft-com:asm.v3" targetNamespace="urn:schemas-microsoft-com:asm.v3" attributeFormDefault="unqualified" elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema" >
  <xs:element name="asmv3" type="asm.v3:asmv3Type" />
  <xs:complexType name="requestedPrivilegesType" >
    <xs:sequence>
      <xs:element name="requestedExecutionLevel" type="asm.v3:requestedExecutionLevelType" />
    </xs:sequence>
  </xs:complexType>
  <xs:complexType name="requestedExecutionLevelType" >
    <xs:attribute name="level" type="xs:string" use="required" fixed="asInvoker" />
  </xs:complexType>  
  <xs:complexType name="asmv3Type" >
    <xs:sequence>
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##any" processContents="skip" />
    </xs:sequence>
  </xs:complexType>
</xs:schema>
File: co.v1.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:co.v1="urn:schemas-microsoft-com:clickonce.v1" targetNamespace="urn:schemas-microsoft-com:clickonce.v1" >
  <xs:element name="customHostSpecified" type="co.v1:customHostSpecifiedType"  /> 
  <xs:complexType name="customHostSpecifiedType"  />  
</xs:schema>
File: vsta.v3.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:asm.v2="urn:schemas-microsoft-com:asm.v2" xmlns:vsto.v4="urn:schemas-microsoft-com:vsto.v4" xmlns:vsta.v3="urn:schemas-microsoft-com:vsta.v3" targetNamespace="urn:schemas-microsoft-com:vsta.v3" attributeFormDefault="unqualified" elementFormDefault="qualified" >
  <xs:import namespace="urn:schemas-microsoft-com:asm.v2" schemaLocation="asm.v2.types.xsd" />
  <xs:import namespace="urn:schemas-microsoft-com:vsto.v4" schemaLocation="vsto.v4.xsd" />
  <xs:element name="addIn" type="vsta.v3:addInType" />
  <xs:complexType name="addInType" >
    <xs:sequence>
      <xs:element name="entryPointsCollection" type="vsta.v3:entryPointsCollectionType" minOccurs="1" maxOccurs="1"  />
      <xs:element name="update" type="vsta.v3:updateType" maxOccurs="1" minOccurs="1"  />
      <xs:element name="postActions" type="vsta.v3:postActionsType" maxOccurs="1" minOccurs="0"  />
      <xs:element name="application" type="vsta.v3:applicationType" maxOccurs="1" minOccurs="0"  />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="entryPointsCollectionType" >
    <xs:sequence>
      <xs:element name="entryPoints" type="vsta.v3:entryPointsType" minOccurs="1" maxOccurs="unbounded"  />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="entryPointsType" >
    <xs:sequence>
      <xs:element name="entryPoint" type="vsta.v3:entryPointType" maxOccurs="unbounded" />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:attribute name="id" type="xs:string" use="optional"  />
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="entryPointType" mixed="true" >
    <xs:sequence minOccurs="1" maxOccurs="1">            
      <xs:element ref="asm.v2:assemblyIdentity" />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:attribute name="class" type="xs:string" use="required"  />    
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="postActionEntryPointType" mixed="true" >
    <xs:sequence minOccurs="1" maxOccurs="1">
      <xs:element ref="asm.v2:assemblyIdentity" />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:attribute name="class" type="xs:string" use="required" />    
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="updateType" >
    <xs:sequence>
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:attribute name="enabled" type="xs:boolean" use="required" fixed="false"  />
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="postActionsType" >
    <xs:sequence>
      <xs:element name="postAction" type="vsta.v3:postActionType" maxOccurs="unbounded" minOccurs="0"  />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="postActionType" >
    <xs:sequence>
      <xs:element name="entryPoint" type="vsta.v3:postActionEntryPointType" maxOccurs="1" minOccurs="1"  />
      <xs:element name="postActionData" type="vsta.v3:postActionDataType" maxOccurs="1" minOccurs="0"  />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="postActionDataType" >
    <xs:sequence>
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="applicationType" >
    <xs:sequence>
      <xs:element ref="vsto.v4:customizations"  />
    </xs:sequence>
  </xs:complexType>
</xs:schema>
File: vsto.v4.xsd
<?xml version="1.0" encoding="utf-8"?>
<xs:schema xmlns:vsto.v4="urn:schemas-microsoft-com:vsto.v4" attributeFormDefault="unqualified" elementFormDefault="qualified" targetNamespace="urn:schemas-microsoft-com:vsto.v4" xmlns:xs="http://www.w3.org/2001/XMLSchema" >
  <xs:element name="customizations" type="vsto.v4:customizationsType"  />
  <xs:complexType name="customizationsType" >
    <xs:sequence>
      <xs:element name="customization" type="vsto.v4:customizationType" minOccurs="1" maxOccurs="unbounded"  />
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
  <xs:complexType name="customizationType" >
    <xs:sequence>
      <xs:choice minOccurs="1" maxOccurs="1">        
        <xs:element name="appAddIn" type="vsto.v4:appAddInType" />        
      </xs:choice>
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
    </xs:sequence>
    <xs:attribute name="id" type="xs:string" use="optional"  />
    <xs:anyAttribute namespace="##other" processContents="skip" />
  </xs:complexType>
   <xs:complexType name="appAddInType" >
            <xs:sequence>
              <xs:element name="friendlyName" type="xs:string" maxOccurs="1" minOccurs="1"  />
              <xs:element name="description" type="xs:string" maxOccurs="1" minOccurs="0"  />              
              <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##other" processContents="skip" />
            </xs:sequence>
            <xs:attribute name="application" type="xs:string" use="required" fixed="Outlook"  />
            <xs:attribute name="loadBehavior" type="vsto.v4:loadBehaviorType" use="optional" />
            <xs:attribute name="keyName" type="vsto.v4:keyStringType" use="required" />
            <xs:anyAttribute namespace="##other" processContents="skip" />
          </xs:complexType>          
    <xs:simpleType name="loadBehaviorType" >        
        <xs:restriction base="xs:int">            
            <xs:enumeration value="2"  />
            <xs:enumeration value="3"  />
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="keyStringType" >
        <xs:restriction base="xs:string">
          <xs:pattern value="(\u0020|\u0021|[\u0023-\u0029]|[\u002B-\u0039]|\u003B|\u003D|[\u0040-\u005B]|[\u005D-\u007B]|[\u007D-\uD7FF]|[\uE000-\uFFFD]|[\u10000-\u10FFFF])*" />
        </xs:restriction>
    </xs:simpleType>
</xs:schema>
[bookmark: section_c33374bbf2884110a4ad784c7b26ab76][bookmark: _Toc174686353]http://schemas.microsoft.com/windows/pki/2005/Authenticode Schema
<?xml version="1.0" encoding="utf-8"?>
<xs:schema targetNamespace="http://schemas.microsoft.com/windows/pki/2005/Authenticode" elementFormDefault="qualified" xmlns="http://schemas.microsoft.com/windows/pki/2005/Authenticode" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:r="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmlns:asm.v1="urn:schemas-microsoft-com:asm.v1" >
  <xs:import namespace="urn:mpeg:mpeg21:2003:01-REL-R-NS"/>
  <xs:import namespace="urn:schemas-microsoft-com:asm.v1"/>
  <xs:import namespace="http://www.w3.org/2000/09/xmldsig#"/>
  <xs:complexType name="ManifestInformationType">
    <xs:sequence>
      <xs:element name="assemblyIdentity" type="asm.v1:assemblyIdentityType"/>
    </xs:sequence>
    <xs:attribute name="Hash" type="ds:CryptoBinary" use="required"/>
    <xs:attribute name="Description" type="xs:string" use="optional"/>
    <xs:attribute name="Url" type="xs:anyURI" use="optional"/>
  </xs:complexType>
  <xs:complexType name="SignedByType">
    <xs:complexContent>
      <xs:restriction base="r:Right"/>
    </xs:complexContent>
  </xs:complexType>
  <xs:complexType name="AuthenticodePublisherType">
    <xs:sequence>
      <xs:element name="X509SubjectName" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ManifestInformation" type="ManifestInformationType"/>
  <xs:element name="SignedBy" type="SignedByType"/>
  <xs:element name="AuthenticodePublisher" type="AuthenticodePublisherType"/>
  <xs:element name="Timestamp" type="ds:CryptoBinary"/>
</xs:schema>
[bookmark: section_b66646ef69a54d10842dc665bc9c8ed7][bookmark: _Toc174686354]Appendix B: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Office 2010 suites
· Microsoft OneNote Online
· Microsoft PowerPoint Online
· Microsoft SharePoint Server 2010
· Microsoft SharePoint Workspace 2010
· Microsoft Office 2013
· Microsoft SharePoint Server 2013
· Microsoft Office 2016
· Microsoft SharePoint Server 2016
· Microsoft Office 2019 
· Microsoft SharePoint Server 2019 
· Microsoft Office 2021
· Microsoft SharePoint Server Subscription Edition
· Microsoft Office LTSC 2024
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.1.3.1.1:  Office 2010 does not support this type.
[bookmark: section_e8ae96fa711c47e9a4a949b64645c5ca][bookmark: _Toc174686355]Change Tracking
This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
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