[bookmark: _GoBack][MS-SSWPS]: 
Secure Store Web Service Protocol

Intellectual Property Rights Notice for Open Specifications Documentation
· Technical Documentation. Microsoft publishes Open Specifications documentation (“this documentation”) for protocols, file formats, data portability, computer languages, and standards support. Additionally, overview documents cover inter-protocol relationships and interactions. 
· Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other terms that are contained in the terms of use for the Microsoft website that hosts this documentation, you can make copies of it in order to develop implementations of the technologies that are described in this documentation and can distribute portions of it in your implementations that use these technologies or in your documentation as necessary to properly document the implementation. You can also distribute in your implementation, with or without modification, any schemas, IDLs, or code samples that are included in the documentation. This permission also applies to any documents that are referenced in the Open Specifications documentation. 
· No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation. 
· Patents. Microsoft has patents that might cover your implementations of the technologies described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of this documentation grants any licenses under those patents or any other Microsoft patents. However, a given Open Specifications document might be covered by the Microsoft Open Specifications Promise or the Microsoft Community Promise. If you would prefer a written license, or if the technologies described in this documentation are not covered by the Open Specifications Promise or Community Promise, as applicable, patent licenses are available by contacting iplg@microsoft.com. 
· License Programs. To see all of the protocols in scope under a specific license program and the associated patents, visit the Patent Map. 
· Trademarks. The names of companies and products contained in this documentation might be covered by trademarks or similar intellectual property rights. This notice does not grant any licenses under those rights. For a list of Microsoft trademarks, visit www.microsoft.com/trademarks. 
· Fictitious Names. The example companies, organizations, products, domain names, email addresses, logos, people, places, and events that are depicted in this documentation are fictitious. No association with any real company, organization, product, domain name, email address, logo, person, place, or event is intended or should be inferred.
Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other than as specifically described above, whether by implication, estoppel, or otherwise. 
Tools. The Open Specifications documentation does not require the use of Microsoft programming tools or programming environments in order for you to develop an implementation. If you have access to Microsoft programming tools and environments, you are free to take advantage of them. Certain Open Specifications documents are intended for use in conjunction with publicly available standards specifications and network programming art and, as such, assume that the reader either is familiar with the aforementioned material or has immediate access to it.
Support. For questions and support, please contact dochelp@microsoft.com. 
Revision Summary
	Date
	Revision History
	Revision Class
	Comments

	7/13/2009
	0.1
	Major
	Initial Availability

	8/28/2009
	0.2
	Editorial
	Revised and edited the technical content

	11/6/2009
	0.3
	Editorial
	Revised and edited the technical content

	2/19/2010
	1.0
	Major
	Updated and revised the technical content

	3/31/2010
	1.01
	Editorial
	Revised and edited the technical content

	4/30/2010
	1.02
	Editorial
	Revised and edited the technical content

	6/7/2010
	1.03
	Editorial
	Revised and edited the technical content

	6/29/2010
	1.04
	Editorial
	Changed language and formatting in the technical content.

	7/23/2010
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/27/2010
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	11/15/2010
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	12/17/2010
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	3/18/2011
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	6/10/2011
	1.04
	None
	No changes to the meaning, language, or formatting of the technical content.

	1/20/2012
	2.0
	Major
	Significantly changed the technical content.

	4/11/2012
	2.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/16/2012
	2.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/12/2012
	2.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	10/8/2012
	3.0
	Major
	Significantly changed the technical content.

	2/11/2013
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/30/2013
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	11/18/2013
	3.1
	Minor
	Clarified the meaning of the technical content.

	2/10/2014
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	4/30/2014
	3.2
	Minor
	Clarified the meaning of the technical content.

	7/31/2014
	3.3
	Minor
	Clarified the meaning of the technical content.

	10/30/2014
	3.3
	None
	No changes to the meaning, language, or formatting of the technical content.

	2/26/2016
	4.0
	Major
	Significantly changed the technical content.

	7/15/2016
	4.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/14/2016
	4.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/19/2017
	4.1
	Minor
	Clarified the meaning of the technical content.

	7/24/2018
	5.0
	Major
	Significantly changed the technical content.

	10/1/2018
	6.0
	Major
	Significantly changed the technical content.

	6/18/2019
	6.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/20/2021
	7.0
	Major
	Significantly changed the technical content.

	10/5/2021
	8.0
	Major
	Significantly changed the technical content.


Table of Contents
1	Introduction	14
1.1	Glossary	14
1.2	References	17
1.2.1	Normative References	17
1.2.2	Informative References	17
1.3	Overview	18
1.4	Relationship to Other Protocols	18
1.5	Prerequisites/Preconditions	19
1.6	Applicability Statement	19
1.7	Versioning and Capability Negotiation	19
1.8	Vendor-Extensible Fields	19
1.9	Standards Assignments	19
2	Messages	20
2.1	Transport	20
2.2	Common Message Syntax	20
2.2.1	Namespaces	20
2.2.2	Messages	21
2.2.2.1	Serializing Error Complex Types in Soap Faults	21
2.2.3	Elements	21
2.2.4	Complex Types	21
2.2.4.1	ArgumentException	23
2.2.4.2	ArgumentNullException	24
2.2.4.3	ArgumentOutOfRangeException	24
2.2.4.4	ArrayOfSecureStoreServiceClaim	24
2.2.4.5	ArrayOfSerializableSecureStoreCredential	24
2.2.4.6	ArrayOfTargetApplication	25
2.2.4.7	ArrayOfTargetApplicationField	25
2.2.4.8	Exception	25
2.2.4.9	SecureStoreServiceClaim	26
2.2.4.10	SecureStoreServiceCredentialsNotFoundFault	26
2.2.4.11	SecureStoreServiceFault	26
2.2.4.12	SecureStoreServiceTargetApplicationNotFoundFault	27
2.2.4.13	SerializableSecureStoreCredential	27
2.2.4.14	SystemException	27
2.2.4.15	TargetApplication	28
2.2.4.16	TargetApplicationClaims	28
2.2.4.17	TargetApplicationField	29
2.2.4.18	ArrayOfKeyValueOfstringstring	29
2.2.4.19	ConnectionSettings	30
2.2.4.20	ConnectionSettingsNotFoundFault	31
2.2.4.21	ExceptionDetail	31
2.2.4.22	SecureStoreServiceConnectionSettingsAlreadyExistFault	32
2.2.5	Simple Types	32
2.2.5.1	char	32
2.2.5.2	duration	32
2.2.5.3	guid	33
2.2.5.4	SecureStoreCredentialType	33
2.2.5.5	TargetApplicationType	34
2.2.5.6	ConnectionSettingsType	35
2.2.5.7	SecureStoreErrorCode	35
2.2.6	Attributes	36
2.2.7	Groups	36
2.2.8	Attribute Groups	36
2.2.9	Common Data Structures	36
3	Protocol Details	37
3.1	Server Details	37
3.1.1	Abstract Data Model	37
3.1.2	Timers	38
3.1.3	Initialization	38
3.1.4	Message Processing Events and Sequencing Rules	38
3.1.4.1	ChangeMasterSecretKey	41
3.1.4.1.1	Messages	42
3.1.4.1.1.1	ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage	42
3.1.4.1.2	Elements	42
3.1.4.1.2.1	ChangeMasterSecretKey	43
3.1.4.1.3	Complex Types	43
3.1.4.1.4	Simple Types	43
3.1.4.1.5	Attributes	43
3.1.4.1.6	Groups	43
3.1.4.1.7	Attribute Groups	43
3.1.4.2	CreateApplication	43
3.1.4.2.1	Messages	45
3.1.4.2.1.1	ISecureStoreServiceApplication_CreateApplication_InputMessage	45
3.1.4.2.1.2	ISecureStoreServiceApplication_CreateApplication_OutputMessage	46
3.1.4.2.2	Elements	46
3.1.4.2.2.1	CreateApplication	46
3.1.4.2.2.2	CreateApplicationResponse	46
3.1.4.2.3	Complex Types	47
3.1.4.2.4	Simple Types	47
3.1.4.2.5	Attributes	47
3.1.4.2.6	Groups	47
3.1.4.2.7	Attribute Groups	47
3.1.4.3	DeleteAllUserCredentials	47
3.1.4.3.1	Messages	48
3.1.4.3.1.1	ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage	48
3.1.4.3.1.2	ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage	49
3.1.4.3.2	Elements	49
3.1.4.3.2.1	DeleteAllUserCredentials	49
3.1.4.3.2.2	DeleteAllUserCredentialsResponse	49
3.1.4.3.3	Complex Types	49
3.1.4.3.4	Simple Types	50
3.1.4.3.5	Attributes	50
3.1.4.3.6	Groups	50
3.1.4.3.7	Attribute Groups	50
3.1.4.4	DeleteApplication	50
3.1.4.4.1	Messages	51
3.1.4.4.1.1	ISecureStoreServiceApplication_DeleteApplication_InputMessage	51
3.1.4.4.1.2	ISecureStoreServiceApplication_DeleteApplication_OutputMessage	51
3.1.4.4.2	Elements	52
3.1.4.4.2.1	DeleteApplication	52
3.1.4.4.2.2	DeleteApplicationResponse	52
3.1.4.4.3	Complex Types	52
3.1.4.4.4	Simple Types	52
3.1.4.4.5	Attributes	52
3.1.4.4.6	Groups	53
3.1.4.4.7	Attribute Groups	53
3.1.4.5	DeleteCredentials	53
3.1.4.5.1	Messages	54
3.1.4.5.1.1	ISecureStoreServiceApplication_DeleteCredentials_InputMessage	54
3.1.4.5.1.2	ISecureStoreServiceApplication_DeleteCredentials_OutputMessage	54
3.1.4.5.2	Elements	54
3.1.4.5.2.1	DeleteCredentials	55
3.1.4.5.2.2	DeleteCredentialsResponse	55
3.1.4.5.3	Complex Types	55
3.1.4.5.4	Simple Types	55
3.1.4.5.5	Attributes	55
3.1.4.5.6	Groups	55
3.1.4.5.7	Attribute Groups	56
3.1.4.6	DeleteUserCredentials	56
3.1.4.6.1	Messages	57
3.1.4.6.1.1	ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage	57
3.1.4.6.1.2	ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage	57
3.1.4.6.2	Elements	58
3.1.4.6.2.1	DeleteUserCredentials	58
3.1.4.6.2.2	DeleteUserCredentialsResponse	58
3.1.4.6.3	Complex Types	58
3.1.4.6.4	Simple Types	58
3.1.4.6.5	Attributes	59
3.1.4.6.6	Groups	59
3.1.4.6.7	Attribute Groups	59
3.1.4.7	GetApplication	59
3.1.4.7.1	Messages	60
3.1.4.7.1.1	ISecureStoreServiceApplication_GetApplication_InputMessage	60
3.1.4.7.1.2	ISecureStoreServiceApplication_GetApplication_OutputMessage	60
3.1.4.7.2	Elements	60
3.1.4.7.2.1	GetApplication	61
3.1.4.7.2.2	GetApplicationResponse	61
3.1.4.7.3	Complex Types	61
3.1.4.7.4	Simple Types	61
3.1.4.7.5	Attributes	61
3.1.4.7.6	Groups	61
3.1.4.7.7	Attribute Groups	62
3.1.4.8	GetApplicationAdministratorClaims	62
3.1.4.8.1	Messages	63
3.1.4.8.1.1	ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage	63
3.1.4.8.1.2	ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage	63
3.1.4.8.2	Elements	63
3.1.4.8.2.1	GetApplicationAdministratorClaims	64
3.1.4.8.2.2	GetApplicationAdministratorClaimsResponse	64
3.1.4.8.3	Complex Types	64
3.1.4.8.4	Simple Types	65
3.1.4.8.5	Attributes	65
3.1.4.8.6	Groups	65
3.1.4.8.7	Attribute Groups	65
3.1.4.9	GetApplicationClaims	65
3.1.4.9.1	Messages	66
3.1.4.9.1.1	ISecureStoreServiceApplication_GetApplicationClaims_InputMessage	67
3.1.4.9.1.2	ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage	67
3.1.4.9.2	Elements	67
3.1.4.9.2.1	GetApplicationClaims	67
3.1.4.9.2.2	GetApplicationClaimsResponse	67
3.1.4.9.3	Complex Types	68
3.1.4.9.4	Simple Types	68
3.1.4.9.5	Attributes	68
3.1.4.9.6	Groups	68
3.1.4.9.7	Attribute Groups	68
3.1.4.10	GetApplicationFields	68
3.1.4.10.1	Messages	69
3.1.4.10.1.1	ISecureStoreServiceApplication_GetApplicationFields_InputMessage	70
3.1.4.10.1.2	ISecureStoreServiceApplication_GetApplicationFields_OutputMessage	70
3.1.4.10.2	Elements	70
3.1.4.10.2.1	GetApplicationFields	70
3.1.4.10.2.2	GetApplicationFieldsResponse	71
3.1.4.10.3	Complex Types	71
3.1.4.10.4	Simple Types	71
3.1.4.10.5	Attributes	71
3.1.4.10.6	Groups	71
3.1.4.10.7	Attribute Groups	71
3.1.4.11	GetApplicationGroupClaims	71
3.1.4.11.1	Messages	72
3.1.4.11.1.1	ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage	73
3.1.4.11.1.2	ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage	73
3.1.4.11.2	Elements	73
3.1.4.11.2.1	GetApplicationGroupClaims	73
3.1.4.11.2.2	GetApplicationGroupClaimsResponse	74
3.1.4.11.3	Complex Types	74
3.1.4.11.4	Simple Types	74
3.1.4.11.5	Attributes	74
3.1.4.11.6	Groups	74
3.1.4.11.7	Attribute Groups	74
3.1.4.12	GetApplications	74
3.1.4.12.1	Messages	75
3.1.4.12.1.1	ISecureStoreServiceApplication_GetApplications_InputMessage	76
3.1.4.12.1.2	ISecureStoreServiceApplication_GetApplications_OutputMessage	76
3.1.4.12.2	Elements	76
3.1.4.12.2.1	GetApplications	76
3.1.4.12.2.2	GetApplicationsResponse	76
3.1.4.12.3	Complex Types	77
3.1.4.12.4	Simple Types	77
3.1.4.12.5	Attributes	77
3.1.4.12.6	Groups	77
3.1.4.12.7	Attribute Groups	77
3.1.4.13	GetApplicationTicketRedeemerClaims	77
3.1.4.13.1	Messages	78
3.1.4.13.1.1	ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage	79
3.1.4.13.1.2	ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage	79
3.1.4.13.2	Elements	79
3.1.4.13.2.1	GetApplicationTicketRedeemerClaims	79
3.1.4.13.2.2	GetApplicationTicketRedeemerClaimsResponse	79
3.1.4.13.3	Complex Types	80
3.1.4.13.4	Simple Types	80
3.1.4.13.5	Attributes	80
3.1.4.13.6	Groups	80
3.1.4.13.7	Attribute Groups	80
3.1.4.14	GetChangeMasterSecretKeyToken	80
3.1.4.14.1	Messages	81
3.1.4.14.1.1	ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage	81
3.1.4.14.1.2	ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage	82
3.1.4.14.2	Elements	82
3.1.4.14.2.1	GetChangeMasterSecretKeyToken	82
3.1.4.14.2.2	GetChangeMasterSecretKeyTokenResponse	82
3.1.4.14.3	Complex Types	82
3.1.4.14.4	Simple Types	83
3.1.4.14.5	Attributes	83
3.1.4.14.6	Groups	83
3.1.4.14.7	Attribute Groups	83
3.1.4.15	GetCredentials	83
3.1.4.15.1	Messages	84
3.1.4.15.1.1	ISecureStoreServiceApplication_GetCredentials_InputMessage	84
3.1.4.15.1.2	ISecureStoreServiceApplication_GetCredentials_OutputMessage	85
3.1.4.15.2	Elements	85
3.1.4.15.2.1	GetCredentials	85
3.1.4.15.2.2	GetCredentialsResponse	85
3.1.4.15.3	Complex Types	86
3.1.4.15.4	Simple Types	86
3.1.4.15.5	Attributes	86
3.1.4.15.6	Groups	86
3.1.4.15.7	Attribute Groups	86
3.1.4.16	GetRestrictedCredentials	86
3.1.4.16.1	Messages	87
3.1.4.16.1.1	ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage	88
3.1.4.16.1.2	ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage	88
3.1.4.16.2	Elements	88
3.1.4.16.2.1	GetRestrictedCredentials	88
3.1.4.16.2.2	GetRestrictedCredentialsResponse	89
3.1.4.16.3	Complex Types	89
3.1.4.16.4	Simple Types	89
3.1.4.16.5	Attributes	89
3.1.4.16.6	Groups	89
3.1.4.16.7	Attribute Groups	89
3.1.4.17	GetUserApplication	89
3.1.4.17.1	Messages	90
3.1.4.17.1.1	ISecureStoreServiceApplication_GetUserApplication_InputMessage	91
3.1.4.17.1.2	ISecureStoreServiceApplication_GetUserApplication_OutputMessage	91
3.1.4.17.2	Elements	91
3.1.4.17.2.1	GetUserApplication	91
3.1.4.17.2.2	GetUserApplicationResponse	92
3.1.4.17.3	Complex Types	92
3.1.4.17.4	Simple Types	92
3.1.4.17.5	Attributes	92
3.1.4.17.6	Groups	92
3.1.4.17.7	Attribute Groups	92
3.1.4.18	GetUserApplicationFields	92
3.1.4.18.1	Messages	93
3.1.4.18.1.1	ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage	94
3.1.4.18.1.2	ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage	94
3.1.4.18.2	Elements	94
3.1.4.18.2.1	GetUserApplicationFields	94
3.1.4.18.2.2	GetUserApplicationFieldsResponse	95
3.1.4.18.3	Complex Types	95
3.1.4.18.4	Simple Types	95
3.1.4.18.5	Attributes	95
3.1.4.18.6	Groups	95
3.1.4.18.7	Attribute Groups	95
3.1.4.19	GetUserApplications	95
3.1.4.19.1	Messages	96
3.1.4.19.1.1	ISecureStoreServiceApplication_GetUserApplications_InputMessage	96
3.1.4.19.1.2	ISecureStoreServiceApplication_GetUserApplications_OutputMessage	97
3.1.4.19.2	Elements	97
3.1.4.19.2.1	GetUserApplications	97
3.1.4.19.2.2	GetUserApplicationsResponse	97
3.1.4.19.3	Complex Types	98
3.1.4.19.4	Simple Types	98
3.1.4.19.5	Attributes	98
3.1.4.19.6	Groups	98
3.1.4.19.7	Attribute Groups	98
3.1.4.20	IsMasterSecretKeyPopulated	98
3.1.4.20.1	Messages	98
3.1.4.20.1.1	ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage	99
3.1.4.20.1.2	ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage	99
3.1.4.20.2	Elements	99
3.1.4.20.2.1	IsMasterSecretKeyPopulated	99
3.1.4.20.2.2	IsMasterSecretKeyPopulatedResponse	99
3.1.4.20.3	Complex Types	100
3.1.4.20.4	Simple Types	100
3.1.4.20.5	Attributes	100
3.1.4.20.6	Groups	100
3.1.4.20.7	Attribute Groups	100
3.1.4.21	IssueTicket	100
3.1.4.21.1	Messages	101
3.1.4.21.1.1	ISecureStoreServiceApplication_IssueTicket_InputMessage	101
3.1.4.21.1.2	ISecureStoreServiceApplication_IssueTicket_OutputMessage	101
3.1.4.21.2	Elements	102
3.1.4.21.2.1	IssueTicket	102
3.1.4.21.2.2	IssueTicketResponse	102
3.1.4.21.3	Complex Types	102
3.1.4.21.4	Simple Types	102
3.1.4.21.5	Attributes	102
3.1.4.21.6	Groups	102
3.1.4.21.7	Attribute Groups	103
3.1.4.22	RedeemTicket	103
3.1.4.22.1	Messages	104
3.1.4.22.1.1	ISecureStoreServiceApplication_RedeemTicket_InputMessage	104
3.1.4.22.1.2	ISecureStoreServiceApplication_RedeemTicket_OutputMessage	105
3.1.4.22.2	Elements	105
3.1.4.22.2.1	RedeemTicket	105
3.1.4.22.2.2	RedeemTicketResponse	105
3.1.4.22.3	Complex Types	106
3.1.4.22.4	Simple Types	106
3.1.4.22.5	Attributes	106
3.1.4.22.6	Groups	106
3.1.4.22.7	Attribute Groups	106
3.1.4.23	SetChangeKeyPassphrase	106
3.1.4.23.1	Messages	107
3.1.4.23.1.1	ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage	107
3.1.4.23.1.2	ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage	107
3.1.4.23.2	Elements	107
3.1.4.23.2.1	SetChangeKeyPassphrase	108
3.1.4.23.2.2	SetChangeKeyPassphraseResponse	108
3.1.4.23.3	Complex Types	108
3.1.4.23.4	Simple Types	108
3.1.4.23.5	Attributes	108
3.1.4.23.6	Groups	108
3.1.4.23.7	Attribute Groups	108
3.1.4.24	SetCredentials	109
3.1.4.24.1	Messages	110
3.1.4.24.1.1	ISecureStoreServiceApplication_SetCredentials_InputMessage	110
3.1.4.24.1.2	ISecureStoreServiceApplication_SetCredentials_OutputMessage	110
3.1.4.24.2	Elements	110
3.1.4.24.2.1	SetCredentials	111
3.1.4.24.2.2	SetCredentialsResponse	111
3.1.4.24.3	Complex Types	111
3.1.4.24.4	Simple Types	111
3.1.4.24.5	Attributes	111
3.1.4.24.6	Groups	111
3.1.4.24.7	Attribute Groups	111
3.1.4.25	SetGroupCredentials	112
3.1.4.25.1	Messages	113
3.1.4.25.1.1	ISecureStoreServiceApplication_SetGroupCredentials_InputMessage	113
3.1.4.25.1.2	ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage	113
3.1.4.25.2	Elements	113
3.1.4.25.2.1	SetGroupCredentials	114
3.1.4.25.2.2	SetGroupCredentialsResponse	114
3.1.4.25.3	Complex Types	114
3.1.4.25.4	Simple Types	114
3.1.4.25.5	Attributes	114
3.1.4.25.6	Groups	115
3.1.4.25.7	Attribute Groups	115
3.1.4.26	SetMasterSecretKey	115
3.1.4.26.1	Messages	116
3.1.4.26.1.1	ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage	116
3.1.4.26.1.2	ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage	116
3.1.4.26.2	Elements	116
3.1.4.26.2.1	SetMasterSecretKey	116
3.1.4.26.2.2	SetMasterSecretKeyResponse	117
3.1.4.26.3	Complex Types	117
3.1.4.26.4	Simple Types	117
3.1.4.26.5	Attributes	117
3.1.4.26.6	Groups	117
3.1.4.26.7	Attribute Groups	117
3.1.4.27	SetUserCredentials	117
3.1.4.27.1	Messages	118
3.1.4.27.1.1	ISecureStoreServiceApplication_SetUserCredentials_InputMessage	119
3.1.4.27.1.2	ISecureStoreServiceApplication_SetUserCredentials_OutputMessage	119
3.1.4.27.2	Elements	119
3.1.4.27.2.1	SetUserCredentials	119
3.1.4.27.2.2	SetUserCredentialsResponse	120
3.1.4.27.3	Complex Types	120
3.1.4.27.4	Simple Types	120
3.1.4.27.5	Attributes	120
3.1.4.27.6	Groups	120
3.1.4.27.7	Attribute Groups	120
3.1.4.28	UpdateApplication	120
3.1.4.28.1	Messages	122
3.1.4.28.1.1	ISecureStoreServiceApplication_UpdateApplication_InputMessage	123
3.1.4.28.1.2	ISecureStoreServiceApplication_UpdateApplication_OutputMessage	123
3.1.4.28.2	Elements	123
3.1.4.28.2.1	UpdateApplication	123
3.1.4.28.2.2	UpdateApplicationResponse	124
3.1.4.28.3	Complex Types	124
3.1.4.28.4	Simple Types	124
3.1.4.28.5	Attributes	124
3.1.4.28.6	Groups	124
3.1.4.28.7	Attribute Groups	124
3.1.4.29	CreateConnectionSettings	124
3.1.4.29.1	Messages	126
3.1.4.29.1.1	ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage	126
3.1.4.29.1.2	ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage	126
3.1.4.29.2	Elements	126
3.1.4.29.2.1	CreateConnectionSettings	126
3.1.4.29.2.2	CreateConnectionSettingsResponse	127
3.1.4.29.3	Complex Types	127
3.1.4.29.4	Simple Types	127
3.1.4.29.5	Attributes	127
3.1.4.29.6	Groups	127
3.1.4.29.7	Attribute Groups	127
3.1.4.30	DeleteConnectionSettings	127
3.1.4.30.1	Messages	129
3.1.4.30.1.1	ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage	129
3.1.4.30.1.2	ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage	129
3.1.4.30.2	Elements	129
3.1.4.30.2.1	DeleteConnectionSettings	130
3.1.4.30.2.2	DeleteConnectionSettingsResponse	130
3.1.4.30.3	Complex Types	130
3.1.4.30.4	Simple Types	130
3.1.4.30.5	Attributes	130
3.1.4.30.6	Groups	130
3.1.4.30.7	Attribute Groups	130
3.1.4.31	GetAllConnectionSettings	130
3.1.4.31.1	Messages	132
3.1.4.31.1.1	ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage	132
3.1.4.31.1.2	ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage	132
3.1.4.31.2	Elements	132
3.1.4.31.2.1	GetAllConnectionSettings	132
3.1.4.31.2.2	GetAllConnectionSettingsResponse	133
3.1.4.31.3	Complex Types	133
3.1.4.31.3.1	ArrayOfConnectionSettings	133
3.1.4.31.4	Simple Types	134
3.1.4.31.5	Attributes	134
3.1.4.31.6	Groups	134
3.1.4.31.7	Attribute Groups	134
3.1.4.32	GetChildConnectionSettings	134
3.1.4.32.1	Messages	135
3.1.4.32.1.1	ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage	135
3.1.4.32.1.2	ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage	136
3.1.4.32.2	Elements	136
3.1.4.32.2.1	GetChildConnectionSettings	136
3.1.4.32.2.2	GetChildConnectionSettingsResponse	136
3.1.4.32.3	Complex Types	137
3.1.4.32.4	Simple Types	137
3.1.4.32.5	Attributes	137
3.1.4.32.6	Groups	137
3.1.4.32.7	Attribute Groups	137
3.1.4.33	GetConnectionSettings	137
3.1.4.33.1	Messages	138
3.1.4.33.1.1	ISecureStoreServiceApplication_GetConnectionSettings_InputMessage	138
3.1.4.33.1.2	ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage	139
3.1.4.33.2	Elements	139
3.1.4.33.2.1	GetConnectionSettings	139
3.1.4.33.2.2	GetConnectionSettingsResponse	139
3.1.4.33.3	Complex Types	140
3.1.4.33.4	Simple Types	140
3.1.4.33.5	Attributes	140
3.1.4.33.6	Groups	140
3.1.4.33.7	Attribute Groups	140
3.1.4.34	UpdateConnectionSettings	140
3.1.4.34.1	Messages	142
3.1.4.34.1.1	ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage	142
3.1.4.34.1.2	ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage	142
3.1.4.34.2	Elements	142
3.1.4.34.2.1	UpdateConnectionSettings	143
3.1.4.34.2.2	UpdateConnectionSettingsResponse	143
3.1.4.34.3	Complex Types	143
3.1.4.34.4	Simple Types	143
3.1.4.34.5	Attributes	143
3.1.4.34.6	Groups	143
3.1.4.34.7	Attribute Groups	144
3.1.4.35	GetSystemApplications	144
3.1.4.35.1	Messages	144
3.1.4.35.1.1	ISecureStoreServiceApplication_GetSystemApplications_InputMessage	145
3.1.4.35.1.2	ISecureStoreServiceApplication_GetSystemApplications_OutputMessage	145
3.1.4.35.2	Elements	145
3.1.4.35.2.1	GetSystemApplications	145
3.1.4.35.2.2	GetSystemApplicationsResponse	146
3.1.4.35.3	Complex Types	146
3.1.4.35.4	Simple Types	146
3.1.4.35.5	Attributes	146
3.1.4.35.6	Groups	146
3.1.4.35.7	Attribute Groups	146
3.1.5	Timer Events	146
3.1.6	Other Local Events	146
4	Protocol Examples	147
4.1	Obtaining Information About the Applications in a Partition	147
4.2	Obtaining Information About an Application	152
4.3	Retrieving the Application Fields of an Application	153
4.4	Retrieving the Application Claims of an Application	155
4.5	Deleting an Application	156
4.6	Setting Up User Credentials for an Application	157
4.7	Updating Application Information	159
4.8	Setting Group Credentials for an Application	161
4.9	Creating an Application in a Partition	162
4.10	Retrieving the Credentials of the Current User	164
4.11	Retrieving the Credentials of the Current User of a Restricted Application	165
5	Security	167
5.1	Security Considerations for Implementers	167
5.2	Index of Security Parameters	167
6	Appendix A: Full WSDL	168
7	Appendix B: Full XML Schema	208
7.1	http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore Schema	208
7.2	http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server Schema	209
7.3	http://schemas.microsoft.com/2003/10/Serialization/ Schema	211
7.4	http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice Schema	212
7.5	http://schemas.datacontract.org/2004/07/System Schema	221
7.6	http://schemas.microsoft.com/2003/10/Serialization/Arrays Schema	222
7.7	http://schemas.datacontract.org/2004/07/System.ServiceModel Schema	222
8	Appendix C: Product Behavior	224
9	Change Tracking	226
10	Index	227

[bookmark: section_b463f219f89a4e19a0c907943610ee49][bookmark: _Toc83915259]Introduction
This document specifies the Secure Store Web Service Protocol. This protocol provides an interface for protocol clients to store and retrieve credentials and related information typically used to authenticate in business systems.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_44d97ba12ead42e8bf7e3193d36e100c][bookmark: _Toc83915260]Glossary
This document uses the following terms:
[bookmark: gt_4a9218ba-0ee1-4ae9-ab68-52bd66eb4c9f]application server: A computer that provides infrastructure and services for applications that are hosted on a server farm.
[bookmark: gt_179b9392-9019-45a3-880b-26f6890522b7]base64 encoding: A binary-to-text encoding scheme whereby an arbitrary sequence of bytes is converted to a sequence of printable ASCII characters, as described in [RFC4648].
[bookmark: gt_7a0f4b71-23ba-434f-b781-28053ed64879]certificate: A certificate is a collection of attributes and extensions that can be stored persistently. The set of attributes in a certificate can vary depending on the intended usage of the certificate. A certificate securely binds a public key to the entity that holds the corresponding private key. A certificate is commonly used for authentication and secure exchange of information on open networks, such as the Internet, extranets, and intranets. Certificates are digitally signed by the issuing certification authority (CA) and can be issued for a user, a computer, or a service. The most widely accepted format for certificates is defined by the ITU-T X.509 version 3 international standards. For more information about attributes and extensions, see [RFC3280] and [X509] sections 7 and 8.
[bookmark: gt_fa444149-ef93-4512-a278-2e756295630c]checksum: A value that is the summation of a byte stream. By comparing the checksums computed from a data item at two different times, one can quickly assess whether the data items are identical.
[bookmark: gt_d5c7aa9b-65be-4dd4-a686-cd5253eb203d]claim: (1) A set of operations that are performed on a workflow task to specify the user who owns it.
(2) A statement that one subject makes about itself or another subject. For example, the statement can be about a name, identity, key, group, privilege, or capability. Claims have a provider that issues them, and they are given one or more values. They are also defined by a claim value type and, possibly, associated metadata.
[bookmark: gt_4946df8e-c45a-4c5a-933a-5fdb07895619]claim issuer: A claims provider that issues a claim (2).
[bookmark: gt_2abe4783-c242-4cde-a29b-30b248508e7d]claim type: A statement that is part of a claim (2) and provides context for a claim value. It represents the type of claim and is typically a Uniform Resource Identifier (URI). Examples include FirstName and Role.
[bookmark: gt_3263d22b-fe92-4321-89d1-7fb5c24d870d]claim value: A string that represents the value of a statement in a claim (2). It specifies what is being asserted by a claim.
[bookmark: gt_866b0055-ceba-4acf-a692-98452943b981]connection: A link that two physical machines or applications share to pass data back and forth.
[bookmark: gt_b505ab37-868d-426c-bb19-af21e675e0b8]credential: Previously established, authentication data that is used by a security principal to establish its own identity. When used in reference to the Netlogon Protocol, it is the data that is stored in the NETLOGON_CREDENTIAL structure.
[bookmark: gt_b91c1e27-e8e0-499b-8c65-738006af72ee]endpoint: A communication port that is exposed by an application server for a specific shared service and to which messages can be addressed.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] must be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_a702cf33-a286-4c46-b4ff-1747cf755ef1]group target application: A target application that stores credentials for a group of Secure Store Service (SSS) users. It references a set of claims (2) that represents the SSS users who can retrieve the credentials associated with it.
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_e528b9ec-de11-4783-b9bb-695f7376d643]individual target application: A target application that stores credentials for Secure Store Service (SSS) users. It references an identity claim (2) that represents an SSS user who can retrieve the credentials that are associated with it.
[bookmark: gt_a40b0111-e4aa-4b5c-a8b8-d28defe1c286]line-of-business (LOB) system: A software system that is used to store business data and can also contain business rules and business logic that support business processes.
[bookmark: gt_876f5e67-d4c9-45e3-9aaf-3ed5ab2803c4]master secret key: A symmetric encryption key that is used to encrypt and decrypt credentials and Secure Store Service (SSS) tickets.
[bookmark: gt_670aff3a-1074-4f55-adf1-7b6a10f00830]Open Data Protocol (OData): A web protocol for querying and updating data specified in the OData protocol.
[bookmark: gt_1672c769-f184-404a-9575-e637fd3a43ed]salt: An additional random quantity, specified as input to an encryption function that is used to increase the strength of the encryption.
[bookmark: gt_02008dae-5699-4cd6-b685-abbc03133087]Secure Store Service (SSS): A service that is used to store credentials for a user or a group of users. It enables applications, typically on behalf of a user, to authenticate and gain access to resources. Users can retrieve only their own credentials from the secure store.
[bookmark: gt_165445e1-30a9-40e6-9a5e-38098736e55f]Secure Store Service (SSS) partition: A group of target applications and credentials that are identified by a GUID and are contained in a single Secure Store Service (SSS) store.
[bookmark: gt_bc8294bc-a9cb-4902-a81e-a90b05e2a145]Secure Store Service (SSS) store: A persistent store that provides storage for target application definitions and credentials.
[bookmark: gt_c978c622-95d7-438c-a39a-f2c426b1a669]Secure Store Service (SSS) ticket: A token that contains the encrypted identity of a Secure Store Service (SSS) user in the form of a claim (2) and a nonce.
[bookmark: gt_602853bd-85aa-4aa2-9adf-f37e198088cc]Secure Store Service (SSS) user: A security principal that interacts with a Secure Store Service (SSS) implementation.
[bookmark: gt_f3ef2572-95cf-4c5c-b3c9-551fd648f409]security principal: An identity that can be used to regulate access to resources. A security principal can be a user, a computer, or a group that represents a set of users.
[bookmark: gt_c1c313af-2310-4380-a6ea-c2cedc115958]SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed environment. SOAP uses XML technologies to define an extensible messaging framework, which provides a message construct that can be exchanged over a variety of underlying protocols. The framework has been designed to be independent of any particular programming model and other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-1/2003].
[bookmark: gt_c1358651-96c1-4ce0-8e1f-b0b7a94145e3]SOAP action: The HTTP request header field used to indicate the intent of the SOAP request, using a URI value. See [SOAP1.1] section 6.1.1 for more information.
[bookmark: gt_57cdf8ab-8d79-462d-a446-5d85632a7a04]SOAP body: A container for the payload data being delivered by a SOAP message to its recipient. See [SOAP1.2-1/2007] section 5.3 for more information.
[bookmark: gt_ec8728a8-1a75-426f-8767-aa1932c7c19f]SOAP fault: A container for error and status information within a SOAP message. See [SOAP1.2-1/2007] section 5.4 for more information.
[bookmark: gt_1bb025f5-d125-45c8-a855-7ac118f99e29]Status-Code: A 3-digit integer result code in an HTTP response message, as described in [RFC2616].
[bookmark: gt_37416b0f-ca5b-4fac-96e5-082eb80a3d84]Structured Query Language (SQL): A database query and programming language that is widely used for accessing, querying, updating, and managing data in relational database systems.
[bookmark: gt_2b3e1194-168a-4549-8ac4-5d98f214c3af]target application: A logical entity that represents a software system for which credentials are maintained. It consists of metadata including the number and type of credentials that are required by the software system and a set of claims (2) that identify the administrators who can update, read, and delete the entity.
[bookmark: gt_94cddc47-f12c-4d8d-b6e9-e877410075dc]target application field: A name of a credential field and its associated credential type.
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_5a824664-0858-4b09-b852-83baf4584efa]Web Services Description Language (WSDL): An XML format for describing network services as a set of endpoints that operate on messages that contain either document-oriented or procedure-oriented information. The operations and messages are described abstractly and are bound to a concrete network protocol and message format in order to define an endpoint. Related concrete endpoints are combined into abstract endpoints, which describe a network service. WSDL is extensible, which allows the description of endpoints and their messages regardless of the message formats or network protocols that are used.
[bookmark: gt_d5ccdf11-3f53-4118-a845-dfaca61838fb]WSDL message: An abstract, typed definition of the data that is communicated during a WSDL operation [WSDL]. Also, an element that describes the data being exchanged between web service providers and clients.
[bookmark: gt_3f81265d-5456-4bfe-b795-ac5bf522b299]WSDL operation: A single action or function of a web service. The execution of a WSDL operation typically requires the exchange of messages between the service requestor and the service provider.
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
[bookmark: gt_b9a20be7-31d9-4dcd-9cb9-ba72302857a2]XML namespace prefix: An abbreviated form of an XML namespace, as described in [XML].
[bookmark: gt_bd0ce6f9-c350-4900-827e-951265294067]XML schema: A description of a type of XML document that is typically expressed in terms of constraints on the structure and content of documents of that type, in addition to the basic syntax constraints that are imposed by XML itself. An XML schema provides a view of a document type at a relatively high level of abstraction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_89299bc9b86946e2beae97b9ae455aab][bookmark: _Toc83915261]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_f62ad63585ed4e5fae0f13456a82b2a5][bookmark: _Toc83915262]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[SOAP1.1] Box, D., Ehnebuske, D., Kakivaya, G., et al., "Simple Object Access Protocol (SOAP) 1.1", W3C Note, May 2000, http://www.w3.org/TR/2000/NOTE-SOAP-20000508/
[SOAP1.2-1/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 1: Messaging Framework (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part1-20070427/
[WSDL] Christensen, E., Curbera, F., Meredith, G., and Weerawarana, S., "Web Services Description Language (WSDL) 1.1", W3C Note, March 2001, http://www.w3.org/TR/2001/NOTE-wsdl-20010315
[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC-xml-names-20091208/
[XMLSCHEMA1/2] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 1: Structures Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-1-20041028/
[XMLSCHEMA2/2] Biron, P., and Malhotra, A., Eds., "XML Schema Part 2: Datatypes Second Edition", W3C Recommendation, October 2004, http://www.w3.org/TR/2004/REC-xmlschema-2-20041028/
[bookmark: section_a49bca252bb941838e45596b40bdd95a][bookmark: _Toc83915263]Informative References
[MS-SPSTWS] Microsoft Corporation, "SharePoint Security Token Service Web Service Protocol".
[MS-SPTWS] Microsoft Corporation, "Service Platform Topology Web Service Protocol".
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[SOAP1.2-2/2007] Gudgin, M., Hadley, M., Mendelsohn, N., et al., "SOAP Version 1.2 Part 2: Adjuncts (Second Edition)", W3C Recommendation, April 2007, http://www.w3.org/TR/2007/REC-soap12-part2-20070427
[bookmark: section_b4bb3be1cfd5429eb3286a512310a38f][bookmark: _Toc83915264]Overview
Enterprises have a variety of data stored in various line-of-business (LOB) systems. Typically, each of these systems has its own security model where the same user is represented by a unique system-specific security principal. A set of credentials is required as input before a user is allowed to access to the LOB system.
It is common for modern business applications to deliver functionality that requires data to be manipulated in more than a single software system concurrently. As a result, the user experience can be cumbersome, as each time a particular system is accessed, the user has to authenticate to it by providing his or her credentials for that particular system. It also burdens the user by requiring him or her to maintain different credentials for each system.
To improve the user experience and address the preceding issue, it is possible to store descriptions of LOB systems as target applications as well as the actual credentials for each user of each LOB system. Then an integrated application that spans multiple systems can programmatically obtain the credentials of the current Secure Store Service (SSS) user from the store and authenticate without prompting the SSS user for credentials each time a particular LOB system demands authentication. The SSS user never needs to authenticate more than once as long as the stored credentials remain valid with respect to the LOB.
This protocol allows multiple protocol clients sharing a single SSS configuration to communicate with a single protocol server.
This protocol allows protocol clients to create, read, update and delete target application definitions in an application server. It allows a protocol client to create, read, update and delete the credentials associated with each target application. Additionally, it allows a protocol client to create an SSS ticket that encapsulates the identity of a user of the protocol client into a token that may be later redeemed by a different user of the protocol client to retrieve credentials on behalf of the initial user. 

The information handled and returned by the protocol client can contain highly sensitive information, so consumers of the protocol client need to secure the channel of communication and this data appropriately.
[bookmark: section_656c3dfe5e7f4fb88ffb2b37a6a9f2a2][bookmark: _Toc83915265]Relationship to Other Protocols
This protocol uses the SOAP message protocol for formatting request and response messages, as described in [SOAP1.1], [SOAP1.2-1/2007] and [SOAP1.2-2/2007]. It transmits those messages by using HTTP, as described in [RFC2616], or Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS), as described in [RFC2818].
The following diagram shows the underlying messaging and transport stack used by the protocol:
[image: This protocol in relation to other protocols]
Figure 1: This protocol in relation to other protocols
[bookmark: section_47c3aff7c68d4898b4e60f76f2700f9b][bookmark: _Toc83915266]Prerequisites/Preconditions
This protocol operates against a protocol server that exposes one or more endpoint URIs that are known by protocol clients. The endpoint URI of the protocol server and the transport that is used by the protocol server are either known by the protocol client or obtained by using the discovery mechanism that is described in [MS-SPTWS].
The protocol client obtains the requisite ApplicationClassId and ApplicationVersion values and the endpoint URI of the protocol server that provides the discovery mechanism, as described in [MS-SPTWS], by means that are independent of either protocol. 
This protocol requires the protocol client to have permission to call the methods on the protocol server.
The protocol client implements the token-based security mechanisms that are required by the protocol server and related security protocols, as described in [MS-SPSTWS].
[bookmark: section_21c3390cfb5141c5b6fa062aa6ea0f4f][bookmark: _Toc83915267]Applicability Statement
This protocol is designed for storing and retrieving credentials and related information typically used to authenticate to line-of-business (LOB) systems.
[bookmark: section_821b4704889649edbd8fbdcb6812910d][bookmark: _Toc83915268]Versioning and Capability Negotiation
This document covers versioning issues in the following areas:
· Supported Transports: This protocol can be implemented by using transports that support sending Simple Object Access Protocol (SOAP) messages, as described in section 2.1.
· Protocol Versions: This protocol is not versioned.
Capability Negotiation: This protocol does not support version negotiation.
[bookmark: section_3e0dbe6a51914b40b071550341719271][bookmark: _Toc83915269]Vendor-Extensible Fields
None.
[bookmark: section_f9b028c73c2e440191ca0f7a09c914e9][bookmark: _Toc83915270]Standards Assignments
None.
[bookmark: section_6ddeccd200cc4beeba8435d784a48e7c][bookmark: _Toc83915271]Messages
In the following sections, the schema definition might differ from the processing rules imposed by the protocol. The WSDL in this specification matches the WSDL that shipped with the product and provides a base description of the schema. The text that introduces the WSDL might specify differences that reflect actual Microsoft product behavior. For example, the schema definition might allow for an element to be empty, null, or not present but the behavior of the protocol as specified restricts the same elements to being non-empty, not null, and present.
[bookmark: section_5670d2dbe9de455b8b592490b4c71a66][bookmark: _Toc83915272]Transport
Protocol servers MUST support SOAP over either HTTP or HTTPS.
All protocol messages MUST be transported using HTTP bindings at the transport level.
Protocol messages MUST be formatted as specified either in [SOAP1.1] section 4 or in [SOAP1.2-1/2007] section 5. Protocol server faults MUST be returned either using HTTP Status-Codes or using SOAP faults as specified either in [SOAP1.1] section 4.4 or in [SOAP1.2-1/2007] section 5.4.
If the HTTPS transport is used, a server certificate MUST be deployed.
This protocol does not define any means for activating a server or a client. The server MUST be configured and begin listening in an implementation-specific way. The client MUST know the format and transport used by the server. For example, the server could use the SOAP format over an HTTP transport.
[bookmark: section_3564bc23782e49998052d7a6808d2bcb][bookmark: _Toc83915273]Common Message Syntax
This section contains common definitions that are used by this protocol. The syntax of the definitions uses XML schema, as specified in [XMLSCHEMA1/2] and [XMLSCHEMA2/2], and WSDL, as specified in [WSDL].
[bookmark: section_8ccb0434bf214119933a80fa6e05da1d][bookmark: _Toc83915274]Namespaces
This specification defines and references various XML namespaces using the mechanisms specified in [XMLNS]. Although this specification associates a specific XML namespace prefix for each XML namespace that is used, the choice of any particular XML namespace prefix is implementation-specific and not significant for interoperability.
	Prefix
	Namespace URI
	Reference

	q1
	http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
	[bookmark: CC_13bc1daf0561c9741cc17e1cafbc0fe2]

	q2
	http://schemas.microsoft.com/2003/10/Serialization/Arrays
	[bookmark: CC_12743fd0725e165eb9b97da88b87eb71]

	q3
	http://schemas.datacontract.org/2004/07/System
	[bookmark: CC_c7bf8428029c72dd08ee53fb2a339b41]

	q4
	http://schemas.datacontract.org/2004/07/System.ServiceModel
	[bookmark: CC_23508b01ac9902425a099d1e80ee95ce]

	soap
	http://schemas.xmlsoap.org/wsdl/soap/
	[SOAP1.1]

	tns
	http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice
	[bookmark: CC_14de79f8f33486b67f760dfc9966205a]

	tns1
	http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
	[bookmark: CC_712a2901f5dd85435e343b4698680c88]

	tns2
	http://schemas.microsoft.com/2003/10/Serialization/
	[bookmark: CC_8408ba3e9a34d9da55141cb2986f143c]

	tns3
	http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/Imports
	[bookmark: CC_df2ef2b8558c637f973e2cd7e2c73163]

	wsaw
	http://www.w3.org/2006/05/addressing/wsdl
	[bookmark: CC_027255e82651cba70c2b170e47643fc2]

	wsdl
	http://schemas.xmlsoap.org/wsdl/
	[WSDL]

	xs
	http://www.w3.org/2001/XMLSchema
	[XMLSCHEMA1/2]
[XMLSCHEMA2/2]



[bookmark: section_922246cadbf549bcbb395676ec253a02][bookmark: _Toc83915275]Messages
This specification does not define any common WSDL message definitions.
[bookmark: section_e7bb06c382cf4771b7aa3a64cf55ea35][bookmark: _Toc83915276]Serializing Error Complex Types in Soap Faults
Complex types designated as error complex types and returned as responses by the protocol server MUST be formatted as SOAP Faults, as specified in [SOAP1.2-1/2007] section 5.4.
Code: MUST contain a Value sub-element, which MUST be set by the sender. MAY contain a Subcode sub-element.
Reason: MUST contain a Text sub-element, which MUST be ignored by the protocol client.
Detail: MUST contain the error complex type or be empty.
[bookmark: section_e26ee48a4b5d4244a2f0fefdc7c7582c][bookmark: _Toc83915277]Elements
This specification does not define any common XML schema element definitions.
[bookmark: section_488f1f53d2b24241a47b0812a05b72a8][bookmark: _Toc83915278]Complex Types
The following table summarizes the set of common XML schema complex type definitions defined by this specification. XML schema complex type definitions that are specific to a particular operation are described with the operation.
	Complex type
	Description

	ArgumentException
	The ArgumentException complex type is an error complex type that contains information about a protocol-server-side error caused by an argument with an invalid value. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.

	ArgumentNullException
	The ArgumentNullException complex type is an error complex type that contains information about a protocol-server-side error caused by a NULL value in an argument that does not accept NULL values. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.

	ArgumentOutOfRangeException
	The ArgumentOutOfRangeException complex type is an error complex type that contains information about a protocol-server-side error caused by an argument that is outside the range of implementation-specific permissible values. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.

	ArrayOfKeyValueOfstringstring
	[bookmark: Appendix_A_Target_1]The ArrayOfKeyValueOfstringstring complex type<1> representing the list of CustomSettings specified in section 2.2.4.19.

	ArrayOfSecureStoreServiceClaim
	The ArrayOfSecureStoreServiceClaim complex type represents a list of SecureStoreServiceClaims.

	ArrayOfSerializableSecureStoreCredential
	The ArrayOfSerializableSecureStoreCredential complex type represents a list of SerializableSecureStoreCredentials. Its count MUST be between 1 and 10, inclusive.

	ArrayOfTargetApplication
	The ArrayOfTargetApplication complex type represents a list of TargetApplications.

	ArrayOfTargetApplicationField
	The ArrayOfTargetApplicationField complex type represents a list of TargetApplicationFields. The number of TargetApplicationField elements MUST be between 1 and 10, inclusive.

	ConnectionSettings
	[bookmark: Appendix_A_Target_2]The ConnectionSettings complex type<2> contains information about an endpoint (4) that can be used to connect to it.

	ConnectionSettingsNotFoundFault
	[bookmark: Appendix_A_Target_3]An error complex type containing information about a server-side error because specified connection settings are not being found in SSS store.<3> The complex type MUST be included as part of a SOAP fault.

	Exception
	The Exception complex type is an error complex type that contains information about a protocol-server-side error. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.

	ExceptionDetail
	[bookmark: Appendix_A_Target_4]An error complex type representing the details of the violation that happened inside the Secure Store Service (SSS).<4> This complex type MUST only be included as part of a SOAP fault.

	SecureStoreServiceClaim
	The SecureStoreServiceClaim complex type contains information about a claim (2).

	SecureStoreServiceConnectionSettingsAlreadyExistFault
	[bookmark: Appendix_A_Target_5]An error complex type representing a server-side error caused by a request to create a ConnectionSettings endpoint with identification information that already exists.<5> This complex type MUST only be used as a SOAP fault.

	SecureStoreServiceCredentialsNotFoundFault
	An error complex type containing information about a server-side error caused by credentials not being found in the Secure Store Service (SSS) store. The complex type MUST only be included as part of a SOAP fault.

	SecureStoreServiceFault
	An error complex type containing information about a server-side error because of a violation of constraints on SSS store. The complex type MUST only be included as part of a soap fault as specified in section 2.2.2.1.

	SecureStoreServiceTargetApplicationNotFoundFault
	An error complex type containing information about a server-side error because specified target application not being found in SSS store. The complex type MUST be included as part of a soap fault.

	SerializableSecureStoreCredential
	The SerializableSecureStoreCredential complex type contains information about secure store credential.

	SystemException
	The SystemException complex type is an error complex type that contains information about a protocol-server-side error caused by an attempt to perform an operation that is invalid for the current state of the protocol server.

	TargetApplication
	The TargetApplication complex type contains information about the target application definition.

	TargetApplicationClaims
	The TargetApplicationClaims complex type contains information about claims (2) that represent the SSS users that are administrators, group members, or SSS users that can redeem a SSS ticket of a target application.

	TargetApplicationField
	The TargetApplicationField complex type contains credential field definition information for the target application.



[bookmark: section_ccc58e059de94cfd89e4b9a43f549bf1][bookmark: _Toc83915279]ArgumentException
Namespace: http://schemas.datacontract.org/2004/07/System
[bookmark: CC_aa2ccd150375b9555a175da7ea70e022]The ArgumentException complex type is an error complex type that contains information about a protocol-server-side error caused by an argument with an invalid value. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.
[bookmark: CC_7f91bbdb716627126b64affd446a4a31]<xs:complexType name="ArgumentException" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexContent mixed="false">
    <xs:extension base="q3:SystemException"/>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_8abfa5b8b89546faaf06bf7ccf92fb7f][bookmark: _Toc83915280]ArgumentNullException
Namespace: http://schemas.datacontract.org/2004/07/System
[bookmark: CC_41f5ba942e7096f4cc00db0a6eb11059]The ArgumentNullException complex type is an error complex type that contains information about a protocol-server-side error caused by a NULL value in an argument that does not accept NULL values. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.
[bookmark: CC_a9df50a61e26c502364465b74fef2be1]<xs:complexType name="ArgumentNullException" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexContent mixed="false">
    <xs:extension base="q3:ArgumentException"/>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_2a0c27d8ee43422d88a1280ae44bad35][bookmark: _Toc83915281]ArgumentOutOfRangeException
Namespace: http://schemas.datacontract.org/2004/07/System
[bookmark: CC_e4cf0bcdc71f3dc10bfc7bd951f0749d]The ArgumentOutOfRangeException complex type is an error complex type that contains information about a protocol-server-side error caused by an argument that is outside the range of implementation-specific permissible values. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.
[bookmark: CC_1ba066dd85cb799e6bde7f2d13baf242]<xs:complexType name="ArgumentOutOfRangeException" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexContent mixed="false">
    <xs:extension base="q3:ArgumentException"/>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_6ae34c5e65244552a6d8f73f0d46e24b][bookmark: _Toc83915282]ArrayOfSecureStoreServiceClaim
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_3c844fd9de1da56c82b7aaa4cb512590]The ArrayOfSecureStoreServiceClaim complex type represents a list of SecureStoreServiceClaims.
[bookmark: CC_34854b52967e695002e3c6671994c6ba]<xs:complexType name="ArrayOfSecureStoreServiceClaim" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="SecureStoreServiceClaim" nillable="true" type="q1:SecureStoreServiceClaim"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_cb0505728aba4ff6f1b9a1198df6b2cf]SecureStoreServiceClaim: Element specified by SecureStoreServiceClaim complex type. 
[bookmark: section_ed61046a74e6410390b53e2675fc0fbc][bookmark: _Toc83915283]ArrayOfSerializableSecureStoreCredential
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_c37c5fb72b319a06ce3b61d6cfcd5b60]The ArrayOfSerializableSecureStoreCredential complex type represents a list of SerializableSecureStoreCredentials. Its count MUST be between 1 and 10, inclusive.
[bookmark: CC_fa45fbf4a2286e360bdafe9d9f994f0f]<xs:complexType name="ArrayOfSerializableSecureStoreCredential" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="SerializableSecureStoreCredential" nillable="true" type="q1:SerializableSecureStoreCredential"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_e955cb012c337b308cf042e2e08238d6]SerializableSecureStoreCredential: Element specified by SerializableSecureStoreCredential complex type. It MUST NOT be NULL.
[bookmark: section_dc0986318b554c18b2ed64395cdbe73f][bookmark: _Toc83915284]ArrayOfTargetApplication
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_2f0864b3ebb07264c5c18e02a8a20aff]The ArrayOfTargetApplication complex type represents a list of TargetApplications.
[bookmark: CC_1d44783b8c22be2ef621b2d5039c661e]<xs:complexType name="ArrayOfTargetApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="TargetApplication" nillable="true" type="q1:TargetApplication"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_1148dfe7c5154f7015ae82120a355995]TargetApplication:  Element specified by TargetApplication complex type.
[bookmark: section_c336cd51308542919b93277ccde3a538][bookmark: _Toc83915285]ArrayOfTargetApplicationField
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_2b6df4a3799c27022adcb7e10f25bcd1]The ArrayOfTargetApplicationField complex type represents a list of TargetApplicationFields. The number of TargetApplicationField elements MUST be between 1 and 10, inclusive.
[bookmark: CC_bfad9ccbd9e7c2ba8afc2a5b8a18db10]<xs:complexType name="ArrayOfTargetApplicationField" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="TargetApplicationField" nillable="true" type="q1:TargetApplicationField"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_6dfab47eb2c98ef26e257eb49eda2770]TargetApplicationField: Element specified by TargetApplicationField complex type.
[bookmark: section_1cc667f22b7142f397b978586291aba6][bookmark: _Toc83915286]Exception
Namespace: http://schemas.datacontract.org/2004/07/System
[bookmark: CC_0c0bb830e9e5e182c84a7a4c4feab26c]The Exception complex type is an error complex type that contains information about a protocol-server-side error. The complex type MUST only be included as part of a SOAP fault as specified in section 2.2.2.1.
[bookmark: CC_b91fb24c094761a74df25faf2683aa7a]<xs:complexType name="Exception" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##local" processContents="skip"/>
  </xs:sequence>
  <xs:attribute ref="tns2:FactoryType"/>
</xs:complexType>
[bookmark: CC_a5fb1594a92447709920d69c87e60186]tns2:FactoryType:  This specifies a factory class that can deserialize the type. 
[bookmark: section_58765c777ae14ad3bbeee6b3428dcb77][bookmark: _Toc83915287]SecureStoreServiceClaim
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_dece247989c8691300aabc2ea76dcfa9]The SecureStoreServiceClaim complex type contains information about a claim (2).
[bookmark: CC_d0f6de692299732d9c3b101a27e85262]<xs:complexType name="SecureStoreServiceClaim" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="claimIssuer" nillable="true" type="xs:string"/>
    <xs:element name="claimType" nillable="true" type="xs:string"/>
    <xs:element name="claimValue" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_c7b8e187714b1036808445472db12822]claimIssuer: A claim issuer. It MUST be between 1 and 2084 characters, inclusive, in length. 
[bookmark: CC_5a61c29f07fd2657eb5507487085560a]claimType: A claim type. It MUST be between 1 and 2084 characters, inclusive, in length. 
[bookmark: CC_39e7f0b33037c3b6b70cda3c7cf95108]claimValue: A claim value. It MUST be between 1 and 2048 characters, inclusive, in length. 
[bookmark: section_2a26308e2d694f1e9d74c72b3fd10728][bookmark: _Toc83915288]SecureStoreServiceCredentialsNotFoundFault
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_0d3e2cdc128b186ec47fac2bc24c01e6]An error complex type containing information about a server-side error caused by credentials not being found in the Secure Store Service (SSS) store. The complex type MUST only be included as part of a SOAP fault.
[bookmark: CC_b8a96e5ad19336df13fdcfc29656330b]<xs:complexType name="SecureStoreServiceCredentialsNotFoundFault" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="CredentialManagementUrl" nillable="true" type="xs:anyURI"/>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="TargetApplicationId" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_368cd0be76f38f3b802d5898e3b5c0ea]CredentialManagementUrl: The URL for managing credentials for a target application. It MUST be NULL or contain between 1 and 2084 characters, inclusive, in length.
[bookmark: CC_6d8e3e7e8c02f734b3c63667ad6e4003]Message: An implementation specific description of the violation. It MUST NOT be NULL.
[bookmark: CC_4af6452a1714b1565f8c9e28520344bd]TargetApplicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length. It MUST NOT be NULL.
[bookmark: section_a222091642b24bcaaaa74c1fbfa5b62d][bookmark: _Toc83915289]SecureStoreServiceFault
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_0031d8282f35f00a2afc48009646bf4c]An error complex type containing information about a server-side error because of a violation of constraints on SSS store. The complex type MUST only be included as part of a soap fault as specified in section 2.2.2.1.
[bookmark: CC_769f5000d609d10283087f0b845b31d5]<xs:complexType name="SecureStoreServiceFault" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="ErrorCode" type="q1:SecureStoreErrorCode"/>
    <xs:element xmlns:q4="http://schemas.datacontract.org/2004/07/System.ServiceModel" minOccurs="0" name="InnerExceptionDetail" nillable="true" type="q4:ExceptionDetail"/>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_087b50cf5ffb6174e1b8ebfb8e845da7]ErrorCode: The error code of the violation. It MUST NOT be NULL.
[bookmark: CC_f5c4437653fe08ccfea0285e5d8c7c90]InnerExceptionDetail: The details of the inner exception. 
[bookmark: CC_ff6cbbc8ed3cd79df4d814851d4444ff]Message: A description of the violation. It MUST NOT be NULL.
[bookmark: section_f9f3d3a60c824ff88af7a209d979dec2][bookmark: _Toc83915290]SecureStoreServiceTargetApplicationNotFoundFault
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_baa314dc85592177a4b56ba62015c079]An error complex type containing information about a server-side error because specified target application not being found in SSS store. The complex type MUST be included as part of a soap fault.
[bookmark: CC_8dad3c799c0eab86e9ec6d04929a90b9]<xs:complexType name="SecureStoreServiceTargetApplicationNotFoundFault" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="TargetApplicationId" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_e28661c3e95325a8f7e39f388b39aa38]Message: An implementation specific description of the violation. It MUST NOT be NULL. 
[bookmark: CC_02ad5ebf427c2b848736723f26f3f198]TargetApplicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_f6c066831f444d9a99f1aade91e42288][bookmark: _Toc83915291]SerializableSecureStoreCredential
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_4154a73fe0bac396898717fa0f25ec13]The SerializableSecureStoreCredential complex type contains information about secure store credential.
[bookmark: CC_8ac3bb1f2ccf749253877faa101ca74c]<xs:complexType name="SerializableSecureStoreCredential" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="credential" nillable="true" type="xs:base64Binary"/>
    <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="credentialType" type="tns1:SecureStoreCredentialType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_9f535d48bafbc0ed2bddf41217ac0d41]credential: It contains the byte array of the credential. It MUST NOT be NULL.
[bookmark: CC_34694de07ecf6311f605e8473bda782f]credentialType: Element specified by SecureStoreCredentialType simple type. 
[bookmark: section_1bf4096384b04904a8f7752b8648dae7][bookmark: _Toc83915292]SystemException
Namespace: http://schemas.datacontract.org/2004/07/System
[bookmark: CC_3bb8b9e22fbc5e6a4fef83aee9bf31bc]The SystemException complex type is an error complex type that contains information about a protocol-server-side error caused by an attempt to perform an operation that is invalid for the current state of the protocol server.
[bookmark: CC_75f4cf1c82d7782d845f897418de002d]<xs:complexType name="SystemException" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexContent mixed="false">
    <xs:extension base="q3:Exception"/>
  </xs:complexContent>
</xs:complexType>
[bookmark: section_bbd7588aabb246ab96f3fe4d027b8c3d][bookmark: _Toc83915293]TargetApplication
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_9c1c8af9ff540c1641f522bc6583607a]The TargetApplication complex type contains information about the target application definition.
[bookmark: CC_3ba42607f0a2448c2c1ae191214eaaf1]<xs:complexType name="TargetApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="appId" nillable="true" type="xs:string"/>
    <xs:element name="contactEmail" nillable="true" type="xs:string"/>
    <xs:element name="credentialManagementUrl" nillable="true" type="xs:anyURI"/>
    <xs:element name="friendlyName" nillable="true" type="xs:string"/>
    <xs:element name="ticketTimeout" type="xs:int"/>
    <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="type" type="tns1:TargetApplicationType"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_ddd5b3a3d8bfa9dc1316561c84159bd1]appId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_5a09564163b755a10b31e4e3dca7094c]contactEmail: The email address of an administrator who owns the administration responsibility for this target application. It MUST either be NULL, or be a valid formatted email address and less than or equal to 128 characters in length. 
[bookmark: CC_6f06389c30ad62aa9bf42e91c7b5674a]credentialManagementUrl: The URL for managing credentials for this target application. It MUST be NULL or contain between 1 and 2084 characters, inclusive, in length.
[bookmark: CC_b01897242c3daed347a140d30eafd65e]friendlyName: The descriptive name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_f51684bece13840d4c7aaa92dc3b7641]ticketTimeout: The validity in minutes for SSS tickets for this target application. This value MUST be between 1 and 525600, inclusive, if the target application type is IndividualWithTicketing or GroupWithTicketing. This value MUST be set to 0 if the target application type is not equal to IndividualWithTicketing or GroupWithTicketing.
[bookmark: CC_68ae4c4f824ca224c493b3fe69499ac8]type: The element specified by the TargetApplicationType simple type (section 2.2.5.5). 
[bookmark: section_15c65d71906b4bf18580955130ac3c4a][bookmark: _Toc83915294]TargetApplicationClaims
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_2279f350aa8bd0e92ac8fcba9ef2c812]The TargetApplicationClaims complex type contains information about claims (2) that represent the SSS users that are administrators, group members, or SSS users that can redeem a SSS ticket of a target application.
[bookmark: CC_3dfeba4bb81ee5879402ac05896c07e4]<xs:complexType name="TargetApplicationClaims" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element name="administratorClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    <xs:element name="groupClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    <xs:element name="ticketRedeemerClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_004617df7817122845545ca81989982d]administratorClaims: The set of claims (2) that represent the group of SSS users that are administrators of a target application. It MUST NOT be NULL. It MUST contain at least one administrator claim item.
[bookmark: CC_b0b46f3f8c09a20276d0b8cacd3f78f8]groupClaims: The set of claims (2) that represent the group of SSS users that are group members for a group target application. If the specified target application is a group target application, the value MUST NOT be NULL.
[bookmark: CC_a841b16cbfb04aa1cb274a4730068831]ticketRedeemerClaims: The set of claims (2) that represent the group of SSS users that can redeem a SSS ticket for a target application. If the specified target application is a target application with ticketing, the value MUST NOT be NULL.
[bookmark: section_5793821fcb5d419fb3d0240c989d5cc6][bookmark: _Toc83915295]TargetApplicationField
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_1d843d7bcadbcfb34a629be5e4998def]The TargetApplicationField complex type contains credential field definition information for the target application.
[bookmark: CC_12186dd51334711e363343948159dcd4]<xs:complexType name="TargetApplicationField" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="credentialType" type="tns1:SecureStoreCredentialType"/>
    <xs:element name="masked" type="xs:boolean"/>
    <xs:element name="name" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_df02943fd5c957ded521f188511e9c48]credentialType: The type of the credential that the target application field contains.
[bookmark: CC_a23fa8367fcdd878f519ae3e0ae6837b]masked: A Boolean value that specifies whether the target application field needs to be masked when displayed in an implementation-specific user interface.
[bookmark: CC_dedad3bebb3a29544c62ff16f2397113]name: The name of the target application field. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_c4c8db6fd6fe4abdabf5ec7e50ce223a][bookmark: _Toc83915296]ArrayOfKeyValueOfstringstring
Namespace: http://schemas.microsoft.com/2003/10/Serialization/Arrays
[bookmark: CC_63ce12db5e4bd12dc9b787055207c905][bookmark: Appendix_A_Target_6]The ArrayOfKeyValueOfstringstring complex type<6> representing the list of CustomSettings specified in section 2.2.4.19.
[bookmark: CC_5ed3277368a936c712818ee887dfa864]<xs:complexType name="ArrayOfKeyValueOfstringstring" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="KeyValueOfstringstring">
      <xs:complexType>
        <xs:sequence>
          <xs:element name="Key" nillable="true" type="xs:string"/>
          <xs:element name="Value" nillable="true" type="xs:string"/>
        </xs:sequence>
      </xs:complexType>
    </xs:element>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_f26e1cf8ba64e126964fd5a4a5595f16]KeyValueOfstringstring: Element specified by CustomSettings in section 2.2.4.19.
[bookmark: CC_bea9a7d3e25622ab0ba97f8ac1491464]KeyValueOfstringstring.Key: The name of the custom setting for the connection settings object.
[bookmark: CC_d062ff7ba58f118b474cdd1fc3139d38]KeyValueOfstringstring.Value: The value of the custom setting for the connection settings object. 
[bookmark: section_ba5686847f3e443590ca79e7e6f8515f][bookmark: _Toc83915297]ConnectionSettings
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
[bookmark: CC_13738401d435abe871793130cb0f022d][bookmark: Appendix_A_Target_7]The ConnectionSettings complex type<7> contains information about an endpoint (4) that can be used to connect to it.
[bookmark: CC_685a6bdb3d930b9f346109f92ce418a9]<xs:complexType name="ConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="AuthenticationMode" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="ConnectionSettingsType" type="tns1:ConnectionSettingsType"/>
    <xs:element xmlns:q2="http://schemas.microsoft.com/2003/10/Serialization/Arrays" minOccurs="0" name="CustomSettings" nillable="true" type="q2:ArrayOfKeyValueOfstringstring"/>
    <xs:element minOccurs="0" name="Description" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="Name" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="ParentName" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="ProxySSOApplicationId" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="ProxyTarget" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="SSOApplicationId" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="SSOProviderImplId" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="Target" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_265731cd36ba424ffe8db5b2a988d320]AuthenticationMode: The authentication mode used by the endpoint (4). It MUST be NULL or contain between 1 and 256 characters, inclusive, in length.
[bookmark: CC_d18341a74ce2adcc153b51596019cad6]ConnectionSettingsType: The element specified by the ConnectionSettingsType simple type (section 2.2.5.6). 
[bookmark: CC_96182702ac474e202bd7c4195db23686]CustomSettings: A dictionary, of string type key and value pairs, which is meant to store additional information about an endpoint (4) that cannot be stored as part of the ConnectionSettings complex type. The list MUST be serialized into ArrayOfKeyValueOfstringstring complex type (section 2.2.4.18) and the length of the serialized string MUST NOT exceed 4000 characters.
[bookmark: CC_358a35ec40e926338223988c2d77151a]Description: The description of the endpoint (4). It MUST be NULL or contain between 1 and 1024 characters, inclusive, in length. 
[bookmark: CC_bf7aa9fd6640dc3dc175f3cd767df227]Name: The unique name used to identify the endpoint (4). It MUST contain between 1 and 256 characters, inclusive, in length.
[bookmark: CC_ddf08fb9ef8ad4954e3a58508ff94747]ParentName: The unique name used to identify the parent of the endpoint (4). It MUST be NULL or contain between 1 and 256 characters, inclusive, in length. 
[bookmark: CC_1bc9850295becfbbf59603e70390ef57]ProxySSOApplicationId: The appId of the target application (section 2.2.4.15) to the proxy of the endpoint (4). It MUST be NULL or contain between 1 and 256 characters, inclusive, in length.
[bookmark: CC_b4c25bceed1392b7d4e35b869085a72e]ProxyTarget: The URL of the proxy for the endpoint (4). It MUST be NULL or contain between 1 and 2084 characters, inclusive, in length.
[bookmark: CC_99eeaed0dd7923288e7a6a08562a9065]SSOApplicationId: The appId of the target application (section 2.2.4.15) to the endpoint (4). It MUST be NULL or contain between 1 and 256 characters, inclusive, in length.
[bookmark: CC_027c9449084cd7c5286af1b9aeaecfd9]SSOProviderImplId: The name of the implementation of the target application for the endpoint (4). 
[bookmark: CC_df6de8f92785b54f3b238c88fe9f2ffe]Target:  The URL of the endpoint (4). It MUST be NULL or contain between 1 and 2084 characters, inclusive, in length.
[bookmark: section_263ac3c0a83349cca1b9abe6081a3a99][bookmark: _Toc83915298]ConnectionSettingsNotFoundFault
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_43272a706e6382621f91f3556c2c5dd6][bookmark: Appendix_A_Target_8]An error complex type containing information about a server-side error because specified connection settings are not being found in SSS store.<8> The complex type MUST be included as part of a SOAP fault.
[bookmark: CC_81a45a4eadaacd59e2c0bb0d5f57ac79]<xs:complexType name="ConnectionSettingsNotFoundFault" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_b771272d7360178b00ed10e8c9c5fee1]Message: An implementation specific description of the violation. It MUST NOT be NULL.
[bookmark: section_4355fcb9915944f1b49e0e0b35293c26][bookmark: _Toc83915299]ExceptionDetail
Namespace: http://schemas.datacontract.org/2004/07/System.ServiceModel
[bookmark: CC_5002aab895ff8a6bac19a7efb7be8baa][bookmark: Appendix_A_Target_9]An error complex type representing the details of the violation that happened inside the Secure Store Service (SSS).<9> This complex type MUST only be included as part of a SOAP fault.
[bookmark: CC_ef480509df6dd9353c6161ed765c6e8f]<xs:complexType name="ExceptionDetail" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="HelpLink" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="InnerException" nillable="true" type="q4:ExceptionDetail"/>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="StackTrace" nillable="true" type="xs:string"/>
    <xs:element minOccurs="0" name="Type" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_a79636e2e3d3ee9d813c2e73a06adcc2]HelpLink: The help link of the exception. 
[bookmark: CC_d72313f71fb4ba4bc0b697b588756741]InnerException: The ExceptionDetail object representing the inner exception.
[bookmark: CC_7bb70283947c1d34e0d18a409ffd6459]Message: The description of the exception. 
[bookmark: CC_f8e9b5af936b52b4b337a50183b868b4]StackTrace: The stack trace of the exception.
[bookmark: CC_7355e758f97cc6997553d183601548a0]Type: The type of the exception.
[bookmark: section_1eb4197e418c4e04b4827fe414edc257][bookmark: _Toc83915300]SecureStoreServiceConnectionSettingsAlreadyExistFault
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_8b50a56c06620515163bceaa0c385e3e][bookmark: Appendix_A_Target_10]An error complex type representing a server-side error caused by a request to create a ConnectionSettings endpoint with identification information that already exists.<10> This complex type MUST only be used as a SOAP fault.
[bookmark: CC_6a24556aae96e2d0db21e92ecaddc926]<xs:complexType name="SecureStoreServiceConnectionSettingsAlreadyExistFault" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_26b3c723ca98767db9b10362d5c77a25]Message: A description of the violation. 
[bookmark: section_3db6afa7aabf4bff83efb37f74f67951][bookmark: _Toc83915301]Simple Types
The following table summarizes the set of common XML schema simple type definitions defined by this specification. XML schema simple type definitions that are specific to a particular operation are described with the operation.
	Simple type
	Description

	char
	Reserved. 

	ConnectionSettingsType
	[bookmark: Appendix_A_Target_11]ConnectionSettingsType<11> is an enumeration indicating the type of ConnectionSettings (section 2.2.4.19).

	duration
	Reserved. 

	guid
	Specifies the string representation of a GUID in the form of a GUID string. 

	SecureStoreCredentialType
	SecureStoreCredentialType is an enumeration indicating the type of SerializableSecureStoreCredential (section 2.2.4.13). 

	SecureStoreErrorCode
	[bookmark: Appendix_A_Target_12]This simple type represents the type of an error.<12>

	TargetApplicationType
	TargetApplicationType is an enumeration indicating the type of TargetApplication (section 2.2.4.15). 



[bookmark: section_84a279c9020042cfa344e75636eaea84][bookmark: _Toc83915302]char
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_58e90bce833b7025b3a4de7d0ac2b9a8]Reserved. 
[bookmark: CC_685ded0fa23b5e17d0b3daadc23a0b36]<xs:simpleType name="char" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:int"/>
</xs:simpleType>
[bookmark: section_f6ff4e33870d4d4280f0751d0a262b71][bookmark: _Toc83915303]duration
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_fd4f3e868c3a32e40f958936da399b7f]Reserved. 
[bookmark: CC_8687770b4f7b1ae2b1da93954880bdc3]<xs:simpleType name="duration" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:duration">
    <xs:pattern value="\-?P(\d*D)?(T(\d*H)?(\d*M)?(\d*(\.\d*)?S)?)?"/>
    <xs:minInclusive value="-P10675199DT2H48M5.4775808S"/>
    <xs:maxInclusive value="P10675199DT2H48M5.4775807S"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_ab167913c30c41e5b2be9a5e9eca9a4b][bookmark: _Toc83915304]guid
Namespace: http://schemas.microsoft.com/2003/10/Serialization/
[bookmark: CC_df5e5d7adb9b76a4c8d22a0ceed8dfdb]Specifies the string representation of a GUID in the form of a GUID string. 
[bookmark: CC_7bc2d09ce6ddf4c12a855305ac99ddf4]<xs:simpleType name="guid" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:pattern value="[\da-fA-F]{8}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{12}"/>
  </xs:restriction>
</xs:simpleType>
[bookmark: section_0046f0051b504ff49e20868862def6e7][bookmark: _Toc83915305]SecureStoreCredentialType
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
[bookmark: CC_414fa0774b63e2986abdd2ce1eddb01d]SecureStoreCredentialType is an enumeration indicating the type of SerializableSecureStoreCredential (section 2.2.4.13). 
[bookmark: CC_9c26140e7495d2f4de74501433a4d6a2]<xs:simpleType name="SecureStoreCredentialType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="UserName"/>
    <xs:enumeration value="Password"/>
    <xs:enumeration value="Pin"/>
    <xs:enumeration value="Key"/>
    <xs:enumeration value="Generic"/>
    <xs:enumeration value="WindowsUserName"/>
    <xs:enumeration value="WindowsPassword"/>
    <xs:enumeration value="Certificate"/>
    <xs:enumeration value="CertificatePassword"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the SecureStoreCredentialType simple type.
	Value
	Meaning

	UserName
	[bookmark: CC_c15642302e3a95e7a81217a2a32ab143]User name credential type.

	Password
	[bookmark: CC_76007732680632800a2190511efabe43]Password credential type.

	Pin
	[bookmark: CC_f45aeb241827c751b82f4e2a21cc4e1a]Personal identification number (PIN) credential type.

	Key
	[bookmark: CC_6b7c1929fec53a381da116daecad9e91]Key credential type.

	Generic
	[bookmark: CC_8a7a6d69a40f1033b0a2e38e8b0183f5]Generic credential type.

	WindowsUserName
	[bookmark: CC_6d60dc79f3539041ce9cce5dfe57a548]Windows user name credential type.

	WindowsPassword
	[bookmark: CC_1301f5b85188abf504b056109baf3784]Windows password credential type.

	Certificate
	[bookmark: CC_c8209cdcb821b8e2fb00d350bd071212]Certificate credential type.

	CertificatePassword
	[bookmark: CC_b792cde097d0a6297371028603c9479d]Certificate password credential type.



[bookmark: section_bebe2f589bd94fcbba45eb608ab4fd0d][bookmark: _Toc83915306]TargetApplicationType
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
[bookmark: CC_d5e1c0ed003e7f42cb89e1aa88eda6c1]TargetApplicationType is an enumeration indicating the type of TargetApplication (section 2.2.4.15). 
[bookmark: CC_60b4059ea40332b0febd4187ae18f6cc]<xs:simpleType name="TargetApplicationType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="Individual"/>
    <xs:enumeration value="Group"/>
    <xs:enumeration value="IndividualWithTicketing"/>
    <xs:enumeration value="GroupWithTicketing"/>
    <xs:enumeration value="RestrictedIndividual"/>
    <xs:enumeration value="RestrictedGroup"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the TargetApplicationType simple type.
	Value
	Meaning

	Individual
	[bookmark: CC_8d4d10d40fa7b2a508123ae963d14cf8]An individual target application that stores credentials for individual SSS users. 

The credentials are meant to be used by applications that perform no additional authorization against the data stored or retrieved from the system to which the credentials are used to authenticate.

	Group
	[bookmark: CC_5317b16b00bc7f190ed108496d807c59]A group target application that stores credentials for a group of SSS users. The credentials are meant to be used by applications that perform no additional authorization against the data stored or retrieved from the system to which the credentials are used to authenticate.

	IndividualWithTicketing
	[bookmark: CC_39985866b37c20baaaa1483aa63151ff]An individual target application that stores credentials for individual SSS users. The credentials are meant to be used by applications that perform no additional authorization against the data stored or retrieved from the system to which the credentials are used to authenticate. 

This target application also allows a user to create an SSS ticket. When using an SSS ticket, a user "A" can retrieve the credentials for another user "B", by using an SSS ticket created by user "B".

	GroupWithTicketing
	[bookmark: CC_5d7499d3d7eba232a72233232c4adadb]A group target application that stores credentials for a group of SSS users. The credentials are meant to be used by applications that perform no additional authorization against the data stored or retrieved from the system to which the credentials are used to authenticate. 

This target application also allows a user to create an SSS ticket. When using an SSS ticket, a user "A" can retrieve the credentials for another user "B", by using an SSS ticket created by user "B".

	RestrictedIndividual
	[bookmark: CC_64dad3d8545c8733033586ab054653ee]An individual target application that stores credentials for individual SSS users. 

The credentials are meant to be used by applications that perform additional, implementation specific, authorization against sensitive data stored or retrieved from the system to which the credentials are used to authenticate.

	RestrictedGroup
	[bookmark: CC_22c30bfe518c909eaf723ddc18a35095]A group target application that stores credentials for a group of SSS users. 

The credentials are meant to be used by applications that perform additional, implementation specific, authorization against sensitive data stored or retrieved from the system to which the credentials are used to authenticate.



[bookmark: section_a48b583bb4cb422cb8066279829e9fd7][bookmark: _Toc83915307]ConnectionSettingsType
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
[bookmark: CC_8e9f9a2785b5ee4adea357e68f5fa165][bookmark: Appendix_A_Target_13]ConnectionSettingsType<13> is an enumeration indicating the type of ConnectionSettings (section 2.2.4.19).
[bookmark: CC_011390262c41e4905c7e73f8830fe3d5]<xs:simpleType name="ConnectionSettingsType" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="None"/>
    <xs:enumeration value="OData"/>
    <xs:enumeration value="ODataMetadata"/>
    <xs:enumeration value="SQL"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the ConnectionSettingsType simple type.
	Value
	Meaning

	None
	[bookmark: CC_11ab04469f88b0e2738b3a5eb7c879ae]No specific type.

	OData
	OData connection settings object type.

	ODataMetadata
	[bookmark: CC_e0c9613f224c6112acbd2f7dd0366a24]OData Metadata connection settings object type

	SQL
	SQL connection settings object type.



[bookmark: section_f7560276446b44deb84d95bb43da9b17][bookmark: _Toc83915308]SecureStoreErrorCode
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server
[bookmark: CC_f5ac1970040d35e2b2642eae8d45b5bb][bookmark: Appendix_A_Target_14]This simple type represents the type of an error.<14>
[bookmark: CC_cecb510950d77b1e7106a9d1e6aea42f]<xs:simpleType name="SecureStoreErrorCode" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:restriction base="xs:string">
    <xs:enumeration value="General"/>
    <xs:enumeration value="AccessDenied"/>
    <xs:enumeration value="InvalidUserInput"/>
  </xs:restriction>
</xs:simpleType>
The following table specifies the allowable values for the SecureStoreErrorCode simple type.
	Value
	Meaning

	General
	[bookmark: CC_62ba2c3e612eb7be6f28ad6502b07741]The error has happened for unknown reasons.

	AccessDenied
	[bookmark: CC_59733fb6ed235427076d987efccad9be]The error has happened because the caller does not have sufficient rights to perform the requested operation.

	InvalidUserInput
	[bookmark: CC_b64a9a25505fe4eaaac614f026d10581]The error has happened because of invalid user inputs.



[bookmark: section_133d6d3fddff45b1ae1d91aa74473863][bookmark: _Toc83915309]Attributes
This specification does not define any common XML schema attribute definitions.
[bookmark: section_d508fac8de414b75896caee1d5fe27bf][bookmark: _Toc83915310]Groups
This specification does not define any common XML schema group definitions.
[bookmark: section_afd7d568000c4c72a6916013818c6f0e][bookmark: _Toc83915311]Attribute Groups
This specification does not define any common XML schema attribute group definitions.
[bookmark: section_15b6cba88c0145bc9f371d7eb2a9848b][bookmark: _Toc83915312]Common Data Structures
This specification does not define any common XML schema data structures.
[bookmark: section_8e4361dc732940008184145de402938b][bookmark: _Toc83915313]Protocol Details
In the following sections, the schema definition might differ from the processing rules imposed by the protocol. The WSDL in this specification matches the WSDL that shipped with the product and provides a base description of the schema. The text that introduces the WSDL might specify differences that reflect actual Microsoft product behavior. For example, the schema definition might allow for an element to be empty, null, or not present but the behavior of the protocol as specified restricts the same elements to being non-empty, not null, and present.
The client side of this protocol is simply a pass-through. That is, no additional timers or other state is required on the client side of this protocol. Calls made by the higher-layer protocol or application are passed directly to the transport, and the results returned by the transport are passed directly back to the higher-layer protocol or application.
Except where specified, protocol clients SHOULD interpret HTTP status codes returned by the protocol server as specified in [RFC2616] (Section 10, Status Code Definitions). 
This protocol allows protocol servers to notify protocol clients of application-level faults using SOAP faults. Except where specified, these SOAP faults are not significant for interoperability, and protocol clients can interpret them in an implementation-specific manner.
This protocol allows protocol servers to perform implementation-specific authorization checks and notify protocol clients of authorization faults using SOAP faults as specified previously in this section.
[bookmark: section_9e17e52af87247199b55cd975856fddf][bookmark: _Toc83915314]Server Details
All operations, except the ChangeMasterSecretKey operation, consist of a basic request-response pair, and the server treats each request as an independent transaction that is unrelated to any previous request.
[bookmark: section_9400984dd2fc49f09b4c11c5f8e42039][bookmark: _Toc83915315]Abstract Data Model
This section describes a conceptual model of possible data organization that an implementation maintains to participate in this protocol. The described organization is provided to facilitate the explanation of how the protocol behaves. This document does not mandate that implementations adhere to this model as long as their external behavior is consistent with that described in this document. 
The protocol server maintains the following sets of data for this protocol within an SSS store. Data is maintained until updated or removed. 
SSS configuration: A set of information that dictates the behavior of the protocol server and protocol clients. It includes information such as the number of days the SSS audit entries are preserved, and a flag to indicate the auditing is enabled and timestamp indicating the version of the SSS configuration information set.
Target application definitions: A set of target applications that each consist of a unique identifier, programmatic name, descriptive name, e-mail contact, claims (2) representing the set of SSS users who can administer the target application, claims (2) representing the members of a group target application, claims (2) representing the users who can redeem an SSS ticket, and a set of credential field labels and information about how they can each be displayed in a user interface. 
Issued SSS tickets: A set of unexpired tokens that represent the SSS tickets issued, along with the date and time of issue.
Credentials: A set of credentials for a single SSS user or for a set of SSS users, for each target application. An identifier is associated with each set of credentials, the unique identifier of the owning target application and an identity claim (2) that specifies the security principal who owns the credentials, if the credentials are associated with an individual target application. 
Master Secret Key: A secret key used by the protocol client to symmetrically encrypt and decrypt the credentials and SSS ticket to secure them, along with associated salt and implementation specific checksum. It is stored encrypted using implementation-specific means.
[bookmark: section_a3eccbb8197c42ff9a8a7d29357d49b8][bookmark: _Toc83915316]Timers
None.
[bookmark: section_de98ff8109324da2b772a693983bb491][bookmark: _Toc83915317]Initialization
None.
[bookmark: section_e18c298cbf0b4fe1b363d2160667e8d0][bookmark: _Toc83915318]Message Processing Events and Sequencing Rules
The specifications of the operations in this section identify the conditions under which the protocol server MUST respond with corresponding error complex types. In addition, if the protocol server encounters an error specific to its implementation, it SHOULD respond with any fault listed in the WSDL for its operation. The responses MUST be formatted as SOAP faults, using error complex types serialized as specified in section 2.2.9. 
The different error complex types have the following meanings.
	Error Complex Type
	Condition

	ArgumentException
	The protocol server encounters an invalid argument value while performing implementation-specific operations.

	ArgumentNullException
	While performing implementation-specific operations, the protocol server encounters a NULL value for an argument that does not accept NULL values.

	ArgumentOutOfRangeException
	The protocol server encounters an argument with a value outside the range of permissible values while performing implementation-specific operations.

	SecureStoreServiceFault
	The protocol server encounters a server-side error caused by a violation of constraints on SSS store while performing implementation-specific operations.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application identified by the applicationId parameter does not exist in the specified SSS partition.



The following table summarizes the list of operations as defined by this specification.
	Operation
	Description

	ChangeMasterSecretKey
	This operation is used to change the master secret key. 

	CreateApplication
	This operation is used to create a new target application in the specified SSS partition.

	CreateConnectionSettings
	[bookmark: Appendix_A_Target_15]This operation is used to create a new connection settings object in the specified SSS partition.<15>

	DeleteAllUserCredentials
	This operation is used to delete the credentials of an SSS user for all the individual target applications in the specified SSS partition.

	DeleteApplication
	This operation is used to delete the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.

	DeleteConnectionSettings
	[bookmark: Appendix_A_Target_16]This operation is used to delete an existing connection settings object from the specified SSS partition.<16>

	DeleteCredentials
	This operation is used to delete all the credentials of the caller for the specified individual target application in the specified SSS partition.

	DeleteUserCredentials
	This operation is used to delete all the credentials for an SSS user for the specified individual target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.

	GetAllConnectionSettings
	[bookmark: Appendix_A_Target_17]This operation is used to fetch all the connection settings object, of the specified type, in the specified SSS partition.<17>

	GetApplication
	This operation is used to retrieve target application for the specified target application name in the specified SSS partition. The caller MUST be an administrator of the specified target application.

	GetApplicationAdministratorClaims
	This operation is used to retrieve the set of claims (2) that represent the group of SSS users that are administrators for the specified target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.

	GetApplicationClaims
	This operation is used to retrieve the set of claims (2) that represent the SSS users that are administrators, group members and SSS users that can redeem an SSS ticket for the specified target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.
Upon successful execution, this protocol server MUST return three collections. 
The first collection MUST contain the claims (2) that represent the group of SSS users who are administrators of the specified target application.
The second collection MUST contain the claims (2) of the members of the group target application if the specified target application is a group target application. If the specified target application is not a group target application, the collection MUST have zero items.
The third collection MUST contain the claims (2) of who can redeem an SSS ticket for the specified target application. If the target application type is not IndividualWithTicketing or GroupWithTicketing, the collection MUST have zero items.

	GetApplicationFields
	This operation is used to retrieve all the target application fields for the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.

	GetApplicationGroupClaims
	This operation is used to retrieve the set of claims (2) that represent the group of SSS users that are group members for a specified group target application in the specified SSS partition. If the specified target application is not a group target application the set MUST have 0 items. The caller MUST be an administrator of the specified target application.

	GetApplications
	This operation is used to retrieve a list of all the target applications in the specified SSS partition where the caller is an administrator of the target applications. If the caller has implementation specific authorization to retrieve all the target applications in the specified SSS partition then all the target applications in the specified SSS partition are returned.

	GetApplicationTicketRedeemerClaims
	This operation is used to retrieve the set of claims (2) that represent the group of SSS users that can redeem an SSS ticket for a specified target application in the specified SSS partition. If the target application type is not IndividualWithTicketing or GroupWithTicketing, the set MUST have 0 items. The caller MUST be an administrator of the specified target application.

	GetChangeMasterSecretKeyToken
	This operation is used to retrieve an implementation-specific string used as a token for changing the master secret key.

	GetChildConnectionSettings
	[bookmark: Appendix_A_Target_18]This operation is used to fetch the connection settings object of the specified parent name in the specified SSS partition.<18>

	GetConnectionSettings
	[bookmark: Appendix_A_Target_19]This operation is used to fetch the connection settings object for the specified name in the specified SSS partition.<19> The credentials to connect to the target application and its proxy are also retrieved if the parameter to include them is specified.

	GetCredentials
	This operation is used to retrieve the credentials of the caller for the specified target application in the specified SSS partition, when the type of the specified target application is not RestrictedIndividual or RestrictedGroup.

	GetRestrictedCredentials
	This operation is used to retrieve the credentials of the caller for the specified target application in the specified SSS partition, when the type of the specified target application is either RestrictedIndividual or RestrictedGroup.

	GetSystemApplications
	This operation is used to retrieve the information for all the target applications that can be accessed by the caller in the specified SSS partition. The target applications that can be accessed by the caller MUST include all the group target applications in the specified SSS partition where the caller is a member of the group target application and all the individual target applications in the specified SSS partition.


	GetUserApplication
	This operation is used to retrieve target application for the specified target application name that can be accessed by the caller in the specified SSS partition. To retrieve a target application, the specified target application MUST be an individual target application; or if the target application is a group target application, the caller MUST be a member of the group target application.

	GetUserApplicationFields
	This operation is used to retrieve all the target application fields for the specified target application name that can be accessed by the caller in the SSS partition. To retrieve the target application fields the specified target application MUST be an individual target application or if the target application is a group target application, the caller MUST be a member of the group target application.

	GetUserApplications
	This operation is used to retrieve the information for all the target applications that can be accessed by the caller in the specified SSS partition. The target applications that can be accessed by the caller MUST include all the group target applications in the specified SSS partition where the caller is a member of the group target application and all the individual target applications in the specified SSS partition.

	IsMasterSecretKeyPopulated
	This operation is used to determine whether the master secret key exists in the SSS store.

	IssueTicket
	This operation is used to issue a SSS ticket to represent the calling SSS user in the specified SSS partition. The issued SSS ticket is then stored in the SSS store to be redeemed at a later time by another SSS user with a RedeemTicket request, as specified in section 3.1.4.22, to retrieve the credentials associated with the original SSS user represented by the SSS ticket.

	RedeemTicket
	This operation is used to redeem a SSS ticket issued by a previous IssueTicket request, as specified in section 3.1.4.21, to retrieve the set of credentials associated with the SSS user represented by the specified SSS ticket for the specified target application in the specified SSS partition from the SSS store.

	SetChangeKeyPassphrase
	This operation is used to store the specified byte array used to perform implementation-specific encryption on the master secret key on the protocol server.

	SetCredentials
	This operation is used to set credentials for the caller for the specified individual target application in the specified SSS partition.

	SetGroupCredentials
	This operation is used to set credentials for the specified group target application in the specified SSS partition. The caller MUST be an administrator of the specified group target application.

	SetMasterSecretKey
	This operation is used to retrieve the encrypted master secret key from the SSS store and decrypt using the specified passphrase hash as the key using an implementation specific algorithm. The plain text master secret key is maintained locally by the protocol server for encrypting and decrypting credentials.

	SetUserCredentials
	This operation is used to set the credentials for an SSS user for the specified individual target application in the SSS partition. The caller MUST be an administrator of the specified individual target application.

	UpdateApplication
	This operation is used to update the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.

	UpdateConnectionSettings
	[bookmark: Appendix_A_Target_20]This operation is used to update an existing connection settings object in the specified SSS partition.<20>



[bookmark: section_1384df72539049aebbaba6828aa417df][bookmark: _Toc83915319]ChangeMasterSecretKey
[bookmark: CC_babe808dfcb4af1c58063d66fc772e47]This operation is used to change the master secret key. 
[bookmark: CC_fcaa8c5341809b552ced428718399f1e]The following is the WSDL port type specification of the ChangeMasterSecretKey WSDL operation.
<wsdl:operation name="ChangeMasterSecretKey" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/ChangeMasterSecretKey" message="tns:ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_e86fa37e75511b7cf7b5c1d2489c94ab]The protocol client sends an ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage request message and the protocol server MUST NOT respond with any message.
· The protocol server MUST ignore this request if the specified token is not valid or the caller fails an implementation specific authorization check for changing the master secret key.
· If the master secret key does not exist, the protocol server MUST randomly generate a master secret key and perform implementation-specific encryption on it using the given byte array and store the encrypted master secret key in the SSS store.
· If the master secret key exists, the protocol server MUST randomly generate a new master secret key and perform implementation-specific encryption on it using the given byte array and store the encrypted master secret key in the SSS store. Then, the protocol server MUST also re-encrypt all the credentials stored in the SSS store using the generated master secret key.
[bookmark: section_2cc02a967f5e4602b85c68261f91982d][bookmark: _Toc83915320]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage
	The request WSDL message for the ChangeMasterSecretKey WSDL operation.



[bookmark: section_68c0a7869dd04c6c83c5206f36ee649e][bookmark: _Toc83915321]ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage
The request WSDL message for the ChangeMasterSecretKey WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/ChangeMasterSecretKey
The SOAP body contains the ChangeMasterSecretKey element.
[bookmark: section_f6a5d9d6a4b74e8fae7b845e71040f7f][bookmark: _Toc83915322]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	ChangeMasterSecretKey
	The input data for the ChangeMasterSecretKey WSDL operation.



[bookmark: section_74089d4deb55449c8d3bd79e4ed77070][bookmark: _Toc83915323]ChangeMasterSecretKey
The ChangeMasterSecretKey element specifies the input data for the ChangeMasterSecretKey WSDL operation.
<xs:element name="ChangeMasterSecretKey" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="token" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_eb5e1f7fbd8eb0ad58bf71dc6025abbf]token: A string that will be used by the protocol server to determine whether this operation is allowed. This string is retrieved by the operation described in section 3.1.4.14.
[bookmark: CC_9d0ea9cf316fa96590d24ed8dc090212]passPhraseHash:  A byte array, derived from an implementation specific hash of an administrator supplied passphrase, used as an encryption key to encrypt the master secret key using an implementation specific algorithm.  It MUST be 32 bytes in length.
[bookmark: section_b7b9bc1d1d314c3c8209f5d56aabc675][bookmark: _Toc83915324]Complex Types
None.
[bookmark: section_e670f332b027432c855eee2cb847da83][bookmark: _Toc83915325]Simple Types
None.
[bookmark: section_127212023886453ab0e5db8476f531f4][bookmark: _Toc83915326]Attributes
None.
[bookmark: section_f662961f476c4b168db666be93790de3][bookmark: _Toc83915327]Groups
None.
[bookmark: section_d557a805b0dd409cb5a83fd46fb25cc8][bookmark: _Toc83915328]Attribute Groups
None.
[bookmark: section_95706fb7942a49e4a063cbab3cc91b08][bookmark: _Toc83915329]CreateApplication
[bookmark: CC_354312464d8626e9164df148e3471cb0]This operation is used to create a new target application in the specified SSS partition.
[bookmark: CC_0641feb6590c6a492aad413c8332ae6d]The following is the WSDL port type specification of the CreateApplication WSDL operation.
<wsdl:operation name="CreateApplication" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplication" message="tns:ISecureStoreServiceApplication_CreateApplication_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationResponse" message="tns:ISecureStoreServiceApplication_CreateApplication_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentOutOfRangeExceptionFault" name="ArgumentOutOfRangeExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentOutOfRangeExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_CreateApplication_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_ce24006be185b21824f8ddbecccb51e5]The protocol client sends an ISecureStoreServiceApplication_CreateApplication_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_CreateApplication_OutputMessage response message.
When a target application is created, the protocol client MUST specify claims for target application administrators. If the target application type is Group, the protocol client MUST specify the groupClaims member of the applicationClaims parameter. If the target application type is IndividualWithTicketing or GroupWithTicketing, the protocol client MUST specify the ticketRedeemerClaims member of the applicationClaims parameter.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The administratorClaims member in the specified applicationClaims parameter is NULL or empty.

	ArgumentException
	The target application is group target application, but the groupClaims member in the specified applicationClaims parameter is NULL or empty.

	ArgumentException
	The target application type is IndividualWithTicketing or GroupWithTicketing, but the ticketRedeemerClaims member in the specified applicationClaims parameter is NULL or empty.

	ArgumentException
	The contactEmail member of the application parameter is not a valid email address, as determined using implementation-specific checks, or its length is greater than 128.

	ArgumentException
	The applicationId member of the application parameter has a length equal to 0 or greater than 256.

	ArgumentException
	The friendlyName member of the application parameter has a length equal to zero or greater than 256.

	ArgumentException
	The type member of the application parameter is not a valid TargetApplicationType.

	ArgumentException
	The credentialManagementUrl member of the application parameter is not a valid URL or its length is greater than 2084.

	ArgumentOutOfRangeException
	The number of target application fields in the specified applicationFields parameter is zero or greater than 10.

	ArgumentOutOfRangeException
	[bookmark: Appendix_A_Target_21]The target application type is IndividualWithTicketing or GroupWithTicketing, but the ticketTimeout member of application parameter is 0 or greater than 525600.<21>

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for creating the target application.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation-specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The specified target application already exists.



[bookmark: section_53319d7c350a4bb2bcdd8da3788dc689][bookmark: _Toc83915330]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_CreateApplication_InputMessage
	The request WSDL message for the CreateApplication WSDL operation.

	ISecureStoreServiceApplication_CreateApplication_OutputMessage
	The response WSDL message for the CreateApplication WSDL operation.



[bookmark: section_c7be45723e9a4bc79ba0039ee8730066][bookmark: _Toc83915331]ISecureStoreServiceApplication_CreateApplication_InputMessage
The request WSDL message for the CreateApplication WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplication
The SOAP body contains the CreateApplication element.
[bookmark: section_b00b3a4c5b5d4646aabcf0b55d026df0][bookmark: _Toc83915332]ISecureStoreServiceApplication_CreateApplication_OutputMessage
The response WSDL message for the CreateApplication WSDL operation.
The SOAP body contains the CreateApplicationResponse element.
[bookmark: section_f511a7c015dc4c1e97e20f09049f352a][bookmark: _Toc83915333]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	CreateApplication
	The input data for the CreateApplication WSDL operation.

	CreateApplicationResponse
	The result data for the CreateApplication WSDL operation.



[bookmark: section_3cb99a95a1d04387a8f344ca270a9734][bookmark: _Toc83915334]CreateApplication
The CreateApplication element specifies the input data for the CreateApplication WSDL operation.
<xs:element name="CreateApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="application" nillable="true" type="q1:TargetApplication"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationFields" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationClaims" nillable="true" type="q1:TargetApplicationClaims"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_191ff0c4cb4c4d4fb4c0a49bd12feb5c]rawPartitionId:  A GUID that identifies the SSS partition of the target application is to be created. 
[bookmark: CC_7a1a638ca504afd1629476c64fb40a85]application: The target application to be created.
[bookmark: CC_a7ff4ac3265e31a949f95dbc960e3bcc]applicationFields: List of the target application fields for the target application.
[bookmark: CC_935bac4c2fa1b6ed236a182137b47770]applicationClaims: claims for the target application.
[bookmark: section_c7b98490f72b4e4bb3dd2f648b087e75][bookmark: _Toc83915335]CreateApplicationResponse
The CreateApplicationResponse element specifies the result data for the CreateApplication WSDL operation.
<xs:element name="CreateApplicationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_955ab2650e72417ab517981de52a0321][bookmark: _Toc83915336]Complex Types
None.
[bookmark: section_4b9e6798eedc4ee6989de6ad61c48a3c][bookmark: _Toc83915337]Simple Types
None.
[bookmark: section_147b58bfeca54162b852c34ff6e7b122][bookmark: _Toc83915338]Attributes
None.
[bookmark: section_78e668600c244c5ca21f0d69a18b58de][bookmark: _Toc83915339]Groups
None.
[bookmark: section_bfb0e7d1db0e4be1a02b2887c9bc0a85][bookmark: _Toc83915340]Attribute Groups
None.
[bookmark: section_e324c0034df548c1823433f933204267][bookmark: _Toc83915341]DeleteAllUserCredentials
[bookmark: CC_3d496bc795dd7948063c87c5ae5430ef]This operation is used to delete the credentials of an SSS user for all the individual target applications in the specified SSS partition.
[bookmark: CC_d9fdfe9a4a1db8ed7e1c1424f8a8d1ef]The following is the WSDL port type specification of the DeleteAllUserCredentials WSDL operation.
<wsdl:operation name="DeleteAllUserCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentials" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_f6ba93f12728da42df1e40a256bc1894]The protocol client sends an ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with one exact error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	The caller failed an implementation specific authorization check for deleting an SSS user’s credentials for all the individual target applications.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	There are no credentials found for the SSS user specified by claim (2) parameter in the specified SSS partition.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.



[bookmark: section_f33d1159cc4e44b2bb3ff9fcd06e6d9d][bookmark: _Toc83915342]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage
	The request WSDL message for the DeleteAllUserCredentials WSDL operation.

	ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage
	The response WSDL message for the DeleteAllUserCredentials WSDL operation.



[bookmark: section_3f6d93bb1adc4e968ba1dda6c8971a85][bookmark: _Toc83915343]ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage
The request WSDL message for the DeleteAllUserCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentials
The SOAP body contains the DeleteAllUserCredentials element.
[bookmark: section_4843ab0e8df54d0a96b450cfe9c4818e][bookmark: _Toc83915344]ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage
The response WSDL message for the DeleteAllUserCredentials WSDL operation.
The SOAP body contains the DeleteAllUserCredentialsResponse element.
[bookmark: section_fe663c1d93454291aff63f959f9595e2][bookmark: _Toc83915345]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	DeleteAllUserCredentials
	The input data for the DeleteAllUserCredentials WSDL operation.

	DeleteAllUserCredentialsResponse
	The result data for the DeleteAllUserCredentials WSDL operation.



[bookmark: section_a32515f9845a45579824d17e462f3627][bookmark: _Toc83915346]DeleteAllUserCredentials
The DeleteAllUserCredentials element specifies the input data for the DeleteAllUserCredentials WSDL operation.
<xs:element name="DeleteAllUserCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_9f788c9c4a03ddca181e86763b82bb71]rawPartitionId: A GUID that identifies the SSS partition.
[bookmark: CC_17fb509953673b8a1283400cd5031e4e]claim: The identity claim (2) for the SSS user whose credentials are to be deleted from all the target applications in the specified SSS partition. 
[bookmark: section_f890b0752c214c5787af6b2fa74a911d][bookmark: _Toc83915347]DeleteAllUserCredentialsResponse
The DeleteAllUserCredentialsResponse element specifies the result data for the DeleteAllUserCredentials WSDL operation.
<xs:element name="DeleteAllUserCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_512fbd4417154462bd86fd593ae112be][bookmark: _Toc83915348]Complex Types
None.
[bookmark: section_1edd5cb9fb4d42d68309e2ae68161558][bookmark: _Toc83915349]Simple Types
None.
[bookmark: section_474d52a2b2724f24809ef4721fe12359][bookmark: _Toc83915350]Attributes
None.
[bookmark: section_31ed7a197a394863a550a93969094f41][bookmark: _Toc83915351]Groups
None.
[bookmark: section_513603b5b6dc4c3c86087eef728cba95][bookmark: _Toc83915352]Attribute Groups
None.
[bookmark: section_0fa24bf071cd4f4fb68a32c4094607ef][bookmark: _Toc83915353]DeleteApplication
[bookmark: CC_45554208d5ccbfef3e03b66f0604b03e]This operation is used to delete the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_c9ba3910205b4bfd704d25063184dee1]The following is the WSDL port type specification of the DeleteApplication WSDL operation.
<wsdl:operation name="DeleteApplication" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplication" message="tns:ISecureStoreServiceApplication_DeleteApplication_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationResponse" message="tns:ISecureStoreServiceApplication_DeleteApplication_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_68e41a6700f5bc5cb065217be2e01665]The protocol client sends an ISecureStoreServiceApplication_DeleteApplication_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_DeleteApplication_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application identified by the applicationId parameter does not exist in the specified SSS partition.



[bookmark: section_38092c2e9dac491ea4bbba7c3551516e][bookmark: _Toc83915354]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_DeleteApplication_InputMessage
	The request WSDL message for the DeleteApplication WSDL operation.

	ISecureStoreServiceApplication_DeleteApplication_OutputMessage
	The response WSDL message for the DeleteApplication WSDL operation.



[bookmark: section_70c3115f94b34deeb7a7feb80cb5066e][bookmark: _Toc83915355]ISecureStoreServiceApplication_DeleteApplication_InputMessage
The request WSDL message for the DeleteApplication WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplication
The SOAP body contains the DeleteApplication element.
[bookmark: section_706207667bb445bb9ba445cb904739fe][bookmark: _Toc83915356]ISecureStoreServiceApplication_DeleteApplication_OutputMessage
The response WSDL message for the DeleteApplication WSDL operation.
The SOAP body contains the DeleteApplicationResponse element.
[bookmark: section_78c1705c788243f19af0fb3975ad0ba7][bookmark: _Toc83915357]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	DeleteApplication
	The input data for the DeleteApplication WSDL operation.

	DeleteApplicationResponse
	The result data for the DeleteApplication WSDL operation.



[bookmark: section_5b79d740deee4e859bcb05ade104d6cc][bookmark: _Toc83915358]DeleteApplication
The DeleteApplication element specifies the input data for the DeleteApplication WSDL operation.
<xs:element name="DeleteApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_79d2645fd260ead6fb6d850ce4313020]rawPartitionId: A GUID that identifies the SSS partition of the target application to be deleted. 
[bookmark: CC_fa3e33724335f5a73b39c0a899dcc8fc]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_7307fab698bd482a9f11ed62791cc64e][bookmark: _Toc83915359]DeleteApplicationResponse
The DeleteApplicationResponse element specifies the result data for the DeleteApplication WSDL operation.
<xs:element name="DeleteApplicationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_83dc8da604164a87bf477fe569a17b22][bookmark: _Toc83915360]Complex Types
None.
[bookmark: section_ffc0573c61b84da4bd5649864162afeb][bookmark: _Toc83915361]Simple Types
None.
[bookmark: section_b72bff9415ed4e40bff0ae92d1de7372][bookmark: _Toc83915362]Attributes
None.
[bookmark: section_579effa566b94c6ebbdbe7381e2b83e3][bookmark: _Toc83915363]Groups
None.
[bookmark: section_ed18720ef40940a1a6a87573463b2eb9][bookmark: _Toc83915364]Attribute Groups
None.
[bookmark: section_c6d05ae1cd3e4f0993bdc7223c6525be][bookmark: _Toc83915365]DeleteCredentials
[bookmark: CC_f969ed74f1d2a2e7fb0400a863887f48]This operation is used to delete all the credentials of the caller for the specified individual target application in the specified SSS partition.
[bookmark: CC_adf3872210d7ea51021ec634bfe9fdf1]The following is the WSDL port type specification of the DeleteCredentials WSDL operation.
<wsdl:operation name="DeleteCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentials" message="tns:ISecureStoreServiceApplication_DeleteCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_42338ac862c72819b32c8050b8985d37]The protocol client sends an ISecureStoreServiceApplication_DeleteCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_DeleteCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.

	SecureStoreServiceCredentialsNotFoundFault
	There are no credentials found for the caller in the SSS store for the specified target application.

	SecureStoreServiceTargetApplicationNotFoundFault 
	The target application identified by the specified applicationId parameter is a group target application.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_5c03fb9df29f416aa48070c893859340][bookmark: _Toc83915366]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_DeleteCredentials_InputMessage
	The request WSDL message for the DeleteCredentials WSDL operation.

	ISecureStoreServiceApplication_DeleteCredentials_OutputMessage
	The response WSDL message for the DeleteCredentials WSDL operation.



[bookmark: section_fa9fb11285d1475d8d76ee2d61996639][bookmark: _Toc83915367]ISecureStoreServiceApplication_DeleteCredentials_InputMessage
The request WSDL message for the DeleteCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentials
The SOAP body contains the DeleteCredentials element.
[bookmark: section_9b0002e713554f77b5e02496b1854fb6][bookmark: _Toc83915368]ISecureStoreServiceApplication_DeleteCredentials_OutputMessage
The response WSDL message for the DeleteCredentials WSDL operation.
The SOAP body contains the DeleteCredentialsResponse element.
[bookmark: section_4f7d2af85ef9451da090741b3cccc073][bookmark: _Toc83915369]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	DeleteCredentials
	The input data for the DeleteCredentials WSDL operation.

	DeleteCredentialsResponse
	The result data for the DeleteCredentials WSDL operation.



[bookmark: section_788c81928d9641de85216ba6fca921d6][bookmark: _Toc83915370]DeleteCredentials
The DeleteCredentials element specifies the input data for the DeleteCredentials WSDL operation.
<xs:element name="DeleteCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_22dc629bbfcd8f970ee010c8c64e8566]rawPartitionId: A GUID that identifies the SSS partition of the target application. 
[bookmark: CC_a5101d36f315830251be9dc18b0e2aef]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length. 
[bookmark: section_5db2bf19946b4ef5b6d23f3c5b7973a3][bookmark: _Toc83915371]DeleteCredentialsResponse
The DeleteCredentialsResponse element specifies the result data for the DeleteCredentials WSDL operation.
<xs:element name="DeleteCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_51ac4daa3ec14c66bb50ca7dbb5fae00][bookmark: _Toc83915372]Complex Types
None.
[bookmark: section_ae0059530401419eb500c2a1eeefa14d][bookmark: _Toc83915373]Simple Types
None.
[bookmark: section_3209562fb9614c2280abf78f4137ea7c][bookmark: _Toc83915374]Attributes
None.
[bookmark: section_f99bd6b6e442443d8f859383b9996508][bookmark: _Toc83915375]Groups
None.
[bookmark: section_7eb9958c97334b77afc09e09284c7cf2][bookmark: _Toc83915376]Attribute Groups
None.
[bookmark: section_2d2f74f4cee94b35a8af2b1af2b26a24][bookmark: _Toc83915377]DeleteUserCredentials
[bookmark: CC_57a76415b39461f1356f6bcce8f63b26]This operation is used to delete all the credentials for an SSS user for the specified individual target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_f2c4c562b095521c42f37cd0f6a2f929]The following is the WSDL port type specification of the DeleteUserCredentials WSDL operation.
<wsdl:operation name="DeleteUserCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentials" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_e268c9d377cec11a63c8bbc93f9ab966]The protocol client sends an ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceCredentialsNotFoundFault
	The target application identified by the specified applicationId parameter is a group target application.

	SecureStoreServiceCredentialsNotFoundFault
	There are no credentials found for the SSS user specified by claim (2) parameter in the SSS store for the specified target application.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_6ceba55f50ae44418b126a34a6b0e5b2][bookmark: _Toc83915378]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage
	The request WSDL message for the DeleteUserCredentials WSDL operation.

	ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage
	The response WSDL message for the DeleteUserCredentials WSDL operation.



[bookmark: section_be60b08dbe794f648de57d7dc669887f][bookmark: _Toc83915379]ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage
The request WSDL message for the DeleteUserCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentials
The SOAP body contains the DeleteUserCredentials element.
[bookmark: section_fa45b745eb6b4f0b9c02fdad8fd37a4b][bookmark: _Toc83915380]ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage
The response WSDL message for the DeleteUserCredentials WSDL operation.
The SOAP body contains the DeleteUserCredentialsResponse element.
[bookmark: section_db9a17356fcb4d9fab7b92893621b69e][bookmark: _Toc83915381]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	DeleteUserCredentials
	The input data for the DeleteUserCredentials WSDL operation.

	DeleteUserCredentialsResponse
	The result data for the DeleteUserCredentials WSDL operation.



[bookmark: section_271cef91adda4a8fb2f41693fee377f2][bookmark: _Toc83915382]DeleteUserCredentials
The DeleteUserCredentials element specifies the input data for the DeleteUserCredentials WSDL operation.
<xs:element name="DeleteUserCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_5a6a7a71d751f0a8d83f5ff80b423b57]rawPartitionId:  A GUID that identifies the SSS partition of the target application.
[bookmark: CC_9f23341890592256bfd5d1a84dc16a74]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_598fe9b36749fb8559f9998a8b02fe7e]claim: The identity claim (2) for the SSS user whose credentials are to be deleted. 
[bookmark: section_aa958888fbf94a1480cf09df4abb7a12][bookmark: _Toc83915383]DeleteUserCredentialsResponse
The DeleteUserCredentialsResponse element specifies the result data for the DeleteUserCredentials WSDL operation.
<xs:element name="DeleteUserCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_e1b26329a7a345fd87c5642de8b93c48][bookmark: _Toc83915384]Complex Types
None.
[bookmark: section_91b590d28ff6475e9a8f6a3588dfad59][bookmark: _Toc83915385]Simple Types
None.
[bookmark: section_2432f850a6874709ab60f4978d132610][bookmark: _Toc83915386]Attributes
None.
[bookmark: section_0bc006a6b80c4fb295c8e97a4afe7bf2][bookmark: _Toc83915387]Groups
None.
[bookmark: section_d2cdf1bc872b42cc982c3b172ef99b91][bookmark: _Toc83915388]Attribute Groups
None.
[bookmark: section_a13a0fe6ed4f4de3bed01f0ac95dc6c2][bookmark: _Toc83915389]GetApplication
[bookmark: CC_914f2a96cb629d18ecd15a03cbf743be]This operation is used to retrieve target application for the specified target application name in the specified SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_3723d06478a6955abd8e0f5915662526]The following is the WSDL port type specification of the GetApplication WSDL operation.
<wsdl:operation name="GetApplication" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplication" message="tns:ISecureStoreServiceApplication_GetApplication_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationResponse" message="tns:ISecureStoreServiceApplication_GetApplication_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplication_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplication_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplication_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_219a4793b215e9050fa8012fbe510720]The protocol client sends an ISecureStoreServiceApplication_GetApplication_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetApplication_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_81672519ab0e4b7aab2955267040f32e][bookmark: _Toc83915390]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplication_InputMessage
	The request WSDL message for the GetApplication WSDL operation.

	ISecureStoreServiceApplication_GetApplication_OutputMessage
	The response WSDL message for the GetApplication WSDL operation.



[bookmark: section_3f58cc29a528459abb61ac9866202bc3][bookmark: _Toc83915391]ISecureStoreServiceApplication_GetApplication_InputMessage
The request WSDL message for the GetApplication WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplication
The SOAP body contains the GetApplication element.
[bookmark: section_3cc57667f3814ba795205b2bf64b89fe][bookmark: _Toc83915392]ISecureStoreServiceApplication_GetApplication_OutputMessage
The response WSDL message for the GetApplication WSDL operation.
The SOAP body contains the GetApplicationResponse element.
[bookmark: section_98748e074a214277a4e747bafe3fc65c][bookmark: _Toc83915393]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplication
	The input data for the GetApplication WSDL operation.

	GetApplicationResponse
	The result data for the GetApplication WSDL operation.



[bookmark: section_a110a31571d546c884173ceb55206f86][bookmark: _Toc83915394]GetApplication
The GetApplication element specifies the input data for the GetApplication WSDL operation.
<xs:element name="GetApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_876f401d07d86ca8ac09d15cbd58bbda]rawPartitionId: A GUID that identifies the SSS partition of the target application. 
[bookmark: CC_c55e761ea5f84fdbcd6672b08e907673]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_98f13195c2ae462e9a86d4b5672c459a][bookmark: _Toc83915395]GetApplicationResponse
The GetApplicationResponse element specifies the result data for the GetApplication WSDL operation.
<xs:element name="GetApplicationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationResult" nillable="true" type="q1:TargetApplication"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_62a02bbe438262aa4eab028cc7990e13]GetApplicationResult: target application information for specified applicationId parameter in the specified SSS partition.
[bookmark: section_229350103d2a4b75876990e425af38d7][bookmark: _Toc83915396]Complex Types
None.
[bookmark: section_c544fab8395942e4b548950fec313fe6][bookmark: _Toc83915397]Simple Types
None.
[bookmark: section_d1a46cee34324de2b1d1c72340dd4d21][bookmark: _Toc83915398]Attributes
None.
[bookmark: section_7b78cdc6fba745c7a18979e2bc75a97f][bookmark: _Toc83915399]Groups
None.
[bookmark: section_1d54ab578c874d3fa6c692d4e14bedf9][bookmark: _Toc83915400]Attribute Groups
None.
[bookmark: section_3b0bf9ed567a41feb671abd45578abdd][bookmark: _Toc83915401]GetApplicationAdministratorClaims
[bookmark: CC_ab87bf4391a20cf9ac9273b47327b45f]This operation is used to retrieve the set of claims (2) that represent the group of SSS users that are administrators for the specified target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_d585d580ca984894ca30de4eef7b303f]The following is the WSDL port type specification of the GetApplicationAdministratorClaims WSDL operation.
<wsdl:operation name="GetApplicationAdministratorClaims" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaims" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_d35a6f11f8a9ceb618a6985b9a6d9267]The protocol client sends an ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.



[bookmark: section_cf4d911c78c241d2b79685ebb3a9e407][bookmark: _Toc83915402]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage
	The request WSDL message for the GetApplicationAdministratorClaims WSDL operation.

	ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage
	The response WSDL message for the GetApplicationAdministratorClaims WSDL operation.



[bookmark: section_1799ef4cbc4e466fabb809e6ce3a1066][bookmark: _Toc83915403]ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage
The request WSDL message for the GetApplicationAdministratorClaims WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaims
The SOAP body contains the GetApplicationAdministratorClaims element.
[bookmark: section_9addcd4602504f1382b4157b81b121fd][bookmark: _Toc83915404]ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage
The response WSDL message for the GetApplicationAdministratorClaims WSDL operation.
The SOAP body contains the GetApplicationAdministratorClaimsResponse element.
[bookmark: section_4bbc4ccc5c2e45548795ea7e50c3224b][bookmark: _Toc83915405]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplicationAdministratorClaims
	The input data for the GetApplicationAdministratorClaims WSDL operation.

	GetApplicationAdministratorClaimsResponse
	The result data for the GetApplicationAdministratorClaims WSDL operation.



[bookmark: section_67bfc5a11bf24b0f8f00fea55fe6fcd8][bookmark: _Toc83915406]GetApplicationAdministratorClaims
The GetApplicationAdministratorClaims element specifies the input data for the GetApplicationAdministratorClaims WSDL operation.
<xs:element name="GetApplicationAdministratorClaims" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_786f73e8a725ec912d19f8aebb316ff1]rawPartitionId:  A GUID that identifies the SSS partition of the target application.
[bookmark: CC_f59430a25a161d9438de014112cefb21]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_55b37dbb0a3944a293d11aeb7ed18a5e][bookmark: _Toc83915407]GetApplicationAdministratorClaimsResponse
The GetApplicationAdministratorClaimsResponse element specifies the result data for the GetApplicationAdministratorClaims WSDL operation.
<xs:element name="GetApplicationAdministratorClaimsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationAdministratorClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_74363bc726c359f44c12bdf22cd34365]GetApplicationAdministratorClaimsResult:  the element contains claims of administrators of the specified target application on the specified SSS partition.  If the target application for the specified applicationId does not exist on the specified SSS partition, the result contains 0 items.
[bookmark: section_565b521e027b4651a8e24af640c56c65][bookmark: _Toc83915408]Complex Types
None.
[bookmark: section_34bf0263907a438badb710e7d6bccf94][bookmark: _Toc83915409]Simple Types
None.
[bookmark: section_39e69e388160427281fefb822136eaae][bookmark: _Toc83915410]Attributes
None.
[bookmark: section_463afefa33f5424c9c06af3e06b6a3d5][bookmark: _Toc83915411]Groups
None.
[bookmark: section_1b862c29ec714286ae7d1b05b621e5e5][bookmark: _Toc83915412]Attribute Groups
None.
[bookmark: section_2f9b0b9b908349a7a49bdd91fb3dc51a][bookmark: _Toc83915413]GetApplicationClaims
[bookmark: CC_4bbf013f0180a12828b91992c443b12b]This operation is used to retrieve the set of claims (2) that represent the SSS users that are administrators, group members and SSS users that can redeem an SSS ticket for the specified target application in the specified SSS partition. The caller MUST be an administrator of the specified target application.
Upon successful execution, this protocol server MUST return three collections. 
The first collection MUST contain the claims (2) that represent the group of SSS users who are administrators of the specified target application.
The second collection MUST contain the claims (2) of the members of the group target application if the specified target application is a group target application. If the specified target application is not a group target application, the collection MUST have zero items.
The third collection MUST contain the claims (2) of who can redeem an SSS ticket for the specified target application. If the target application type is not IndividualWithTicketing or GroupWithTicketing, the collection MUST have zero items.
[bookmark: CC_1594b033a056e11096018da591c86e90]The following is the WSDL port type specification of the GetApplicationClaims WSDL operation.
<wsdl:operation name="GetApplicationClaims" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaims" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_097974592de865b9463bb2be3be2ebd1]The protocol client sends an ISecureStoreServiceApplication_GetApplicationClaims_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage response message. 
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.

	ArgumentNullException
	The specified applicationId parameter is NULL.



[bookmark: section_d20d5159290b40c3a8334e84c20eec34][bookmark: _Toc83915414]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplicationClaims_InputMessage
	The request WSDL message for the GetApplicationClaims WSDL operation.

	ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage
	The response WSDL message for the GetApplicationClaims WSDL operation.



[bookmark: section_fd8cae88c04d47528b22c2965acfafc0][bookmark: _Toc83915415]ISecureStoreServiceApplication_GetApplicationClaims_InputMessage
The request WSDL message for the GetApplicationClaims WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaims
The SOAP body contains the GetApplicationClaims element.
[bookmark: section_c83d4669f0d847f48dd24441b17dd343][bookmark: _Toc83915416]ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage
The response WSDL message for the GetApplicationClaims WSDL operation.
The SOAP body contains the GetApplicationClaimsResponse element.
[bookmark: section_b5375d3b391d4f559bd5b291abe3aaea][bookmark: _Toc83915417]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplicationClaims
	The input data for the GetApplicationClaims WSDL operation.

	GetApplicationClaimsResponse
	The result data for the GetApplicationClaims WSDL operation.



[bookmark: section_5b8fcee228504ed2a9a22d02ff8a381d][bookmark: _Toc83915418]GetApplicationClaims
The GetApplicationClaims element specifies the input data for the GetApplicationClaims WSDL operation.
<xs:element name="GetApplicationClaims" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_d35c86a04fd11e0b5130e8135078f20a]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_3b16cea0ce9ca412dcf357e5eb2e9d5c]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_3d260cad78624805bec39aa1dd167407][bookmark: _Toc83915419]GetApplicationClaimsResponse
The GetApplicationClaimsResponse element specifies the result data for the GetApplicationClaims WSDL operation.
<xs:element name="GetApplicationClaimsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationClaimsResult" nillable="true" type="q1:TargetApplicationClaims"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_a52707d6fcb3e2cf7fb90fc59736747b]GetApplicationClaimsResult: A set of claims (2) that represent the SSS users that are administrators, group members, or SSS users that can redeem an SSS ticket for the specified target application in the specified SSS partition.
[bookmark: section_237b63d3a35d468cbadf866d659b43b3][bookmark: _Toc83915420]Complex Types
None.
[bookmark: section_daed5cd69a1b45689fa49e12e2daeff0][bookmark: _Toc83915421]Simple Types
None.
[bookmark: section_3b0b9c4987184cd481d137742a20e1c7][bookmark: _Toc83915422]Attributes
None.
[bookmark: section_63926681753b4e40871cd307c9332399][bookmark: _Toc83915423]Groups
None.
[bookmark: section_6453b88c45b4467db34724fb520ce609][bookmark: _Toc83915424]Attribute Groups
None.
[bookmark: section_652b6f08de2d47b4bc4812fcc554e4e5][bookmark: _Toc83915425]GetApplicationFields
[bookmark: CC_be3301f3477b5c4cdee032be945fae3b]This operation is used to retrieve all the target application fields for the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_4caa824342f58336d3e188b72869d090]The following is the WSDL port type specification of the GetApplicationFields WSDL operation.
<wsdl:operation name="GetApplicationFields" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFields" message="tns:ISecureStoreServiceApplication_GetApplicationFields_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationFields_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_14244f44a5abb474a6628cf1612e2ef9]The protocol client sends an ISecureStoreServiceApplication_GetApplicationFields_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetApplicationFields_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is less than 1 or greater than 256.

	ArgumentNullException
	While performing implementation-specific operations, the protocol server encounters a NULL value for an argument that does not accept NULL values.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_b67c452d79de43edac2ea71d5939ab9c][bookmark: _Toc83915426]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplicationFields_InputMessage
	The request WSDL message for the GetApplicationFields WSDL operation.

	ISecureStoreServiceApplication_GetApplicationFields_OutputMessage
	The response WSDL message for the GetApplicationFields WSDL operation.



[bookmark: section_18b4c958962f4c1ea8c314dbb549103f][bookmark: _Toc83915427]ISecureStoreServiceApplication_GetApplicationFields_InputMessage
The request WSDL message for the GetApplicationFields WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFields
The SOAP body contains the GetApplicationFields element.
[bookmark: section_7e1f4afccea74102aba8349abb2bd427][bookmark: _Toc83915428]ISecureStoreServiceApplication_GetApplicationFields_OutputMessage
The response WSDL message for the GetApplicationFields WSDL operation.
The SOAP body contains the GetApplicationFieldsResponse element.
[bookmark: section_10878482339c44fda9bcd8c085ac2793][bookmark: _Toc83915429]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplicationFields
	The input data for the GetApplicationFields WSDL operation.

	GetApplicationFieldsResponse
	The result data for the GetApplicationFields WSDL operation.



[bookmark: section_83815a74c86340849affb407adc93370][bookmark: _Toc83915430]GetApplicationFields
The GetApplicationFields element specifies the input data for the GetApplicationFields WSDL operation.
<xs:element name="GetApplicationFields" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_6badaca4993b9c1b610c3fc204bc4135]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_eff321a24217353c348ee9eb228c1172]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_5567795952b64b52bd6cb680df4e8e08][bookmark: _Toc83915431]GetApplicationFieldsResponse
The GetApplicationFieldsResponse element specifies the result data for the GetApplicationFields WSDL operation.
<xs:element name="GetApplicationFieldsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationFieldsResult" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_43bcaf9b5f768de4b966e7de0368a0ab]GetApplicationFieldsResult: The list of target application fields for the specified target application.
[bookmark: section_59f3bc0cf4de4bfdb892e995646cfdd8][bookmark: _Toc83915432]Complex Types
None.
[bookmark: section_347390ee6d654a599610e8b87dd98704][bookmark: _Toc83915433]Simple Types
None.
[bookmark: section_67ef0fc7bad444e2816ddd7cc1f03ae6][bookmark: _Toc83915434]Attributes
None.
[bookmark: section_a48b0b05022a46208f598b008b89b7f5][bookmark: _Toc83915435]Groups
None.
[bookmark: section_6c28bdd511aa48e682b842014cf65252][bookmark: _Toc83915436]Attribute Groups
None.
[bookmark: section_268f6e36f55f489ab9b069d1dd421fd3][bookmark: _Toc83915437]GetApplicationGroupClaims
[bookmark: CC_73405386519ebc6a30b94496602d9466]This operation is used to retrieve the set of claims (2) that represent the group of SSS users that are group members for a specified group target application in the specified SSS partition. If the specified target application is not a group target application the set MUST have 0 items. The caller MUST be an administrator of the specified target application.
[bookmark: CC_a38d2429f81164092b7d9b6d6b001dfa]The following is the WSDL port type specification of the GetApplicationGroupClaims WSDL operation.
<wsdl:operation name="GetApplicationGroupClaims" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaims" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_31534b4905336b42e0d6db37d27b1b98]The protocol client sends an ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_b825880ccdc54880bacf4b4c9f6817e4][bookmark: _Toc83915438]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage
	The request WSDL message for the GetApplicationGroupClaims WSDL operation.

	ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage
	The response WSDL message for the GetApplicationGroupClaims WSDL operation.



[bookmark: section_0ba168bd712c41d388927e3be7e62eee][bookmark: _Toc83915439]ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage
The request WSDL message for the GetApplicationGroupClaims WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaims
The SOAP body contains the GetApplicationGroupClaims element.
[bookmark: section_2e57b1bd083b49e0af83bc829d4748a6][bookmark: _Toc83915440]ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage
The response WSDL message for the GetApplicationGroupClaims WSDL operation.
The SOAP body contains the GetApplicationGroupClaimsResponse element.
[bookmark: section_7276d3802cd64cf689977351decfe9cd][bookmark: _Toc83915441]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplicationGroupClaims
	The input data for the GetApplicationGroupClaims WSDL operation.

	GetApplicationGroupClaimsResponse
	The result data for the GetApplicationGroupClaims WSDL operation.



[bookmark: section_6baf243a88fb415099d897de01307c9b][bookmark: _Toc83915442]GetApplicationGroupClaims
The GetApplicationGroupClaims element specifies the input data for the GetApplicationGroupClaims WSDL operation.
<xs:element name="GetApplicationGroupClaims" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_1d1b452007fd01cc3c5ee052252a2bff]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_0c9ebed62fa74d4f56c237bfbf966b05]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_b2810e8dacc34092925045124ae1c4a7][bookmark: _Toc83915443]GetApplicationGroupClaimsResponse
The GetApplicationGroupClaimsResponse element specifies the result data for the GetApplicationGroupClaims WSDL operation.
<xs:element name="GetApplicationGroupClaimsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationGroupClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_0b29b81fe3309e71c763348d4d139881]GetApplicationGroupClaimsResult:  the element contains set of claims (2) that represent the group of SSS users that are group members for a specified group target application in the specified SSS partition.
If the specified target application is not a group target application the set MUST have 0 items.
[bookmark: section_f6bfdcdbdf5d49c592df2cd3b8244254][bookmark: _Toc83915444]Complex Types
None.
[bookmark: section_b74d9e1e629940ca865fe355c2255070][bookmark: _Toc83915445]Simple Types
None.
[bookmark: section_5e57bd3ed14f419ca2111af34fd7dc3c][bookmark: _Toc83915446]Attributes
None.
[bookmark: section_4e9abdc1b4194ebdb3089fd5659a48a4][bookmark: _Toc83915447]Groups
None.
[bookmark: section_7a372ca784b24aaea7b8e96b5c007ed8][bookmark: _Toc83915448]Attribute Groups
None.
[bookmark: section_5ba872091d004a59b8342ffacf751a90][bookmark: _Toc83915449]GetApplications
[bookmark: CC_4091e8cc6c9ba992382cb672a3b919c1]This operation is used to retrieve a list of all the target applications in the specified SSS partition where the caller is an administrator of the target applications. If the caller has implementation specific authorization to retrieve all the target applications in the specified SSS partition then all the target applications in the specified SSS partition are returned.
[bookmark: CC_2388ee558f6d6e25c64f187011aa5a30]The following is the WSDL port type specification of the GetApplications WSDL operation.
<wsdl:operation name="GetApplications" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplications" message="tns:ISecureStoreServiceApplication_GetApplications_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetApplications_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplications_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_0a1a90b2eee7ec4d5dc1b328b6f299d2]The protocol client sends an ISecureStoreServiceApplication_GetApplications_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetApplications_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	An implementation specific authorization check for retrieving all the target applications failed.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.



[bookmark: section_67e6280eabe2449db251366057ff6ebf][bookmark: _Toc83915450]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplications_InputMessage
	The request WSDL message for the GetApplications WSDL operation.

	ISecureStoreServiceApplication_GetApplications_OutputMessage
	The response WSDL message for the GetApplications WSDL operation.



[bookmark: section_ac2f22a9cd07490b9d2ea164aefe3ad3][bookmark: _Toc83915451]ISecureStoreServiceApplication_GetApplications_InputMessage
The request WSDL message for the GetApplications WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplications
The SOAP body contains the GetApplications element.
[bookmark: section_6a562de55935405b83de47d244e6843d][bookmark: _Toc83915452]ISecureStoreServiceApplication_GetApplications_OutputMessage
The response WSDL message for the GetApplications WSDL operation.
The SOAP body contains the GetApplicationsResponse element.
[bookmark: section_53580978af914142bd1237ea6a7008ac][bookmark: _Toc83915453]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplications
	The input data for the GetApplications WSDL operation.

	GetApplicationsResponse
	The result data for the GetApplications WSDL operation.



[bookmark: section_370cb54367634b35894c70d47a061088][bookmark: _Toc83915454]GetApplications
The GetApplications element specifies the input data for the GetApplications WSDL operation.
<xs:element name="GetApplications" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_0907e2a008994e4f16e7f5dadcb49402]rawPartitionId: A GUID that identifies the SSS partition of the target applications. 
[bookmark: section_588c68e10a3f4f5b81ee13621bd94925][bookmark: _Toc83915455]GetApplicationsResponse
The GetApplicationsResponse element specifies the result data for the GetApplications WSDL operation.
<xs:element name="GetApplicationsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_6ea8ad8b02db11dda49344d2e1afd5c0]GetApplicationsResult: The list of target applications in the specified SSS partition.
[bookmark: section_7fb2beb0de10471a84e012fba5d71dd4][bookmark: _Toc83915456]Complex Types
None.
[bookmark: section_f4fadaac646a4f6abcd90b6a6c3b4c30][bookmark: _Toc83915457]Simple Types
None.
[bookmark: section_24ec60ca1331451ba2243bcead91687a][bookmark: _Toc83915458]Attributes
None.
[bookmark: section_ea7ff595a2e74f4b9b552d44db18f3f4][bookmark: _Toc83915459]Groups
None.
[bookmark: section_34dace77edef44c4a639be3e566602df][bookmark: _Toc83915460]Attribute Groups
None.
[bookmark: section_8be81a3f14eb4f71a4e9dda98913b1ae][bookmark: _Toc83915461]GetApplicationTicketRedeemerClaims
[bookmark: CC_367b71026335f4544595e6d701f4a0f7]This operation is used to retrieve the set of claims (2) that represent the group of SSS users that can redeem an SSS ticket for a specified target application in the specified SSS partition. If the target application type is not IndividualWithTicketing or GroupWithTicketing, the set MUST have 0 items. The caller MUST be an administrator of the specified target application.
[bookmark: CC_c6a15b5d67065a5263c895b1d41f12b6]The following is the WSDL port type specification of the GetApplicationTicketRedeemerClaims WSDL operation.
<wsdl:operation name="GetApplicationTicketRedeemerClaims" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaims" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_e843d4e2534fbc3aa517e472d0e4be5a]The protocol client sends an ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation-specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.



[bookmark: section_485bf155f9354c11a51f68ab6154f8a3][bookmark: _Toc83915462]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage
	The request WSDL message for the GetApplicationTicketRedeemerClaims WSDL operation.

	ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage
	The response WSDL message for the GetApplicationTicketRedeemerClaims WSDL operation.



[bookmark: section_d89c85fa68544b9f808215a487e8eee2][bookmark: _Toc83915463]ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage
The request WSDL message for the GetApplicationTicketRedeemerClaims WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaims
The SOAP body contains the GetApplicationTicketRedeemerClaims element.
[bookmark: section_6a8c7f66804b4e70af5988a27a5095c5][bookmark: _Toc83915464]ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage
The response WSDL message for the GetApplicationTicketRedeemerClaims WSDL operation.
The SOAP body contains the GetApplicationTicketRedeemerClaimsResponse element.
[bookmark: section_63d3e1dd19f04346b017a4d4e5d1e80a][bookmark: _Toc83915465]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetApplicationTicketRedeemerClaims
	The input data for the GetApplicationTicketRedeemerClaims WSDL operation.

	GetApplicationTicketRedeemerClaimsResponse
	The result data for the GetApplicationTicketRedeemerClaims WSDL operation.



[bookmark: section_2e3156aac16d4d77a73a3422cf9ae0d3][bookmark: _Toc83915466]GetApplicationTicketRedeemerClaims
The GetApplicationTicketRedeemerClaims element specifies the input data for the GetApplicationTicketRedeemerClaims WSDL operation.
<xs:element name="GetApplicationTicketRedeemerClaims" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_5810da2898d4ac66ebaf4d45213571ec]rawPartitionId:  A GUID that identifies the SSS partition of the target application.
[bookmark: CC_328f8e74335b1bc358cd1f1319ad63b3]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_1af5a0f5aaff4d19a466a568e776361f][bookmark: _Toc83915467]GetApplicationTicketRedeemerClaimsResponse
The GetApplicationTicketRedeemerClaimsResponse element specifies the result data for the GetApplicationTicketRedeemerClaims WSDL operation.
<xs:element name="GetApplicationTicketRedeemerClaimsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationTicketRedeemerClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_e29619a04d031ec6a85bd4d68d6d903c]GetApplicationTicketRedeemerClaimsResult:  the element contains set of claims (2) that represent the group of SSS users that can redeem an SSS ticket for a specified target application in the specified SSS partition.
If the target application type is not IndividualWithTicketing or GroupWithTicketing, the set MUST have 0 items.
[bookmark: section_56221d67a688422695a7fdc83a7330d2][bookmark: _Toc83915468]Complex Types
None.
[bookmark: section_e6d6180d592440d2868de8cd78461315][bookmark: _Toc83915469]Simple Types
None.
[bookmark: section_95b2aef2716c49e38869bd43743a61e5][bookmark: _Toc83915470]Attributes
None.
[bookmark: section_ec6f5f6f35ab42d3a5a606c747a28988][bookmark: _Toc83915471]Groups
None.
[bookmark: section_a69e1a474c954fc0a00fb334f35aaaa7][bookmark: _Toc83915472]Attribute Groups
None.
[bookmark: section_c300139c7c824ed09896a8c5f11d4ca4][bookmark: _Toc83915473]GetChangeMasterSecretKeyToken
[bookmark: CC_fe32b766b7167ad9f128ab360259c0b5]This operation is used to retrieve an implementation-specific string used as a token for changing the master secret key.
[bookmark: CC_554dd72a263e0000e3d8d1e284eb9f4c]The following is the WSDL port type specification of the GetChangeMasterSecretKeyToken WSDL operation.
<wsdl:operation name="GetChangeMasterSecretKeyToken" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyToken" message="tns:ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyTokenResponse" message="tns:ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_d407f6942330b34650ce6bc0b054c6d4]The protocol client sends an ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage response message.
· The protocol server MUST ignore this request if the caller fails an implementation-specific authorization check for changing the master secret key.
· The protocol server MUST invalidate the token after an implementation-specific time period.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	Exception
	The token cannot be reserved because of an implementation-specific reason.

	Exception
	[bookmark: Appendix_A_Target_22]The token cannot be reserved because a previously reserved token is still valid.<22>



[bookmark: section_3ef2035dfeaf45189d99d2a773ad4686][bookmark: _Toc83915474]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage
	The request WSDL message for the GetChangeMasterSecretKeyToken WSDL operation.

	ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage
	The response WSDL message for the GetChangeMasterSecretKeyToken WSDL operation.



[bookmark: section_6313485262db4a4bb63eb162458550c3][bookmark: _Toc83915475]ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage
The request WSDL message for the GetChangeMasterSecretKeyToken WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyToken
The SOAP body contains the GetChangeMasterSecretKeyToken element.
[bookmark: section_0095b21f92ac4c98ac4673284267e2bf][bookmark: _Toc83915476]ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage
The response WSDL message for the GetChangeMasterSecretKeyToken WSDL operation.
The SOAP body contains the GetChangeMasterSecretKeyTokenResponse element.
[bookmark: section_ecb89cca72d34360ba7a26ce5cb1e971][bookmark: _Toc83915477]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetChangeMasterSecretKeyToken
	The input data for the GetChangeMasterSecretKeyToken WSDL operation.

	GetChangeMasterSecretKeyTokenResponse
	The result data for the GetChangeMasterSecretKeyToken WSDL operation.



[bookmark: section_d3737d1d13e3496384e6f1c8f63c5069][bookmark: _Toc83915478]GetChangeMasterSecretKeyToken
The GetChangeMasterSecretKeyToken element specifies the input data for the GetChangeMasterSecretKeyToken WSDL operation.
<xs:element name="GetChangeMasterSecretKeyToken" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_eecf26c81f0c4fb583ddcc6b58fbb187][bookmark: _Toc83915479]GetChangeMasterSecretKeyTokenResponse
The GetChangeMasterSecretKeyTokenResponse element specifies the result data for the GetChangeMasterSecretKeyToken WSDL operation.
<xs:element name="GetChangeMasterSecretKeyTokenResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="GetChangeMasterSecretKeyTokenResult" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_b245f9095c8f341693edc17bdc01f20c]GetChangeMasterSecretKeyTokenResult: A token that can be used to change the master secret key.
[bookmark: section_52f5bb6c87b54b1899842bd83f141c20][bookmark: _Toc83915480]Complex Types
None.
[bookmark: section_be4b006122734fd0bb82c95e8ec55307][bookmark: _Toc83915481]Simple Types
None.
[bookmark: section_78ad9ce578b843d7a5760ecccb947348][bookmark: _Toc83915482]Attributes
None.
[bookmark: section_5d29385c6c994a3db75d7a8ad89d464d][bookmark: _Toc83915483]Groups
None.
[bookmark: section_262e121bd7f24c339a4848b252730d17][bookmark: _Toc83915484]Attribute Groups
None.
[bookmark: section_7572eb3dce37481ca7da65583aa1821c][bookmark: _Toc83915485]GetCredentials
[bookmark: CC_20cd96302cf774f6b54b3b23f8c9e79f]This operation is used to retrieve the credentials of the caller for the specified target application in the specified SSS partition, when the type of the specified target application is not RestrictedIndividual or RestrictedGroup.
[bookmark: CC_70ce6bf70b78b1abf36a052be124c5d8]The following is the WSDL port type specification of the GetCredentials WSDL operation.
<wsdl:operation name="GetCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentials" message="tns:ISecureStoreServiceApplication_GetCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsResponse" message="tns:ISecureStoreServiceApplication_GetCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_26653f5c5cbeee12df83c62ff5410f2e]The protocol client sends an ISecureStoreServiceApplication_GetCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is less than 1 or greater than 256.

	SecureStoreServiceCredentialsNotFoundFault
	The credentials are not found for the target application identified by the specified applicationId parameter.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The type of the specified target application in the specified SSS partition is either RestrictedIndividual or RestrictedGroup.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_a3a0328fe131464e8498e28c6153e083][bookmark: _Toc83915486]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetCredentials_InputMessage
	The request WSDL message for the GetCredentials WSDL operation.

	ISecureStoreServiceApplication_GetCredentials_OutputMessage
	The response WSDL message for the GetCredentials WSDL operation.



[bookmark: section_b8cad6b4fe9a41a1ae3c24b788d611cb][bookmark: _Toc83915487]ISecureStoreServiceApplication_GetCredentials_InputMessage
The request WSDL message for the GetCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentials
The SOAP body contains the GetCredentials element.
[bookmark: section_228dde0206b349b2a2efc3a5ffca9e74][bookmark: _Toc83915488]ISecureStoreServiceApplication_GetCredentials_OutputMessage
The response WSDL message for the GetCredentials WSDL operation.
The SOAP body contains the GetCredentialsResponse element.
[bookmark: section_0a03ad7a825a447e8d88c89c99af080c][bookmark: _Toc83915489]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetCredentials
	The input data for the GetCredentials WSDL operation.

	GetCredentialsResponse
	The result data for the GetCredentials WSDL operation.



[bookmark: section_b0b1d0379372456abd6e9dd2295bdfb0][bookmark: _Toc83915490]GetCredentials
The GetCredentials element specifies the input data for the GetCredentials WSDL operation.
<xs:element name="GetCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_510542eb064cf06d4249f7e7ea506af0]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_e92d6458c362cdf34a1e713700714e4b]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_299fc4d90bcd48f4b83b83e3ccce7cfa][bookmark: _Toc83915491]GetCredentialsResponse
The GetCredentialsResponse element specifies the result data for the GetCredentials WSDL operation.
<xs:element name="GetCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetCredentialsResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_949d1368abbd653c3bdec72abef87cfc]GetCredentialsResult: A list of credentials of the caller for the specified target application in the specified SSS partition.
[bookmark: section_7b04ccde8ed240598d6fe9776bed5492][bookmark: _Toc83915492]Complex Types
None.
[bookmark: section_2af41d658b9944b29d55ff17b77571f5][bookmark: _Toc83915493]Simple Types
None.
[bookmark: section_99d64f59aecb4f9c9e5505abe552ea6c][bookmark: _Toc83915494]Attributes
None.
[bookmark: section_3583253f87614733aeb864133b61fcaf][bookmark: _Toc83915495]Groups
None.
[bookmark: section_956edeba942c46028bf1e7ce3c842d66][bookmark: _Toc83915496]Attribute Groups
None.
[bookmark: section_b25d48072c694814ba3d8cd930e46239][bookmark: _Toc83915497]GetRestrictedCredentials
[bookmark: CC_ef0019cd86482b597da52e706511cb1a]This operation is used to retrieve the credentials of the caller for the specified target application in the specified SSS partition, when the type of the specified target application is either RestrictedIndividual or RestrictedGroup.
[bookmark: CC_a5d1976079bb29ff819b4dd9d6c28b02]The following is the WSDL port type specification of the GetRestrictedCredentials WSDL operation.
<wsdl:operation name="GetRestrictedCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentials" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsResponse" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_8ede1e727100108fc0bb53b14099dac2]The protocol client sends an ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceCredentialsNotFoundFault
	The credentials are not found for the target application identified by the specified applicationId parameter.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_ae0204e11cd44432b9c2914328228f16][bookmark: _Toc83915498]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage
	The request WSDL message for the GetRestrictedCredentials WSDL operation.

	ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage
	The response WSDL message for the GetRestrictedCredentials WSDL operation.



[bookmark: section_6f6a971dda684b77aac056f3655fd7a6][bookmark: _Toc83915499]ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage
The request WSDL message for the GetRestrictedCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentials
The SOAP body contains the GetRestrictedCredentials element.
[bookmark: section_2e466eaa661f46939cd2b417d3e6a522][bookmark: _Toc83915500]ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage
The response WSDL message for the GetRestrictedCredentials WSDL operation.
The SOAP body contains the GetRestrictedCredentialsResponse element.
[bookmark: section_2a43ab201c77443ca0c8bbfbe65a1478][bookmark: _Toc83915501]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetRestrictedCredentials
	The input data for the GetRestrictedCredentials WSDL operation.

	GetRestrictedCredentialsResponse
	The result data for the GetRestrictedCredentials WSDL operation.



[bookmark: section_7756d21468684f288f630d06cc96cd20][bookmark: _Toc83915502]GetRestrictedCredentials
The GetRestrictedCredentials element specifies the input data for the GetRestrictedCredentials WSDL operation.
<xs:element name="GetRestrictedCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_d509d4a04dc2662b9f397ac85983c71f]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_aba25efd6da7a22d61090add32380e8d]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_bc12166022ee4fa28e11ce7e76b3a8a9][bookmark: _Toc83915503]GetRestrictedCredentialsResponse
The GetRestrictedCredentialsResponse element specifies the result data for the GetRestrictedCredentials WSDL operation.
<xs:element name="GetRestrictedCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetRestrictedCredentialsResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_a334a0307e3fd5bddabc59f985607b3e]GetRestrictedCredentialsResult:  A list of credentials of the caller for the specified target application in the specified SSS partition.
[bookmark: section_94457a5d1e234799a8efdf0bfad0a5c6][bookmark: _Toc83915504]Complex Types
None.
[bookmark: section_0629381d119f44708b949f938f1aaac7][bookmark: _Toc83915505]Simple Types
None.
[bookmark: section_5c0066e9aad94cddbf8edaa9731726a7][bookmark: _Toc83915506]Attributes
None.
[bookmark: section_e04b72ee8f1a4f0e9a1a119634bd0881][bookmark: _Toc83915507]Groups
None.
[bookmark: section_4849b153bea0472b8c17596736f285aa][bookmark: _Toc83915508]Attribute Groups
None.
[bookmark: section_58cdb6b368a6490c8f13e0e5112c7e9c][bookmark: _Toc83915509]GetUserApplication
[bookmark: CC_fc66291f63478d18141d0b8cd13264f9]This operation is used to retrieve target application for the specified target application name that can be accessed by the caller in the specified SSS partition. To retrieve a target application, the specified target application MUST be an individual target application; or if the target application is a group target application, the caller MUST be a member of the group target application.
[bookmark: CC_c6574e9bdc672f457aaed99ddc403e06]The following is the WSDL port type specification of the GetUserApplication WSDL operation.
<wsdl:operation name="GetUserApplication" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplication" message="tns:ISecureStoreServiceApplication_GetUserApplication_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationResponse" message="tns:ISecureStoreServiceApplication_GetUserApplication_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_8291b08839430f74e94e5b7a6bd7ae85]The protocol client sends an ISecureStoreServiceApplication_GetUserApplication_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetUserApplication_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application identified by the applicationId parameter does not exist in the specified SSS partition.



[bookmark: section_c331e86ace674ee3a82a1015c907803b][bookmark: _Toc83915510]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetUserApplication_InputMessage
	The request WSDL message for the GetUserApplication WSDL operation.

	ISecureStoreServiceApplication_GetUserApplication_OutputMessage
	The response WSDL message for the GetUserApplication WSDL operation.



[bookmark: section_3dd52a4950bf40deaf448eaaee5d9ad3][bookmark: _Toc83915511]ISecureStoreServiceApplication_GetUserApplication_InputMessage
The request WSDL message for the GetUserApplication WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplication
The SOAP body contains the GetUserApplication element.
[bookmark: section_bc09343abd844cb4aa9a1bfbd136e6c2][bookmark: _Toc83915512]ISecureStoreServiceApplication_GetUserApplication_OutputMessage
The response WSDL message for the GetUserApplication WSDL operation.
The SOAP body contains the GetUserApplicationResponse element.
[bookmark: section_8a79729d355946c4b52cd22420fc6e55][bookmark: _Toc83915513]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetUserApplication
	The input data for the GetUserApplication WSDL operation.

	GetUserApplicationResponse
	The result data for the GetUserApplication WSDL operation.



[bookmark: section_f9311c2ce7a84bfa87e097eecb6288a8][bookmark: _Toc83915514]GetUserApplication
The GetUserApplication element specifies the input data for the GetUserApplication WSDL operation.
<xs:element name="GetUserApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_d80edb3f8a07257afb73b4472e594889]rawPartitionId: A GUID that identifies the SSS partition of the target application. 
[bookmark: CC_35f722a51da1acada47472661d516338]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_956892d144a94ca2b342e4888ab41690][bookmark: _Toc83915515]GetUserApplicationResponse
The GetUserApplicationResponse element specifies the result data for the GetUserApplication WSDL operation.
<xs:element name="GetUserApplicationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationResult" nillable="true" type="q1:TargetApplication"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_12d3c4e38e12fb9f7fa90561b2ac32f5]GetUserApplicationResult: target application information for specified applicationId parameter that can be accessed by the caller in the specified SSS partition. 
[bookmark: section_f9e157f2ebf94cdf990add78bb7baf44][bookmark: _Toc83915516]Complex Types
None.
[bookmark: section_b50ef88cc8aa460a8f73bda463637640][bookmark: _Toc83915517]Simple Types
None.
[bookmark: section_1ea255a3359149f7936b74db757e1250][bookmark: _Toc83915518]Attributes
None.
[bookmark: section_9648590553dd4522aa8cb9dd38311d80][bookmark: _Toc83915519]Groups
None.
[bookmark: section_fa8a4dda119847fca4657122b00bf8be][bookmark: _Toc83915520]Attribute Groups
None.
[bookmark: section_330fc517d9c441b4856e6bac9d0cca0f][bookmark: _Toc83915521]GetUserApplicationFields
[bookmark: CC_95d17162429f3837a4e9bf22372e4767]This operation is used to retrieve all the target application fields for the specified target application name that can be accessed by the caller in the SSS partition. To retrieve the target application fields the specified target application MUST be an individual target application or if the target application is a group target application, the caller MUST be a member of the group target application.
[bookmark: CC_582cd5bda22667d4460e79fa69240bd6]The following is the WSDL port type specification of the GetUserApplicationFields WSDL operation.
<wsdl:operation name="GetUserApplicationFields" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFields" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsResponse" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_90f557986e05b249a70398ff3f8d9dbc]The protocol client sends an ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application identified by the applicationId parameter does not exist in the specified SSS partition.



[bookmark: section_e154367f952147fabf129799a5a27c80][bookmark: _Toc83915522]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage
	The request WSDL message for the GetUserApplicationFields WSDL operation.

	ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage
	The response WSDL message for the GetUserApplicationFields WSDL operation.



[bookmark: section_c6e8a53a458b4b718b0b435dde26c82d][bookmark: _Toc83915523]ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage
The request WSDL message for the GetUserApplicationFields WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFields
The SOAP body contains the GetUserApplicationFields element.
[bookmark: section_19ad777f80ed4249b288cf3b39cff20a][bookmark: _Toc83915524]ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage
The response WSDL message for the GetUserApplicationFields WSDL operation.
The SOAP body contains the GetUserApplicationFieldsResponse element.
[bookmark: section_7c322dd1300f443e94a72d57ef2c7593][bookmark: _Toc83915525]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetUserApplicationFields
	The input data for the GetUserApplicationFields WSDL operation.

	GetUserApplicationFieldsResponse
	The result data for the GetUserApplicationFields WSDL operation.



[bookmark: section_7390ba15639941d58357b54bb5bc8a3c][bookmark: _Toc83915526]GetUserApplicationFields
The GetUserApplicationFields element specifies the input data for the GetUserApplicationFields WSDL operation.
<xs:element name="GetUserApplicationFields" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_4b0ae03eedd7e679db5759ea753cfc1a]rawPartitionId: A GUID that identifies the SSS partition of the target application. 
[bookmark: CC_9c878464e3c5a06e54e3b2c2313019a4]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_7e77e66627474b3f8b24bc9e3d9c1ec7][bookmark: _Toc83915527]GetUserApplicationFieldsResponse
The GetUserApplicationFieldsResponse element specifies the result data for the GetUserApplicationFields WSDL operation.
<xs:element name="GetUserApplicationFieldsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationFieldsResult" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_45f5d435c8015df39fe0aac546f70ece]GetUserApplicationFieldsResult: The list of target application fields for the specified target application that can be accessed by the caller. 
[bookmark: section_362026fbc8534155a614c81ca0d7f7d5][bookmark: _Toc83915528]Complex Types
None.
[bookmark: section_a96fd1dd07a14fd08702e15eb17e82f5][bookmark: _Toc83915529]Simple Types
None.
[bookmark: section_f54cd0c0cf304b31ba562e2881302ded][bookmark: _Toc83915530]Attributes
None.
[bookmark: section_3bfd149130924c8eb0e5087ecf2e965e][bookmark: _Toc83915531]Groups
None.
[bookmark: section_7924122194eb4505ae0e5f51da86a792][bookmark: _Toc83915532]Attribute Groups
None.
[bookmark: section_2987ac5f13354054b1926bd19430a53e][bookmark: _Toc83915533]GetUserApplications
[bookmark: CC_803246dc12c5d44c37aaaa743123882c]This operation is used to retrieve the information for all the target applications that can be accessed by the caller in the specified SSS partition. The target applications that can be accessed by the caller MUST include all the group target applications in the specified SSS partition where the caller is a member of the group target application and all the individual target applications in the specified SSS partition.
[bookmark: CC_1a64eba06ba9db496fbcb40946eb4ee7]The following is the WSDL port type specification of the GetUserApplications WSDL operation.
<wsdl:operation name="GetUserApplications" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplications" message="tns:ISecureStoreServiceApplication_GetUserApplications_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetUserApplications_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplications_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_231c4e6e5ea0f8a2cf905b884007a222]The protocol client sends an ISecureStoreServiceApplication_GetUserApplications_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetUserApplications_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.



[bookmark: section_9a55e852b5794a78a19fa03568ac0924][bookmark: _Toc83915534]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetUserApplications_InputMessage
	The request WSDL message for the GetUserApplications WSDL operation.

	ISecureStoreServiceApplication_GetUserApplications_OutputMessage
	The response WSDL message for the GetUserApplications WSDL operation.



[bookmark: section_c3153f1df75b4665b9ad0514e097fcd5][bookmark: _Toc83915535]ISecureStoreServiceApplication_GetUserApplications_InputMessage
The request WSDL message for the GetUserApplications WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplications
The SOAP body contains the GetUserApplications element.
[bookmark: section_e99b849fd0364510bc6cab817cefee21][bookmark: _Toc83915536]ISecureStoreServiceApplication_GetUserApplications_OutputMessage
The response WSDL message for the GetUserApplications WSDL operation.
The SOAP body contains the GetUserApplicationsResponse element.
[bookmark: section_6552750c87ed43e3a3f20b30dd3a3e86][bookmark: _Toc83915537]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetUserApplications
	The input data for the GetUserApplications WSDL operation.

	GetUserApplicationsResponse
	The result data for the GetUserApplications WSDL operation.



[bookmark: section_ba62c932090b498bbac929361e866418][bookmark: _Toc83915538]GetUserApplications
The GetUserApplications element specifies the input data for the GetUserApplications WSDL operation.
<xs:element name="GetUserApplications" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_224a298777c991323a0761a84fcb0973]rawPartitionId:  A GUID that identifies the SSS partition.
[bookmark: section_bff17877f7ef414faaacae47da3830cf][bookmark: _Toc83915539]GetUserApplicationsResponse
The GetUserApplicationsResponse element specifies the result data for the GetUserApplications WSDL operation.
<xs:element name="GetUserApplicationsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_1de4028d88ebe6ad2a147493c838cb55]GetUserApplicationsResult: The list of all the target applications returned that can be accessed by the caller. 
[bookmark: section_41c60c29259b45d1b018c8cbaabf3617][bookmark: _Toc83915540]Complex Types
None.
[bookmark: section_627a121600994fafb852668c0cb4a172][bookmark: _Toc83915541]Simple Types
None.
[bookmark: section_f47d7cc5248141b88164fe09c695142e][bookmark: _Toc83915542]Attributes
None.
[bookmark: section_b86a7d6d1da34d73863e2b1cf1387d99][bookmark: _Toc83915543]Groups
None.
[bookmark: section_1cec7b535ab54c00bdd3c857d558bc2d][bookmark: _Toc83915544]Attribute Groups
None.
[bookmark: section_66528945a8bc42e790e09d07e547f2be][bookmark: _Toc83915545]IsMasterSecretKeyPopulated
[bookmark: CC_2f9c9f0d6d210e9e3e74226ed6a51242]This operation is used to determine whether the master secret key exists in the SSS store.
[bookmark: CC_8ca7fd4d1f5fe8a96888b0ca5598b2ad]The following is the WSDL port type specification of the IsMasterSecretKeyPopulated WSDL operation.
<wsdl:operation name="IsMasterSecretKeyPopulated" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulated" message="tns:ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulatedResponse" message="tns:ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_7b07f6e8b67b796c5c9334dbb6646ff1][bookmark: section_278101031eee41ab917d01c3ff55ea51][bookmark: _Toc83915546]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage
	The request WSDL message for the IsMasterSecretKeyPopulated WSDL operation.

	ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage
	The response WSDL message for the IsMasterSecretKeyPopulated WSDL operation.



[bookmark: section_e0dfb40e781f4224bd6646576e38e798][bookmark: _Toc83915547]ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage
The request WSDL message for the IsMasterSecretKeyPopulated WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulated
The SOAP body contains the IsMasterSecretKeyPopulated element.
[bookmark: section_46b6d439b75844bbbf22be4dbeccf3cb][bookmark: _Toc83915548]ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage
The response WSDL message for the IsMasterSecretKeyPopulated WSDL operation.
The SOAP body contains the IsMasterSecretKeyPopulatedResponse element.
[bookmark: section_abd2bb53c96244edb671be202e94d1fd][bookmark: _Toc83915549]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	IsMasterSecretKeyPopulated
	The input data for the IsMasterSecretKeyPopulated WSDL operation.

	IsMasterSecretKeyPopulatedResponse
	The result data for the IsMasterSecretKeyPopulated WSDL operation.



[bookmark: section_7724938f89e64db6a12e19d810b2e28c][bookmark: _Toc83915550]IsMasterSecretKeyPopulated
The IsMasterSecretKeyPopulated element specifies the input data for the IsMasterSecretKeyPopulated WSDL operation.
<xs:element name="IsMasterSecretKeyPopulated" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_f26d47a0d3c44bca911f975009256128][bookmark: _Toc83915551]IsMasterSecretKeyPopulatedResponse
The IsMasterSecretKeyPopulatedResponse element specifies the result data for the IsMasterSecretKeyPopulated WSDL operation.
<xs:element name="IsMasterSecretKeyPopulatedResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="IsMasterSecretKeyPopulatedResult" type="xs:boolean"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_bf2222cf815a897b38cf4a5651de5966]IsMasterSecretKeyPopulatedResult: The result data for an IsMasterSecretKeyPopulated operation. If the master secret key is stored in SSS store, the server MUST set this element’s value to true. Otherwise, the server MUST set this element’s value to false. 
[bookmark: section_50bc42aa110a4c86a9667830996e7a52][bookmark: _Toc83915552]Complex Types
None.
[bookmark: section_8aba35373f4441bfb5f2b32dddcc350c][bookmark: _Toc83915553]Simple Types
None.
[bookmark: section_c96116e7b4494b1b9f604c7288f49c0c][bookmark: _Toc83915554]Attributes
None.
[bookmark: section_66be4f9003f34a92aa901a11456be3f2][bookmark: _Toc83915555]Groups
None.
[bookmark: section_9de5e654f7f44e6098e834e8fbcfef06][bookmark: _Toc83915556]Attribute Groups
None.
[bookmark: section_5a9f219944e340de91e0003d166677eb][bookmark: _Toc83915557]IssueTicket
[bookmark: CC_391b9fb6789499628b624dddf46a88b7]This operation is used to issue a SSS ticket to represent the calling SSS user in the specified SSS partition. The issued SSS ticket is then stored in the SSS store to be redeemed at a later time by another SSS user with a RedeemTicket request, as specified in section 3.1.4.22, to retrieve the credentials associated with the original SSS user represented by the SSS ticket.
[bookmark: CC_3f5608a9d53a216046936786d071e72b]The following is the WSDL port type specification of the IssueTicket WSDL operation.
<wsdl:operation name="IssueTicket" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicket" message="tns:ISecureStoreServiceApplication_IssueTicket_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicketResponse" message="tns:ISecureStoreServiceApplication_IssueTicket_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicketSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_IssueTicket_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_5a426de138e3f95e306d88081d4951a9]The protocol client sends an ISecureStoreServiceApplication_IssueTicket_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_IssueTicket_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The security principle in whose context the protocol client is operating in is not authorized to request a SSS ticket from the SSS store.



[bookmark: section_2aa206b49d3a48bd91b8afbdf2f05a2d][bookmark: _Toc83915558]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_IssueTicket_InputMessage
	The request WSDL message for the IssueTicket WSDL operation.

	ISecureStoreServiceApplication_IssueTicket_OutputMessage
	The response WSDL message for the IssueTicket WSDL operation.



[bookmark: section_690d496965894d5ea83f6b8e7da90c9f][bookmark: _Toc83915559]ISecureStoreServiceApplication_IssueTicket_InputMessage
The request WSDL message for the IssueTicket WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicket
The SOAP body contains the IssueTicket element.
[bookmark: section_a978cad2c1664e32a5a502086acc3afc][bookmark: _Toc83915560]ISecureStoreServiceApplication_IssueTicket_OutputMessage
The response WSDL message for the IssueTicket WSDL operation.
The SOAP body contains the IssueTicketResponse element.
[bookmark: section_67aa93074aab432faa0d5836d69b1ac8][bookmark: _Toc83915561]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	IssueTicket
	The input data for the IssueTicket WSDL operation.

	IssueTicketResponse
	The result data for the IssueTicket WSDL operation.



[bookmark: section_da651c1bf74e4a11a7a90cd34b44a470][bookmark: _Toc83915562]IssueTicket
The IssueTicket element specifies the input data for the IssueTicket WSDL operation.
<xs:element name="IssueTicket" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_6ec204fedba08d30950469e2326e11ec]rawPartitionId: A GUID that identifies the SSS partition of the SSS ticket that is to be issued.
[bookmark: section_b86880b2bc94439dac655804020ec728][bookmark: _Toc83915563]IssueTicketResponse
The IssueTicketResponse element specifies the result data for the IssueTicket WSDL operation.
<xs:element name="IssueTicketResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="IssueTicketResult" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_6c9f43f27b47f542ce14d5be4840419b]IssueTicketResult:  A base64 encoded string that identifies the SSS ticket. 
[bookmark: section_3e346daf7a52447987f8d41d0246912d][bookmark: _Toc83915564]Complex Types
None.
[bookmark: section_66448e58c594468c83a650d13c584be3][bookmark: _Toc83915565]Simple Types
None.
[bookmark: section_e5d7988e8a0e4000a449319c06a33b81][bookmark: _Toc83915566]Attributes
None.
[bookmark: section_5a41a09a861b4324b1b76111cce739e6][bookmark: _Toc83915567]Groups
None.
[bookmark: section_6a39691e6fa84eaf9b4196956d54216d][bookmark: _Toc83915568]Attribute Groups
None.
[bookmark: section_d26b3ce30e674b5ab07926f197fca95f][bookmark: _Toc83915569]RedeemTicket
[bookmark: CC_886819a3aa7d4997125224f64fa363c0]This operation is used to redeem a SSS ticket issued by a previous IssueTicket request, as specified in section 3.1.4.21, to retrieve the set of credentials associated with the SSS user represented by the specified SSS ticket for the specified target application in the specified SSS partition from the SSS store.
[bookmark: CC_6d6187f6aa267a7106c9123366106923]The following is the WSDL port type specification of the RedeemTicket WSDL operation.
<wsdl:operation name="RedeemTicket" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicket" message="tns:ISecureStoreServiceApplication_RedeemTicket_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketResponse" message="tns:ISecureStoreServiceApplication_RedeemTicket_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_3290233f463d53aee48f992205a277bc]The protocol client sends an ISecureStoreServiceApplication_RedeemTicket_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_RedeemTicket_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceCredentialsNotFoundFault
	The credentials cannot be found for the target application identified by the specified applicationId parameter for the SSS user represented by the SSS ticket identified by the specified base64EncodedTicket parameter.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The target application specified by the applicationId parameter is not a target application with ticketing.

	SecureStoreServiceFault
	The format of the base64EncodedTicket parameter is incorrect.

	SecureStoreServiceFault
	The SSS ticket specified by the base64EncodedTicket parameter cannot be found in the SSS store.

	SecureStoreServiceFault
	The security principal in whose context the protocol client is operating in is not a member of the specified target application’s ticket redeemer group.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_fd51ad83b8234029975240d6e3c1b5cd][bookmark: _Toc83915570]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_RedeemTicket_InputMessage
	The request WSDL message for the RedeemTicket WSDL operation.

	ISecureStoreServiceApplication_RedeemTicket_OutputMessage
	The response WSDL message for the RedeemTicket WSDL operation.



[bookmark: section_fa31ea196dcb476ebef1af505b3311db][bookmark: _Toc83915571]ISecureStoreServiceApplication_RedeemTicket_InputMessage
The request WSDL message for the RedeemTicket WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicket
The SOAP body contains the RedeemTicket element.
[bookmark: section_e8314bfd655e49408b59ff614cc1971d][bookmark: _Toc83915572]ISecureStoreServiceApplication_RedeemTicket_OutputMessage
The response WSDL message for the RedeemTicket WSDL operation.
The SOAP body contains the RedeemTicketResponse element.
[bookmark: section_7d1e30254e574bc4a8693455915ec4c5][bookmark: _Toc83915573]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	RedeemTicket
	The input data for the RedeemTicket WSDL operation.

	RedeemTicketResponse
	The result data for the RedeemTicket WSDL operation.



[bookmark: section_88d0619b0e9e4fbfab9b4c784bf4927d][bookmark: _Toc83915574]RedeemTicket
The RedeemTicket element specifies the input data for the RedeemTicket WSDL operation.
<xs:element name="RedeemTicket" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="base64EncodedTicket" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_8e54b400135fa04dfe39715145bf5568]rawPartitionId:  A GUID that identifies the SSS partition of the target application.
[bookmark: CC_c04e772990f3f53729926931e6a581e4]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_d85ac47808ce0e6d401b5a0e246531d7]base64EncodedTicket:  A base64 encoded string that identifies the SSS ticket to be redeemed.
[bookmark: section_05da9f8954a94e3aba7737c278281aec][bookmark: _Toc83915575]RedeemTicketResponse
The RedeemTicketResponse element specifies the result data for the RedeemTicket WSDL operation.
<xs:element name="RedeemTicketResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="RedeemTicketResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_5a153cbc9d338a98588b89b164e74064]RedeemTicketResult: A list of credentials associated with the SSS user represented by the specified SSS ticket for the specified target application in the specified SSS partition from the SSS store. The list MUST contain between 1 and 10 credentials, inclusive.
[bookmark: section_b259dcdec982485ab3c41372cf0110bb][bookmark: _Toc83915576]Complex Types
None.
[bookmark: section_a595b3a7d6f146cf8b06291541e5e474][bookmark: _Toc83915577]Simple Types
None.
[bookmark: section_06cccfa18715410c9ab689c5aedc4b49][bookmark: _Toc83915578]Attributes
None.
[bookmark: section_4fb1252e1eef46a791b95f8293495c82][bookmark: _Toc83915579]Groups
None.
[bookmark: section_324dfc3f877b4e41a72a2b4db853c3d3][bookmark: _Toc83915580]Attribute Groups
None.
[bookmark: section_60e0e0a5954e449db12af9eeddfd0660][bookmark: _Toc83915581]SetChangeKeyPassphrase
[bookmark: CC_e79ba7c021079316b963dad18803ac63]This operation is used to store the specified byte array used to perform implementation-specific encryption on the master secret key on the protocol server.
[bookmark: CC_c63e2730c8aa5dd46f9d323aeb60b8f3]The following is the WSDL port type specification of the SetChangeKeyPassphrase WSDL operation.
<wsdl:operation name="SetChangeKeyPassphrase" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphrase" message="tns:ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphraseResponse" message="tns:ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_a053b5f274bd8bf431679d87cea35c03]The protocol client sends an ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If the following error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	An implementation specific authorization check for storing the specified byte array fails.



[bookmark: section_4cc664df95cc4f6390e14fdac47943bf][bookmark: _Toc83915582]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage
	The request WSDL message for the SetChangeKeyPassphrase WSDL operation.

	ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage
	The response WSDL message for the SetChangeKeyPassphrase WSDL operation.



[bookmark: section_772b5b1879fd4391921f2d40cc665823][bookmark: _Toc83915583]ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage
The request WSDL message for the SetChangeKeyPassphrase WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphrase
The SOAP body contains the SetChangeKeyPassphrase element.
[bookmark: section_23b498f3f1aa499ca5a7da239509c869][bookmark: _Toc83915584]ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage
The response WSDL message for the SetChangeKeyPassphrase WSDL operation.
The SOAP body contains the SetChangeKeyPassphraseResponse element.
[bookmark: section_a758fd6a290e4a55aea5704e5c7110ec][bookmark: _Toc83915585]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetChangeKeyPassphrase
	The input data for the SetChangeKeyPassphrase WSDL operation.

	SetChangeKeyPassphraseResponse
	The result data for the SetChangeKeyPassphrase WSDL operation.



[bookmark: section_1871c34770b94341bf30d624c2c1e5e5][bookmark: _Toc83915586]SetChangeKeyPassphrase
The SetChangeKeyPassphrase element specifies the input data for the SetChangeKeyPassphrase WSDL operation.
<xs:element name="SetChangeKeyPassphrase" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_50309a0fe1ccd03abfa93c1ed6cd1061]passPhraseHash:  A byte array, derived from an implementation specific hash of an administrator supplied passphrase, used as an encryption key to encrypt the master secret key using an implementation specific algorithm.  It MUST be 32 bytes in length.  
[bookmark: section_e1754e0be84a4d2fa3a6041416edd3bc][bookmark: _Toc83915587]SetChangeKeyPassphraseResponse
The SetChangeKeyPassphraseResponse element specifies the result data for the SetChangeKeyPassphrase WSDL operation.
<xs:element name="SetChangeKeyPassphraseResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_5a1d1ea6c33d45d19051752ed20af0ba][bookmark: _Toc83915588]Complex Types
None.
[bookmark: section_9fa8c95204ef42798c8dbd6e33c776e1][bookmark: _Toc83915589]Simple Types
None.
[bookmark: section_f2531672a03a443bbd0b732df0bd58f8][bookmark: _Toc83915590]Attributes
None.
[bookmark: section_8e75dbb1dc314635b1f444ba17a7b78b][bookmark: _Toc83915591]Groups
None.
[bookmark: section_8f83208b907b4245b557e81acde17339][bookmark: _Toc83915592]Attribute Groups
None.
[bookmark: section_c72a9ded82444e35a5d0ee2a7f620d19][bookmark: _Toc83915593]SetCredentials
[bookmark: CC_98b8d1f939d58eb0bab28a8017dcc58b]This operation is used to set credentials for the caller for the specified individual target application in the specified SSS partition.
[bookmark: CC_1fc8f92055bdbcc80e6514fc57fb3252]The following is the WSDL port type specification of the SetCredentials WSDL operation.
<wsdl:operation name="SetCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentials" message="tns:ISecureStoreServiceApplication_SetCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_e292b659bf23eab5c24a4f667d9cb5c8]The protocol client sends an ISecureStoreServiceApplication_SetCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_SetCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner. 
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The target application identified by the specified applicationId parameter is a group target application.

	SecureStoreServiceFault
	The specified credentials parameter is NULL, or its count is 0 or greater than 10.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_2f0948e01aa94f0db2bd2644c37039ad][bookmark: _Toc83915594]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_SetCredentials_InputMessage
	The request WSDL message for the SetCredentials WSDL operation.

	ISecureStoreServiceApplication_SetCredentials_OutputMessage
	The response WSDL message for the SetCredentials WSDL operation.



[bookmark: section_6bf39ba866704e67a63fdce11070b916][bookmark: _Toc83915595]ISecureStoreServiceApplication_SetCredentials_InputMessage
The request WSDL message for the SetCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentials
The SOAP body contains the SetCredentials element.
[bookmark: section_6230c2093c314455acd2a57395ab1054][bookmark: _Toc83915596]ISecureStoreServiceApplication_SetCredentials_OutputMessage
The response WSDL message for the SetCredentials WSDL operation.
The SOAP body contains the SetCredentialsResponse element.
[bookmark: section_5ecfb92b832a40efbc19ea5a10586e47][bookmark: _Toc83915597]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetCredentials
	The input data for the SetCredentials WSDL operation.

	SetCredentialsResponse
	The result data for the SetCredentials WSDL operation.



[bookmark: section_70340a8d5b2846c0bc84d5165b1a3e11][bookmark: _Toc83915598]SetCredentials
The SetCredentials element specifies the input data for the SetCredentials WSDL operation.
<xs:element name="SetCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_17e9d56369fd75a28c3179c5a772e861]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_307e77cfd7c22ef6d74b5b5ab7291262]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_88a01cd6d8a947c1cd5ff992d1408bbc]credentials: A list of credentials of the caller for the specified target application in the specified SSS partition. Its count MUST be between 1 and 10, inclusive.
[bookmark: section_55f7a1b452774a4ea0a2793dae08e571][bookmark: _Toc83915599]SetCredentialsResponse
The SetCredentialsResponse element specifies the result data for the SetCredentials WSDL operation.
<xs:element name="SetCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_3edafa5d32cf4cfead11c1719c731b16][bookmark: _Toc83915600]Complex Types
None.
[bookmark: section_35ada35edd1c4ddbbc40122300e7b125][bookmark: _Toc83915601]Simple Types
None.
[bookmark: section_0ad003c0a565481493d7b6675c79c75a][bookmark: _Toc83915602]Attributes
None.
[bookmark: section_ac19b91373d9428fb14aa0e7b7dfd5b0][bookmark: _Toc83915603]Groups
None.
[bookmark: section_c66c59b397b9484faa8252aab2572830][bookmark: _Toc83915604]Attribute Groups
None.
[bookmark: section_befe5d429aea4c9186eb8abde85ecd94][bookmark: _Toc83915605]SetGroupCredentials
[bookmark: CC_fde9e0e01d630240130d1458782f320d]This operation is used to set credentials for the specified group target application in the specified SSS partition. The caller MUST be an administrator of the specified group target application.
[bookmark: CC_0df25e2a643e3ec865fc5dd2241a08d1]The following is the WSDL port type specification of the SetGroupCredentials WSDL operation.
<wsdl:operation name="SetGroupCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentials" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_c2057d9758dd455a8f396475fb5a8dbd]The protocol client sends an ISecureStoreServiceApplication_SetGroupCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner. 
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The caller is not an administrator of the specified group target application.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The target application identified by the specified applicationId parameter is an individual target application.

	SecureStoreServiceFault
	The specified credentials parameter is NULL, or its count is 0 or greater than 10.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The group target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_c12e3f20e4ec4786a57b14ff6e2b9c81][bookmark: _Toc83915606]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_SetGroupCredentials_InputMessage
	The request WSDL message for the SetGroupCredentials WSDL operation.

	ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage
	The response WSDL message for the SetGroupCredentials WSDL operation.



[bookmark: section_06a95f2dd2c842268d3d079b72fc19e8][bookmark: _Toc83915607]ISecureStoreServiceApplication_SetGroupCredentials_InputMessage
The request WSDL message for the SetGroupCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentials
The SOAP body contains the SetGroupCredentials element.
[bookmark: section_c07f8f2e110f41f298c1722c8178a71a][bookmark: _Toc83915608]ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage
The response WSDL message for the SetGroupCredentials WSDL operation.
The SOAP body contains the SetGroupCredentialsResponse element.
[bookmark: section_0553006c0fe744ae9e38476e26e885d8][bookmark: _Toc83915609]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetGroupCredentials
	The input data for the SetGroupCredentials WSDL operation.

	SetGroupCredentialsResponse
	The result data for the SetGroupCredentials WSDL operation.



[bookmark: section_a27c61fc37d24e9f967d5e985152720e][bookmark: _Toc83915610]SetGroupCredentials
The SetGroupCredentials element specifies the input data for the SetGroupCredentials WSDL operation.
<xs:element name="SetGroupCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_91b763e2a5286b46fdfe1c4cb5922722]rawPartitionId: A GUID that identifies the SSS partition of the group target application.
[bookmark: CC_13689388a6946e97668637189db6d420]applicationId: The name of the group target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_a0c2cbc4a1774ad184d7697d6d0d71c4]credentials: An ArrayOfSerializableSecureStoreCredential object that specifies credentials for a group target application. Its count MUST be between 1 and 10, inclusive.
[bookmark: section_58e194f59caa454c9b5ab7b2f74e1a57][bookmark: _Toc83915611]SetGroupCredentialsResponse
The SetGroupCredentialsResponse element specifies the result data for the SetGroupCredentials WSDL operation.
<xs:element name="SetGroupCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_dd2e15341e264fff98fe21220f8db545][bookmark: _Toc83915612]Complex Types
None.
[bookmark: section_85b92d8eaa3f46258ea99188a988f1db][bookmark: _Toc83915613]Simple Types
None.
[bookmark: section_2dc97fa14489488b831c046c56dd7212][bookmark: _Toc83915614]Attributes
None.
[bookmark: section_680105d50b914cf2a93c0eaa8f9afdfd][bookmark: _Toc83915615]Groups
None.
[bookmark: section_9623f426d694480ca714bf08390fd7d7][bookmark: _Toc83915616]Attribute Groups
None.
[bookmark: section_6ac794e77bf24311a0167a60ca28fe4d][bookmark: _Toc83915617]SetMasterSecretKey
[bookmark: CC_013b1b620a228c3d8f25ef107608fe4e]This operation is used to retrieve the encrypted master secret key from the SSS store and decrypt using the specified passphrase hash as the key using an implementation specific algorithm. The plain text master secret key is maintained locally by the protocol server for encrypting and decrypting credentials.
[bookmark: CC_eb6100709ee43f24c1d3a2809036fff9]The following is the WSDL port type specification of the SetMasterSecretKey WSDL operation.
<wsdl:operation name="SetMasterSecretKey" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKey" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKeyResponse" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKeySecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_ecfd6e67b29324c487b4d356263aa791]The protocol client sends an ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage message.
· The protocol server MUST use the given byte array to perform implementation-specific decryption on the encrypted master secret key in the SSS store and store the decrypted key on the protocol server. 
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	The caller failed an implementation specific authorization check for setting the decrypted master secret key.

	SecureStoreServiceFault
	The protocol server cannot retrieve the master secret key from the SSS store.



[bookmark: section_7967e72912eb4ef08ab3962ab710adbd][bookmark: _Toc83915618]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage
	The request WSDL message for the SetMasterSecretKey WSDL operation.

	ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage
	The response WSDL message for the SetMasterSecretKey WSDL operation.



[bookmark: section_a66ce19a62b94d23b73b781e042fb2d6][bookmark: _Toc83915619]ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage
The request WSDL message for the SetMasterSecretKey WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKey
The SOAP body contains the SetMasterSecretKey element.
[bookmark: section_498053dea86644d49d87944f811c9753][bookmark: _Toc83915620]ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage
The response WSDL message for the SetMasterSecretKey WSDL operation.
The SOAP body contains the SetMasterSecretKeyResponse element.
[bookmark: section_0f4eaa473c774505bd4ffeef104f90ba][bookmark: _Toc83915621]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetMasterSecretKey
	The input data for the SetMasterSecretKey WSDL operation.

	SetMasterSecretKeyResponse
	The result data for the SetMasterSecretKey WSDL operation.



[bookmark: section_6f810748e28f4673aa9725a684ef80f1][bookmark: _Toc83915622]SetMasterSecretKey
The SetMasterSecretKey element specifies the input data for the SetMasterSecretKey WSDL operation.
<xs:element name="SetMasterSecretKey" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_1cb3548133d050b64f4b520d9a11e90c]passPhraseHash:  A byte array, derived from an implementation specific hash of an administrator supplied passphrase, used as a decryption key to decrypt the master secret key using an implementation specific algorithm.  It MUST be 32 bytes in length.
[bookmark: section_2d8ed68f6f0e4817b518bc1819c40911][bookmark: _Toc83915623]SetMasterSecretKeyResponse
The SetMasterSecretKeyResponse element specifies the result data for the SetMasterSecretKey WSDL operation.
<xs:element name="SetMasterSecretKeyResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_a04ca4764b0a42b2b244b411bf68ca2d][bookmark: _Toc83915624]Complex Types
None.
[bookmark: section_7254e32955ac4f77b0a5ce336e294fa2][bookmark: _Toc83915625]Simple Types
None.
[bookmark: section_b604d2e0a881495282aedba923d3d319][bookmark: _Toc83915626]Attributes
None.
[bookmark: section_dd23713da8fb424abcbee7986460458e][bookmark: _Toc83915627]Groups
None.
[bookmark: section_653c5b122bcb41aab59a0a382e895502][bookmark: _Toc83915628]Attribute Groups
None.
[bookmark: section_3c3aa46be1034cde9aac55ebc57a14be][bookmark: _Toc83915629]SetUserCredentials
[bookmark: CC_e99079852fb2bc34e00e317a2721d967]This operation is used to set the credentials for an SSS user for the specified individual target application in the SSS partition. The caller MUST be an administrator of the specified individual target application.
[bookmark: CC_a9ac5c7b8892ae770831d64363ae8467]The following is the WSDL port type specification of the SetUserCredentials WSDL operation.
<wsdl:operation name="SetUserCredentials" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentials" message="tns:ISecureStoreServiceApplication_SetUserCredentials_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetUserCredentials_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_16e44e66345a2517ff4527d46e29624d]The protocol client sends an ISecureStoreServiceApplication_SetUserCredentials_InputMessage request message and the protocol server responds with an ISecureStoreServiceApplication_SetUserCredentials_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The length of the specified applicationId parameter is 0 or greater than 256.

	SecureStoreServiceFault
	The caller is not an administrator of the specified individual target application.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	The target application identified by the specified applicationId parameter is a group target application.

	SecureStoreServiceFault
	The specified credentials parameter is NULL, or its count is 0 or greater than 10.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_37ad71f6756648a6883bce6122a4bd6f][bookmark: _Toc83915630]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_SetUserCredentials_InputMessage
	The request WSDL message for the SetUserCredentials WSDL operation.

	ISecureStoreServiceApplication_SetUserCredentials_OutputMessage
	The response WSDL message for the SetUserCredentials WSDL operation.



[bookmark: section_142860961fcc4c62ba0081b5b3124914][bookmark: _Toc83915631]ISecureStoreServiceApplication_SetUserCredentials_InputMessage
The request WSDL message for the SetUserCredentials WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentials
The SOAP body contains the SetUserCredentials element.
[bookmark: section_b299abba437441dbae5090839ccaa6e6][bookmark: _Toc83915632]ISecureStoreServiceApplication_SetUserCredentials_OutputMessage
The response WSDL message for the SetUserCredentials WSDL operation.
The SOAP body contains the SetUserCredentialsResponse element.
[bookmark: section_7cdcaec3326942f7949624449ae16ca2][bookmark: _Toc83915633]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	SetUserCredentials
	The input data for the SetUserCredentials WSDL operation.

	SetUserCredentialsResponse
	The result data for the SetUserCredentials WSDL operation.



[bookmark: section_ce3ee95acd42436db93bca687d70e4f9][bookmark: _Toc83915634]SetUserCredentials
The SetUserCredentials element specifies the input data for the SetUserCredentials WSDL operation.
<xs:element name="SetUserCredentials" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_ba62d6e067a20241bf4ba9a3b3410cb1]rawPartitionId: A GUID that identifies the SSS partition of the target application.
[bookmark: CC_f5e8f1149acbf56ba7c32312ce93938e]applicationId: The name of the target application. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: CC_ea44de995214272bc5700e7bfa4f34c4]claim: The identity claim (2) for the SSS user whose credentials are to be set. 
[bookmark: CC_2d9211add649fa21483e4cced68cdd4c]credentials: An ArrayOfSerializableSecureStoreCredential object that specifies credentials for an SSS user. The count of credentials MUST be between 1 and 10, inclusive.
[bookmark: section_3bf9084c44da45cf9b75880701b57f45][bookmark: _Toc83915635]SetUserCredentialsResponse
The SetUserCredentialsResponse element specifies the result data for the SetUserCredentials WSDL operation.
<xs:element name="SetUserCredentialsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_ffca2b6355ea42eb8449b7373c7987d7][bookmark: _Toc83915636]Complex Types
None.
[bookmark: section_a153afb26ddd4509b65af7a7b1a04183][bookmark: _Toc83915637]Simple Types
None.
[bookmark: section_4aeb9c30d9564582aa2892b2f3c33d64][bookmark: _Toc83915638]Attributes
None.
[bookmark: section_03cba40f4a8a4ba692f135a6b7f51100][bookmark: _Toc83915639]Groups
None.
[bookmark: section_6520e21696a74bca99afbfbd2cf2e437][bookmark: _Toc83915640]Attribute Groups
None.
[bookmark: section_3edf983ff9cb4ab2ace9a15d3606f2c8][bookmark: _Toc83915641]UpdateApplication
[bookmark: CC_9ae6978432716841735d0e8260dcba6e]This operation is used to update the specified target application in the SSS partition. The caller MUST be an administrator of the specified target application.
[bookmark: CC_d8e40ef7e299a73daba863f76ffce8b1]The following is the WSDL port type specification of the UpdateApplication WSDL operation.
<wsdl:operation name="UpdateApplication" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplication" message="tns:ISecureStoreServiceApplication_UpdateApplication_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationResponse" message="tns:ISecureStoreServiceApplication_UpdateApplication_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_cd2d74bc74a5bc8e990f270908091070]The protocol client sends an ISecureStoreServiceApplication_UpdateApplication_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_UpdateApplication_OutputMessage response message, as follows:
· The protocol client MUST specify a target application, the SSS partition of the target application, a list of target application fields and the claim (2) sets associated with this target application.
· The protocol client MUST NOT change target application name, change the number of target application fields, change name or change type of the target application field.
· When changing target application type, if the specified existing target application is an individual target application, the updated target application MUST also be an individual target application; if the specified existing target application is a group target application, the updated target application MUST also be a group target application.
· The protocol server MUST store the values of the target application (section 2.2.4.15) friendlyName, contactEmail, credentialManagementUrl, ticketTimeout, credentialType, administrators and target application field masked flag with the protocol client specified values.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	ArgumentException
	The administratorClaims member in the specified applicationClaims parameter is NULL or empty.

	ArgumentException
	The contactEmail member of the application parameter is not a valid e-mail address or its length is greater than 128.

	ArgumentException
	The applicationId member of the application parameter is 0 or greater than 256.

	ArgumentException
	The friendlyName member of the application parameter is 0 or greater than 256.

	ArgumentException
	The type member of the application parameter is not a valid TargetApplicationType (section 2.2.5.5).

	ArgumentException
	The credentialManagementUrl member of the application parameter is not a valid URL or its length is greater than 2084.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation-specific validation of rawPartitionId failed.

	SecureStoreServiceFault
	One or more target application field’s name or credentialType member in the specified applicationFields parameter does not match with that of the existing target application fields.

	SecureStoreServiceFault
	The number of target application fields in the specified applicationFields parameter does not match the existing number of target application fields.

	SecureStoreServiceFault
	Change target application type between group target application and individual target application is not allowed.

	SecureStoreServiceFault
	The caller is not an administrator of the specified target application.

	SecureStoreServiceTargetApplicationNotFoundFault
	The target application specified by the applicationId parameter cannot be found in the SSS store.



[bookmark: section_4d16bee758e54a9c81994e432bffaa8d][bookmark: _Toc83915642]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_UpdateApplication_InputMessage
	The request WSDL message for the UpdateApplication WSDL operation.

	ISecureStoreServiceApplication_UpdateApplication_OutputMessage
	The response WSDL message for the UpdateApplication WSDL operation.



[bookmark: section_d1e7e7b547e347b0abb60d6710d5ecc9][bookmark: _Toc83915643]ISecureStoreServiceApplication_UpdateApplication_InputMessage
The request WSDL message for the UpdateApplication WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplication
The SOAP body contains the UpdateApplication element.
[bookmark: section_cf40a49b9c20434787e8f347d34dba8d][bookmark: _Toc83915644]ISecureStoreServiceApplication_UpdateApplication_OutputMessage
The response WSDL message for the UpdateApplication WSDL operation.
The SOAP body contains the UpdateApplicationResponse element.
[bookmark: section_d4d6e4f844394549aaa555fb22427214][bookmark: _Toc83915645]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	UpdateApplication
	The input data for the UpdateApplication WSDL operation.

	UpdateApplicationResponse
	The result data for the UpdateApplication WSDL operation.



[bookmark: section_1be0944f7ac3494fa312214cf94f51c3][bookmark: _Toc83915646]UpdateApplication
The UpdateApplication element specifies the input data for the UpdateApplication WSDL operation.
<xs:element name="UpdateApplication" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="application" nillable="true" type="q1:TargetApplication"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationFields" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationClaims" nillable="true" type="q1:TargetApplicationClaims"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_cac555ec61c1aebf62578c911912eb31]rawPartitionId: A GUID that identifies the SSS partition of the target application to be updated. 
[bookmark: CC_601fdbc241ede03217d1febb03985cf2]application: target application information. 
[bookmark: CC_6a15645a3e3408d4605df329316ca67e]applicationFields: List of target application fields. 
[bookmark: CC_c581e2c15e5a71d5ba6bbfb5be30fa0a]applicationClaims: claims (2) associated with the target application. 
[bookmark: section_93a5571038854f32bab1d63c7df5cae6][bookmark: _Toc83915647]UpdateApplicationResponse
The UpdateApplicationResponse element specifies the result data for the UpdateApplication WSDL operation.
<xs:element name="UpdateApplicationResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_e5630580c4c54ca4b70367db22829f2f][bookmark: _Toc83915648]Complex Types
None.
[bookmark: section_7fc015b6e9fa44e09debfd9243c9eac8][bookmark: _Toc83915649]Simple Types
None.
[bookmark: section_69eb2db24b6247c1b2648562ecd1738b][bookmark: _Toc83915650]Attributes
None.
[bookmark: section_92eeac7ab1c04ec29c6ddfe4e58d5afe][bookmark: _Toc83915651]Groups
None.
[bookmark: section_4ea6cf5d345a4befa24f3237685a9e93][bookmark: _Toc83915652]Attribute Groups
None.
[bookmark: section_fef691e41dcc44029f49101b0c98341f][bookmark: _Toc83915653]CreateConnectionSettings
[bookmark: CC_d5ce8f9a770c4be6fccf8c7ad124ca9b][bookmark: Appendix_A_Target_23]This operation is used to create a new connection settings object in the specified SSS partition.<23>
[bookmark: CC_30898af80787b369779c1f05c4d381a6]The following is the WSDL port type specification of the CreateConnectionSettings WSDL operation.
<wsdl:operation name="CreateConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettings" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsSecureStoreServiceConnectionSettingsAlreadyExistFaultFault" name="SecureStoreServiceConnectionSettingsAlreadyExistFaultFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceConnectionSettingsAlreadyExistFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_8292c104161cbe950ab1aff7f95052b4]The protocol client sends an ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage response message.
When a connection settings object is created, the protocol client MUST specify an unique name, the Target member in the specified connectionSettings parameter, and the type, as specified in section 2.2.5.6. If the ConnectionSettingsType is of ODataMetadata, the protocol client MUST specify a ParentName for the connection settings object where the parent name is the name of another connection settings object of the type OData.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.4. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	ArgumentNullException
	The specified connectionSettings parameter is NULL.

	ArgumentNullException
	The Name member in the specified connectionSettings parameter is NULL or empty.

	ArgumentNullException
	The Target member in the specified connectionSettings parameter is NULL or empty.

	SecureStoreServiceConnectionSettingsAlreadyExistFault
	The specified connection settings object already exists.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for creating the connection settings object.



[bookmark: section_1eee9788a74a42209412ad91cd0082b8][bookmark: _Toc83915654]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage
	The request WSDL message for the CreateConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage
	The response WSDL message for the CreateConnectionSettings WSDL operation.



[bookmark: section_d76524287a804ddb9fbee11e95812f4b][bookmark: _Toc83915655]ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage
The request WSDL message for the CreateConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettings
The SOAP body contains the CreateConnectionSettings element.
[bookmark: section_46d687c310444a3695c86ca99a027474][bookmark: _Toc83915656]ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage
The response WSDL message for the CreateConnectionSettings WSDL operation.
The SOAP body contains the CreateConnectionSettingsResponse element.
[bookmark: section_ca8366d876da40d48e937dcc6037a583][bookmark: _Toc83915657]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	CreateConnectionSettings
	The input data for the CreateConnectionSettings WSDL operation.

	CreateConnectionSettingsResponse
	The result data for the CreateConnectionSettings WSDL operation.



[bookmark: section_564c5471246b433892aea2e8542cc6d2][bookmark: _Toc83915658]CreateConnectionSettings
The CreateConnectionSettings element specifies the input data for the CreateConnectionSettings WSDL operation.
<xs:element name="CreateConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="connectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_0fda46e86be59ca514eeeb95fc8313b7]rawPartitionId: A GUID that identifies the SSS partition in of the connection settings object to be created. 
[bookmark: CC_7111d4d90e31d28e8aa4c511973c6a1b]connectionSettings: The connection settings object to be created. 
[bookmark: section_16cb94bc350d4d109dce8e3e0f3ff312][bookmark: _Toc83915659]CreateConnectionSettingsResponse
The CreateConnectionSettingsResponse element specifies the result data for the CreateConnectionSettings WSDL operation.
<xs:element name="CreateConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_3de83e33993e449b84db0fb521ec0327][bookmark: _Toc83915660]Complex Types
None.
[bookmark: section_63670cc339b44d1180b8252d403e7a7e][bookmark: _Toc83915661]Simple Types
None.
[bookmark: section_b20e16a48a4347a8b4ff7bc3181cd9b7][bookmark: _Toc83915662]Attributes
None.
[bookmark: section_a15cb7b6c24d452a964a413845cbceb4][bookmark: _Toc83915663]Groups
None.
[bookmark: section_f48648c95c5840d98b044760183aff14][bookmark: _Toc83915664]Attribute Groups
None.
[bookmark: section_c1c9cc1871094442bd3b967168b4a322][bookmark: _Toc83915665]DeleteConnectionSettings
[bookmark: CC_a586e04d81cf8f34d49b93816d32ee39][bookmark: Appendix_A_Target_24]This operation is used to delete an existing connection settings object from the specified SSS partition.<24>
[bookmark: CC_698ce72ec238912db01ff15d0d7e030f]The following is the WSDL port type specification of the DeleteConnectionSettings WSDL operation.
<wsdl:operation name="DeleteConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettings" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_3d4ae9578b52686a43d32536f0ded6e4]The protocol client sends an ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage request message and the protocol server MUST respond with an  ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage response message.
The protocol client MUST specify the unique name to identify the connection settings object and the object must be present in the SSS partition.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	ArgumentNullException
	The name parameter is NULL or empty.

	ConnectionSettingsNotFoundFault
	The specified connection settings object does not exist.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for deleting the connection settings object.



[bookmark: section_10f4f84e11ab4022858b194372aa3ebd][bookmark: _Toc83915666]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage
	The request WSDL message for the DeleteConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage
	The response WSDL message for the DeleteConnectionSettings WSDL operation.



[bookmark: section_1551ad1eb0f146c7a168cff02c51dec8][bookmark: _Toc83915667]ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage
The request WSDL message for the DeleteConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettings
The SOAP body contains the DeleteConnectionSettings element.
[bookmark: section_97f785def15a4c008e7e069140b82dae][bookmark: _Toc83915668]ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage
The response WSDL message for the DeleteConnectionSettings WSDL operation.
The SOAP body contains the DeleteConnectionSettingsResponse element.
[bookmark: section_77a9d52207254ce488f1218e5f2e6199][bookmark: _Toc83915669]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	DeleteConnectionSettings
	The input data for the DeleteConnectionSettings WSDL operation.

	DeleteConnectionSettingsResponse
	The result data for the DeleteConnectionSettings WSDL operation.



[bookmark: section_735048198fbe40dfbb587920c36fe120][bookmark: _Toc83915670]DeleteConnectionSettings
The DeleteConnectionSettings element specifies the input data for the DeleteConnectionSettings WSDL operation.
<xs:element name="DeleteConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="name" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_9f4e6ff03ebbc5807707a4a477b89d2d]rawPartitionId: A GUID that identifies the SSS partition of the connection settings to be deleted. 
[bookmark: CC_0019cfb39038ec5e7666ba9a7af32bf5]name: The name of the connection. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_7d903c41f22d43b8aab00cbed4aaec75][bookmark: _Toc83915671]DeleteConnectionSettingsResponse
The DeleteConnectionSettingsResponse element specifies the result data for the DeleteConnectionSettings WSDL operation.
<xs:element name="DeleteConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_8b5fe676aedc4993a1ffd9ce7c18622c][bookmark: _Toc83915672]Complex Types
None.
[bookmark: section_8e6f7d54ad844a63b1b30cdd40387f37][bookmark: _Toc83915673]Simple Types
None.
[bookmark: section_78d9d78a70634b82abc7c99575ec3924][bookmark: _Toc83915674]Attributes
None.
[bookmark: section_7986f54d9bd8488399296301d6426d90][bookmark: _Toc83915675]Groups
None.
[bookmark: section_64c06c7f356a4dd8b5b6b5f3564c127a][bookmark: _Toc83915676]Attribute Groups
None.
[bookmark: section_989e9b3aa8dd41c29bf428c29eaf0709][bookmark: _Toc83915677]GetAllConnectionSettings
[bookmark: CC_8d3e46cd81e9845de8f229061fa1bdab][bookmark: Appendix_A_Target_25]This operation is used to fetch all the connection settings object, of the specified type, in the specified SSS partition.<25>
[bookmark: CC_9c1a5a0ad4ab855cce664da43f0a174a]The following is the WSDL port type specification of the GetAllConnectionSettings WSDL operation.
<wsdl:operation name="GetAllConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettings" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_58f9d7b08c14668cc9549002805bc2df]The protocol client sends an ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage response message.
Returns all the connection settings object with the specified type parameter, in the specified SSS partition.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for getting the connection settings object.



[bookmark: section_c74229a8f1ca4932af9b1bca44a67239][bookmark: _Toc83915678]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage
	The request WSDL message for the GetAllConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage
	The response WSDL message for the GetAllConnectionSettings WSDL operation.



[bookmark: section_4de0de05efb745ebb93b41bd7c2a5b79][bookmark: _Toc83915679]ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage
The request WSDL message for the GetAllConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettings
The SOAP body contains the GetAllConnectionSettings element.
[bookmark: section_2bca517c174f456d88a80b7191285c23][bookmark: _Toc83915680]ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage
The response WSDL message for the GetAllConnectionSettings WSDL operation.
The SOAP body contains the GetAllConnectionSettingsResponse element.
[bookmark: section_d3fd949cd5bd4c13971217f118823da6][bookmark: _Toc83915681]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetAllConnectionSettings
	The input data for the GetAllConnectionSettings WSDL operation.

	GetAllConnectionSettingsResponse
	The result data for the GetAllConnectionSettings WSDL operation.



[bookmark: section_1d6cba359580490cb60e2d1992882e64][bookmark: _Toc83915682]GetAllConnectionSettings
The GetAllConnectionSettings element specifies the input data for the GetAllConnectionSettings WSDL operation.
<xs:element name="GetAllConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="type" type="tns1:ConnectionSettingsType"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_4530ae75fea8feb2cf59254476db09e3]rawPartitionId:  A GUID that identifies the SSS partition of the connection settings objects to be fetched.
[bookmark: CC_a4c79f79d7256bb1fd1da166f2910c51]type: The ConnectionSettingsType of the objects to be fetched as specified in section 2.2.5.6
[bookmark: section_60a97369bdfe430691b13b0aebd51cca][bookmark: _Toc83915683]GetAllConnectionSettingsResponse
The GetAllConnectionSettingsResponse element specifies the result data for the GetAllConnectionSettings WSDL operation.
<xs:element name="GetAllConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetAllConnectionSettingsResult" nillable="true" type="tns1:ArrayOfConnectionSettings"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_f00587de24aeee8664ca25f8992b83a7]GetAllConnectionSettingsResult: The list of endpoint (4) information for all or specified type parameter that can be accessed by the caller in the specified SSS partition. 
[bookmark: section_a796ac13f2b84a3594447f8f41a981df][bookmark: _Toc83915684]Complex Types
The following table summarizes the XML schema complex type definitions that are specific to this operation.
	Complex type
	Description

	ArrayOfConnectionSettings
	[bookmark: CC_c5f9e71416ade8eba9b7b6cd688f0180]The array of  endpoint (4) information in the ConnectionSettings complex type as specified in section 2.2.4.19



[bookmark: section_5122ab5a51a340278c9c66bde8db8d40][bookmark: _Toc83915685]ArrayOfConnectionSettings
Namespace: http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore
[bookmark: CC_a273bd84661e26383d8ae47684d4d38c]The list of ConnectionSettings complex type as specified in section 2.2.4.19
[bookmark: CC_6442079cda33663fd9ad2bd7c90e4c6d]<xs:complexType name="ArrayOfConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:sequence>
    <xs:element minOccurs="0" maxOccurs="unbounded" name="ConnectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
  </xs:sequence>
</xs:complexType>
[bookmark: CC_2bf31ccac71f9971f95d3b2539e513ef]ConnectionSettings: The ConnectionSettings complex type as specified in section 2.2.4.19 
[bookmark: section_f5ab6beb26724af58f273b08d6990085][bookmark: _Toc83915686]Simple Types
None.
[bookmark: section_76e0f2e82522447f85fef92243c9f65c][bookmark: _Toc83915687]Attributes
None.
[bookmark: section_9d788880d13f4b81b2f7f38b1cb37809][bookmark: _Toc83915688]Groups
None.
[bookmark: section_a74d0188eae649d0b9b481969eada9ba][bookmark: _Toc83915689]Attribute Groups
None.
[bookmark: section_b3157ad66b2b49819a3e940b6116d3cb][bookmark: _Toc83915690]GetChildConnectionSettings
[bookmark: CC_f0a453fa76fb55bb69966147ddf47e39][bookmark: Appendix_A_Target_26]This operation is used to fetch the connection settings object of the specified parent name in the specified SSS partition.<26>
[bookmark: CC_064292a0c6e5bd02dc65a7f90093b8d5]The following is the WSDL port type specification of the GetChildConnectionSettings WSDL operation.
<wsdl:operation name="GetChildConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettings" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_7c3b07be71653f9f615a90563850943b]The protocol client sends an ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	ArgumentNullException
	The parentName parameter is NULL or empty.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for getting the connection settings object.



[bookmark: section_a23768218889423cb45dc4a75f4e853b][bookmark: _Toc83915691]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage
	The request WSDL message for the GetChildConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage
	The response WSDL message for the GetChildConnectionSettings WSDL operation.



[bookmark: section_81c850fa5c54470faaa80cbbb37c63c0][bookmark: _Toc83915692]ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage
The request WSDL message for the GetChildConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettings
The SOAP body contains the GetChildConnectionSettings element.
[bookmark: section_4c83f6fae3f74cdaa85137fb603cf4ff][bookmark: _Toc83915693]ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage
The response WSDL message for the GetChildConnectionSettings WSDL operation.
The SOAP body contains the GetChildConnectionSettingsResponse element.
[bookmark: section_23fc578ebae24b18b3b56e8d143de076][bookmark: _Toc83915694]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetChildConnectionSettings
	The input data for the GetChildConnectionSettings WSDL operation.

	GetChildConnectionSettingsResponse
	The result data for the GetChildConnectionSettings WSDL operation.



[bookmark: section_a9c6d562ddf54582a7d326d7c9d36bb5][bookmark: _Toc83915695]GetChildConnectionSettings
The GetChildConnectionSettings element specifies the input data for the GetChildConnectionSettings WSDL operation.
<xs:element name="GetChildConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="parentName" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_851f21a4ef71eb9510d3c543cae2eb96]rawPartitionId:  A GUID that identifies the SSS partition of the connection settings.
[bookmark: CC_245635ab40339c1030588afd7ec8e631]parentName:  The name of parent connection settings. It MUST be between 1 and 256 characters, inclusive, in length.
[bookmark: section_1745c81d0eab41ad81a7d0872d3cf149][bookmark: _Toc83915696]GetChildConnectionSettingsResponse
The GetChildConnectionSettingsResponse element specifies the result data for the GetChildConnectionSettings WSDL operation.
<xs:element name="GetChildConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetChildConnectionSettingsResult" nillable="true" type="tns1:ConnectionSettings"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_402a6fcb4f1ac410289a8445de85d0c1]GetChildConnectionSettingsResult: endpoint (4) information for specified parentName parameter in the specified SSS partition.
[bookmark: section_a88fa2c8a0954de2bf07c49327585c9f][bookmark: _Toc83915697]Complex Types
None.
[bookmark: section_96cab80417ee4c66a52fb8a6be85f524][bookmark: _Toc83915698]Simple Types
None.
[bookmark: section_e6a526a925064ce3a3f1feecb151e384][bookmark: _Toc83915699]Attributes
None.
[bookmark: section_b0e630c1278a4e5f8e6780ba8efed850][bookmark: _Toc83915700]Groups
None.
[bookmark: section_0ab5c7b784e84cf18857489ec78e252d][bookmark: _Toc83915701]Attribute Groups
None.
[bookmark: section_635e267390a74c53a7601fc738fb6954][bookmark: _Toc83915702]GetConnectionSettings
[bookmark: CC_f0512382dd897e889940203d379e2051][bookmark: Appendix_A_Target_27]This operation is used to fetch the connection settings object for the specified name in the specified SSS partition.<27> The credentials to connect to the target application and its proxy are also retrieved if the parameter to include them is specified.
[bookmark: CC_f4e396327fec7bf2f11ab06991effa84]The following is the WSDL port type specification of the GetConnectionSettings WSDL operation.
<wsdl:operation name="GetConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettings" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_869fc6b53452b97b72733732045d17da]The protocol client sends an ISecureStoreServiceApplication_GetConnectionSettings_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage response message.
If the protocol client sets the includeCredentials parameter, then the protocol server MUST try to fetch the credentials associated with the target application information in the connection settings object.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	ArgumentNullException
	The name parameter is NULL or empty.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for getting the connection settings object.



[bookmark: section_b2ec7c6c1d604d539f688d2d0ffd3ac9][bookmark: _Toc83915703]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetConnectionSettings_InputMessage
	The request WSDL message for the GetConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage
	The response WSDL message for the GetConnectionSettings WSDL operation.



[bookmark: section_eb685516389e4a1ba0c9e6613659e38c][bookmark: _Toc83915704]ISecureStoreServiceApplication_GetConnectionSettings_InputMessage
The request WSDL message for the GetConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettings
The SOAP body contains the GetConnectionSettings element.
[bookmark: section_0c728b8bdfd24d27b927587b2b04d09e][bookmark: _Toc83915705]ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage
The response WSDL message for the GetConnectionSettings WSDL operation.
The SOAP body contains the GetConnectionSettingsResponse element.
[bookmark: section_a6bff57dbadf46c3ada8f624af2d1c8c][bookmark: _Toc83915706]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetConnectionSettings
	The input data for the GetConnectionSettings WSDL operation.

	GetConnectionSettingsResponse
	The result data for the GetConnectionSettings WSDL operation.



[bookmark: section_a8033efe799e43739f5a67106c418978][bookmark: _Toc83915707]GetConnectionSettings
The GetConnectionSettings element specifies the input data for the GetConnectionSettings WSDL operation.
<xs:element name="GetConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element minOccurs="0" name="name" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="includeCredentials" type="xs:boolean"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_52e263d9c7b536a8efddcdc183f04121]rawPartitionId:  A GUID that identifies the SSS partition of the connection settings object.
[bookmark: CC_3a8d066ec16819bb117ba146b39c926a]name: The name of the connection settings object. It MUST be between 1 and 256 characters, inclusive, in length. 
[bookmark: CC_d9c2a3bab3e4cfc1e11f8ca28159e4ec]includeCredentials: A Boolean that indicates if the credentials are to be fetched with the endpoint (4) information.
[bookmark: section_f55c08caaa294c85b186b4663785e325][bookmark: _Toc83915708]GetConnectionSettingsResponse
The GetConnectionSettingsResponse element specifies the result data for the GetConnectionSettings WSDL operation.
<xs:element name="GetConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetConnectionSettingsResult" nillable="true" type="tns1:ConnectionSettings"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="targetCredentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="proxyCredentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_253fca1593db119ad508cd80c783fe12]GetConnectionSettingsResult: endpoint (4) information in the ConnectionSettings complex type format. 
[bookmark: CC_a1e7833109fdd97cc20425eeab4b489b]targetCredentials: The credentials of the caller for the target application associated with the specified connection settings object.
[bookmark: CC_d7c45fa3b404f06cd4778a7d323badd0]proxyCredentials:  The credentials of the caller for the target application associated with the proxy of the specified connection settings object. 
[bookmark: section_356dc3f3d9a24ebe92aa5da904681b85][bookmark: _Toc83915709]Complex Types
None.
[bookmark: section_b8311307ca2a467080205c6918f11879][bookmark: _Toc83915710]Simple Types
None.
[bookmark: section_a451960e7d494cdaa148a5300c4eea4c][bookmark: _Toc83915711]Attributes
None.
[bookmark: section_9f8803038fd44875bdd6c7e4399df703][bookmark: _Toc83915712]Groups
None.
[bookmark: section_692246b5319e49bfbd594fb58c930000][bookmark: _Toc83915713]Attribute Groups
None.
[bookmark: section_fb4c2a8848c34605ab08b3f9a62d01c9][bookmark: _Toc83915714]UpdateConnectionSettings
[bookmark: CC_52267cdc9a1b24ff1db926805af5e294][bookmark: Appendix_A_Target_28]This operation is used to update an existing connection settings object in the specified SSS partition.<28>
[bookmark: CC_95b7181209d88e547325bcbd306a98b9]The following is the WSDL port type specification of the UpdateConnectionSettings WSDL operation.
<wsdl:operation name="UpdateConnectionSettings" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettings" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentNullExceptionFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_829b8a87907b7e652415d8f82bb05690]The protocol client sends an ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage response message.
When a connection settings object is updated, the protocol client MUST specify the name of an existing connection settings object, the Target member in the specified connectionSettings parameter and the type, as specified in section 2.2.5.6. If the ConnectionSettingsType is of ODataMetadata, the protocol client MUST specify a ParentName for the connection settings object where the parent name is the name of another connection settings object of the type OData.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.4. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.

	Error Complex Type
	Condition

	ArgumentNullException
	The specified connectionSettings parameter is NULL.

	ArgumentNullException
	The Name member in the specified connectionSettings parameter is NULL or empty.

	ArgumentNullException
	The Target member in the specified connectionSettings parameter is NULL or empty.

	ConnectionSettingsNotFoundFault
	The specified connection settings object does not exist.

	SecureStoreServiceFault
	The specified rawPartitionId parameter is NULL or an implementation-specific validation of the rawPartitionId failed.

	SecureStoreServiceFault
	The caller failed an implementation-specific authorization check for updating the connection settings object.



[bookmark: section_d4873b4b3a164451bdc93e14ae37b7b6][bookmark: _Toc83915715]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage
	The request WSDL message for the UpdateConnectionSettings WSDL operation.

	ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage
	The response WSDL message for the UpdateConnectionSettings WSDL operation.



[bookmark: section_e23e0a5f47644c03ac279ebb1ac72096][bookmark: _Toc83915716]ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage
The request WSDL message for the UpdateConnectionSettings WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettings
The SOAP body contains the UpdateConnectionSettings element.
[bookmark: section_30347839c9aa40e9ab80ec665c592d5a][bookmark: _Toc83915717]ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage
The response WSDL message for the UpdateConnectionSettings WSDL operation.
The SOAP body contains the UpdateConnectionSettingsResponse element.
[bookmark: section_f67e752e43894f4abdfdf538d34287aa][bookmark: _Toc83915718]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	UpdateConnectionSettings
	The input data for the UpdateConnectionSettings WSDL operation.

	UpdateConnectionSettingsResponse
	The result data for the UpdateConnectionSettings WSDL operation.



[bookmark: section_3a1f6f9d8929447aae68a1abd7f80fbc][bookmark: _Toc83915719]UpdateConnectionSettings
The UpdateConnectionSettings element specifies the input data for the UpdateConnectionSettings WSDL operation.
<xs:element name="UpdateConnectionSettings" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="connectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_a4bfa46abe30d4a020bbd9951af69d3c]rawPartitionId:  A GUID that identifies the SSS partition of the connection settings.
[bookmark: CC_4834a2c115cbe84f38043c9f2c59d4db]connectionSettings: The connection settings object, based on the complex type described in section 2.2.4.19 , with the updated values for the members. 
[bookmark: section_324f669c45f748f09918b3c7b6927103][bookmark: _Toc83915720]UpdateConnectionSettingsResponse
The UpdateConnectionSettingsResponse element specifies the result data for the UpdateConnectionSettings WSDL operation.
<xs:element name="UpdateConnectionSettingsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence/>
  </xs:complexType>
</xs:element>
[bookmark: section_9ff21e797c554e75bdfb5e6f389673f2][bookmark: _Toc83915721]Complex Types
None.
[bookmark: section_30542da322f149189da99dcbe07266db][bookmark: _Toc83915722]Simple Types
None.
[bookmark: section_a697f59ec03d4e09925dccc4448bee0b][bookmark: _Toc83915723]Attributes
None.
[bookmark: section_b811b982ea8c476aadc51b4b61376c41][bookmark: _Toc83915724]Groups
None.
[bookmark: section_568a903a97354563b25490fe8b3607cf][bookmark: _Toc83915725]Attribute Groups
None.
[bookmark: section_062c5f15abf145e3a320157a69719a97][bookmark: _Toc83915726]GetSystemApplications
[bookmark: CC_f2565675cb35e25971523beb02e34516]This operation is used to retrieve the information for all the target applications that can be accessed by the caller in the specified SSS partition. The target applications that can be accessed by the caller MUST include all the group target applications in the specified SSS partition where the caller is a member of the group target application and all the individual target applications in the specified SSS partition.
[bookmark: CC_461857d684a4de924e06286244b36d37]The following is the WSDL port type specification of the GetSystemApplications WSDL operation.
<wsdl:operation name="GetSystemApplications" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplications" message="tns:ISecureStoreServiceApplication_GetSystemApplications_InputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetSystemApplications_OutputMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
  <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetSystemApplications_SecureStoreServiceFaultFault_FaultMessage" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl"/>
</wsdl:operation>
[bookmark: CC_4f75a1e94b1e234113a6e2374c73a328]The protocol client sends an ISecureStoreServiceApplication_GetSystemApplications_InputMessage request message and the protocol server MUST respond with an ISecureStoreServiceApplication_GetSystemApplications_OutputMessage response message.
If any one of the conditions in the following table is met, the protocol server MUST respond with a SOAP fault containing the corresponding error complex type, serialized as specified in section 2.2.2.1. If more than one error condition is encountered, the protocol server MUST respond with exactly one error complex type, determined in an implementation-specific manner.
	Error Complex Type
	Condition

	SecureStoreServiceFault
	An implementation specific authorization check for retrieving all the target applications failed.

	SecureStoreServiceFault
	The protocol server does not have a master secret key.

	SecureStoreServiceFault
	An implementation specific validation of rawPartitionId failed.



[bookmark: section_339e3c421a114b6e9c62ba5e295015dd][bookmark: _Toc83915727]Messages
The following table summarizes the set of WSDL message definitions that are specific to this operation.
	Message
	Description

	ISecureStoreServiceApplication_GetSystemApplications_InputMessage
	The request WSDL message for the GetSystemApplications WSDL operation.

	ISecureStoreServiceApplication_GetSystemApplications_OutputMessage
	The response WSDL message for the GetSystemApplications WSDL operation.



[bookmark: section_1595d5f35d4c450884770cf0deaf2af0][bookmark: _Toc83915728]ISecureStoreServiceApplication_GetSystemApplications_InputMessage
The request WSDL message for the GetSystemApplications WSDL operation.
The SOAP action value is:
http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplications
The SOAP body contains the GetSystemApplications element.
[bookmark: section_d3cb48f643b04914863f1e930e4b85a3][bookmark: _Toc83915729]ISecureStoreServiceApplication_GetSystemApplications_OutputMessage
The response WSDL message for the GetSystemApplications WSDL operation.
The SOAP body contains the GetSystemApplicationsResponse element.
[bookmark: section_943fd15f724e4b71b65852342626a5c4][bookmark: _Toc83915730]Elements
The following table summarizes the XML schema element definitions that are specific to this operation.
	Element
	Description

	GetSystemApplications
	The input data for the GetSystemApplications WSDL operation.

	GetSystemApplicationsResponse
	The result data for the GetSystemApplications WSDL operation.



[bookmark: section_13691cb4836940cb859b2de2e93c9019][bookmark: _Toc83915731]GetSystemApplications
The GetSystemApplications element specifies the input data for the GetSystemApplications WSDL operation.
<xs:element name="GetSystemApplications" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_b0b1e34a194d13e3c16f8a2b75f01ee0]rawPartitionId:  A GUID that identifies the SSS partition of the target applications.
[bookmark: section_48a81efc2e6e4262b808dbf05c7a6fef][bookmark: _Toc83915732]GetSystemApplicationsResponse
The GetSystemApplicationsResponse element specifies the result data for the GetSystemApplications WSDL operation.
<xs:element name="GetSystemApplicationsResponse" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType>
    <xs:sequence>
      <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetSystemApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
    </xs:sequence>
  </xs:complexType>
</xs:element>
[bookmark: CC_40d003413cc09544501c878646d3c90a]GetSystemApplicationsResult:  The list of target applications in the specified SSS partition.
[bookmark: section_c3b5d6c61fc64378a6c4cb94ca9b1755][bookmark: _Toc83915733]Complex Types
None.
[bookmark: section_b8a8a7291c6f41048c11b9652dc4593a][bookmark: _Toc83915734]Simple Types
None.
[bookmark: section_a369b9e9a9a34d81b53135ef22d9bb06][bookmark: _Toc83915735]Attributes
None.
[bookmark: section_076f5b73e95a4c85b8ba1b85f561dbcc][bookmark: _Toc83915736]Groups
None.
[bookmark: section_a2d214a99c514cebac1d82afc6609a0d][bookmark: _Toc83915737]Attribute Groups
None.
[bookmark: section_1e96ca8f98284cadbbabca05292f21cd][bookmark: _Toc83915738]Timer Events
None.
[bookmark: section_0e8721966bd948e68e252bf46b0ab4ba][bookmark: _Toc83915739]Other Local Events
None.
[bookmark: section_95777c8a489141599d93636c56372076][bookmark: _Toc83915740]Protocol Examples
The following examples describe the process of communication between the protocol server and protocol client. In conjunction with the protocol specification in this document, this information is intended to provide a comprehensive view on how the protocol client operates with the protocol server when executing such an operation. The examples in this section manipulate target application and user claims for target application. However, the principals illustrated apply equally to other protocols described in this document.
[bookmark: section_c2e1c4ab790f4f89b6f9b40390b3e444][bookmark: _Toc83915741]Obtaining Information About the Applications in a Partition
This example describes the requests that are made to get all the target applications in a given partition. The server protocol will respond with a list that contains the target application name, contact e-mail, target application friendly name and type of application. 
The protocol client calls GetApplications method on a protocol server named "server.contoso.com". 
Protocol request:

<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104184</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplications</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:de926b3e-2a5d-47b9-9756-33aa6c83079a</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <u:Timestamp u:Id="uuid-39b1ee97-aa35-461f-8ae4-133166c01323-14604" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
               <u:Created>2009-05-29T03:30:34.120Z</u:Created>
               <u:Expires>2009-05-29T03:35:34.120Z</u:Expires>
            </u:Timestamp>
            <saml:Assertion MajorVersion="1" MinorVersion="1" AssertionID="_25c147ea-3b68-4edd-af84-f8bf4c0a004e" Issuer="STS" IssueInstant="2009-05-29T03:30:34.085Z" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">
               <saml:Conditions NotBefore="2009-05-29T03:30:34.070Z" NotOnOrAfter="2009-05-29T13:30:34.070Z">
                  <saml:AudienceRestrictionCondition>
            <saml:Audience>http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</saml:Audience>
                  </saml:AudienceRestrictionCondition>
               </saml:Conditions>
               <saml:AttributeStatement>
                  <saml:Subject>
                     <saml:SubjectConfirmation>
                     <saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:holder-of-key</saml:ConfirmationMethod>
                     <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">
                        <e:EncryptedKey xmlns:e="http://www.w3.org/2001/04/xmlenc#">
                           <e:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-oaep-mgf1p">
                              <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                           </e:EncryptionMethod>
                              <KeyInfo>
                                 <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
                                    <X509Data>
                                       <X509IssuerSerial>
                                       <X509IssuerName>CN=localhost, OU=SharePoint, O=Contoso</X509IssuerName>
                                       <X509SerialNumber>63097498714032793087967156244734152726</X509SerialNumber>
                                       </X509IssuerSerial>
                                    </X509Data>
                                 </o:SecurityTokenReference>
                              </KeyInfo>
                              <e:CipherData>
                                 <e:CipherValue><!-- Removed--></e:CipherValue>
                              </e:CipherData>
                           </e:EncryptedKey>
                        </KeyInfo>
                     </saml:SubjectConfirmation>
                  </saml:Subject>
                  <saml:Attribute AttributeName="primarysid" AttributeNamespace="http://schemas.microsoft.com/ws/2008/06/identity/claims" a:OriginalIssuer="Windows" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="primarygroupsid" AttributeNamespace="http://schemas.microsoft.com/ws/2008/06/identity/claims" a:OriginalIssuer="Windows" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="groupsid" AttributeNamespace="http://schemas.microsoft.com/ws/2008/06/identity/claims" a:OriginalIssuer="Windows" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="userlogonname" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims" a:OriginalIssuer="Windows" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="userid" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims" a:OriginalIssuer="SecurityTokenService" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="identityprovider" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="farmid" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims" a:OriginalIssuer="ClaimProvider:System" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="handle" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims/windowstoken" a:OriginalIssuer="ClaimProvider:System" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="processid" AttributeNamespace="http://sharepoint.microsoft.com/claims/2009/01/windowstoken" a:OriginalIssuer="ClaimProvider:System" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="processidentitylogonname" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims" a:OriginalIssuer="ClaimProvider:System" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="processidentitysid" AttributeNamespace="http://schemas.microsoft.com/sharepoint/2009/08/claims" a:OriginalIssuer="ClaimProvider:System" xmlns:a="http://schemas.microsoft.com/ws/2008/06/identity">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="name" AttributeNamespace="http://schemas.xmlsoap.org/ws/2005/05/identity/claims">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
                  <saml:Attribute AttributeName="actingas" AttributeNamespace="http://schemas.microsoft.com/ws/2008/06/identity/claims">
                     <saml:AttributeValue>
                        <!-- Removed-->
                     </saml:AttributeValue>
                  </saml:Attribute>
               </saml:AttributeStatement>
               <ds:Signature xmlns:ds="http://www.w3.org/2000/09/xmldsig#">
                  <ds:SignedInfo>
                     <ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:CanonicalizationMethod>
                     <ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#rsa-sha1"></ds:SignatureMethod>
                     <ds:Reference URI="#_25c147ea-3b68-4edd-af84-f8bf4c0a004e">
                        <ds:Transforms>
                           <ds:Transform Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"></ds:Transform>
                           <ds:Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></ds:Transform>
                        </ds:Transforms>
                        <ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></ds:DigestMethod>
                        <ds:DigestValue><!-- Removed--></ds:DigestValue>
                     </ds:Reference>
                  </ds:SignedInfo>
                  <ds:SignatureValue><!-- Removed--></ds:SignatureValue>
                  <KeyInfo xmlns="http://www.w3.org/2000/09/xmldsig#">
                     <X509Data>
                        <X509Certificate><!-- Removed--></X509Certificate>
                     </X509Data>
                  </KeyInfo>
               </ds:Signature>
            </saml:Assertion>
            <c:DerivedKeyToken u:Id="_0" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
               <o:SecurityTokenReference>
                  <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID">_25c147ea-3b68-4edd-af84-f8bf4c0a004e</o:KeyIdentifier>
               </o:SecurityTokenReference>
               <c:Offset>0</c:Offset>
               <c:Length>24</c:Length>
               <c:Nonce>
                  <!-- Removed-->
               </c:Nonce>
            </c:DerivedKeyToken>
            <c:DerivedKeyToken u:Id="_1" xmlns:c="http://schemas.xmlsoap.org/ws/2005/02/sc" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
               <o:SecurityTokenReference>
                  <o:KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.0#SAMLAssertionID">_25c147ea-3b68-4edd-af84-f8bf4c0a004e</o:KeyIdentifier>
               </o:SecurityTokenReference>
               <c:Nonce>
                  <!-- Removed-->
               </c:Nonce>
            </c:DerivedKeyToken>
            <e:ReferenceList xmlns:e="http://www.w3.org/2001/04/xmlenc#">
               <e:DataReference URI="#_3"></e:DataReference>
               <e:DataReference URI="#_8"></e:DataReference>
            </e:ReferenceList>
            <Signature xmlns="http://www.w3.org/2000/09/xmldsig#">
               <SignedInfo>
                  <CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></CanonicalizationMethod>
                  <SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"></SignatureMethod>
                  <Reference URI="#_2">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
                  <Reference URI="#_4">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
                  <Reference URI="#_5">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
                  <Reference URI="#_6">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
                  <Reference URI="#_7">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
                  <Reference URI="#uuid-39b1ee97-aa35-461f-8ae4-133166c01323-14604">
                     <Transforms>
                        <Transform Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"></Transform>
                     </Transforms>
                     <DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"></DigestMethod>
                     <DigestValue><!-- Removed--></DigestValue>
                  </Reference>
               </SignedInfo>
               <SignatureValue><!-- Removed--></SignatureValue>
               <KeyInfo>
                  <o:SecurityTokenReference xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
                     <o:Reference URI="#_0"></o:Reference>
                  </o:SecurityTokenReference>
               </KeyInfo>
            </Signature>
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetApplications xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
         </GetApplications>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:

<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationsResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetApplicationsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetApplicationsResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:TargetApplication>
                  <d4p1:appId>MyTargetApplication</d4p1:appId>
                  <d4p1:contactEmail>contactAdmin@contoso.com</d4p1:contactEmail>
                  <d4p1:credentialManagementUrl>http://contoso.com/credentials.aspx</d4p1:credentialManagementUrl>
                  <d4p1:friendlyName>My Target Application</d4p1:friendlyName>
                  <d4p1:ticketTimeout>2</d4p1:ticketTimeout>
                  <d4p1:type>Individual</d4p1:type>
               </d4p1:TargetApplication>
            </GetApplicationsResult>
         </GetApplicationsResponse>
      </s:Body>
   </s:Envelope>
</Message>
[bookmark: section_bc20c313b0964bfa87832fa47b67100a][bookmark: _Toc83915742]Obtaining Information About an Application
This example describes the requests that are made to get the details of the target application with the target application name "MyTargetApplication". Note that the details do not contain the field information or the application claims information. Refer to the proper examples to get the application fields and the application claims.
The protocol client calls GetApplication method on a protocol server named "server.contoso.com".
Protocol request:

<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104223</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplication</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:21123c2a-f2ed-467e-8275-95a963debae7</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"> 
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetApplication xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId>MyTargetApplication</applicationId>
         </GetApplication>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:

<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetApplicationResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetApplicationResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:appId>targetapp</d4p1:appId>
               <d4p1:contactEmail>contactAdmin@contoso.com</d4p1:contactEmail>
               <d4p1:credentialManagementUrl>http://contoso.com/credentials.aspx</d4p1:credentialManagementUrl>
               <d4p1:friendlyName>Display Name23</d4p1:friendlyName>
               <d4p1:ticketTimeout>2</d4p1:ticketTimeout>
<d4p1:type>Individual</d4p1:type>
            </GetApplicationResult>
         </GetApplicationResponse>
      </s:Body>
   </s:Envelope>
</Message>
[bookmark: section_7185f4c38cee47889f2bbc7b67527fec][bookmark: _Toc83915743]Retrieving the Application Fields of an Application
This example describes the requests that are made to get the application fields of the target application with the target application name "MyTargetApplication". 
The protocol client calls GetApplicationFields method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104253</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFields</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:05218963-5188-4af7-8f0b-d54600d768ba</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetApplicationFields xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId> MyTargetApplication</applicationId>
         </GetApplicationFields>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetApplicationFieldsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetApplicationFieldsResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:TargetApplicationField>
               <d4p1:credentialType>UserName</d4p1:credentialType>
               <d4p1:masked>false</d4p1:masked>
               <d4p1:name>User Name</d4p1:name>
               </d4p1:TargetApplicationField>
               <d4p1:TargetApplicationField>
               <d4p1:credentialType>Password</d4p1:credentialType>
               <d4p1:masked>true</d4p1:masked>
               <d4p1:name>Password</d4p1:name>
               </d4p1:TargetApplicationField>
            </GetApplicationFieldsResult>
         </GetApplicationFieldsResponse>
      </s:Body>
   </s:Envelope>
</Message>
[bookmark: section_754ae65b46184cd8938b24d5e3000817][bookmark: _Toc83915744]Retrieving the Application Claims of an Application
This example describes the requests that are made to get the application claims of the target application with the target application name "MyTargetApplication". 
The protocol client calls GetApplicationClaims method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104253</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaims</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:3c0494a3-bea5-497f-b78d-2f7514bbfaa4</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetApplicationClaims xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId> MyTargetApplication</applicationId>
         </GetApplicationClaims>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetApplicationClaimsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetApplicationClaimsResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:administratorClaims>
               <d4p1:SecureStoreServiceClaim>
               <d4p1:claimIssuer>localhost</d4p1:claimIssuer>
               <d4p1:claimType>http://schemas.microsoft.com/sharepoint/2009/08/claims/userlogonname</d4p1:claimType>
               <d4p1:claimValue>CONTOSO\john</d4p1:claimValue>
               </d4p1:SecureStoreServiceClaim>
               </d4p1:administratorClaims>
               <d4p1:groupClaims i:nil="true"></d4p1:groupClaims>
               <d4p1:ticketRedeemerClaims i:nil="true"></d4p1:ticketRedeemerClaims>
            </GetApplicationClaimsResult>
         </GetApplicationClaimsResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to delete the target application with the target application name "MyTargetApplication". 
The protocol client calls DeleteApplication method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104249</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplication</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:923d106c-d787-4f71-a9a9-6d93dda1bc7d</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <DeleteApplication xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId>MyTargetApplication</applicationId>
         </DeleteApplication>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationResponse</a:Action>
      </s:Header>
      <s:Body>
         <DeleteApplicationResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/"></DeleteApplicationResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to set the credentials for user "CONTOSO\john" in the target application with target application name "MyTargetApplication".
The protocol client calls SetUserCredentials method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>105337</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentials</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:0ab86b6b-1e32-4fa7-8fef-6a63cc2df4fb</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <SetUserCredentials xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId> MyTargetApplication</applicationId>
            <claim xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:claimIssuer>localhost</a:claimIssuer>
               <a:claimType>http://schemas.microsoft.com/sharepoint/2009/08/claims/userlogonname</a:claimType>
               <a:claimValue>CONTOSO\john</a:claimValue>
            </claim>
            <credentials xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:SerializableSecureStoreCredential>
                  <a:credential>U29tZVVzZXI=</a:credential>
                  <a:credentialType>UserName</a:credentialType>
               </a:SerializableSecureStoreCredential>
               <a:SerializableSecureStoreCredential>
                  <a:credential>VG9wU2VjcmV0</a:credential>
                  <a:credentialType>Password</a:credentialType>
               </a:SerializableSecureStoreCredential>
            </credentials>
         </SetUserCredentials>
      </s:Body>
   </s:Envelope>
</Message>

The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsResponse</a:Action>
      </s:Header>
      <s:Body>
         <SetUserCredentialsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/"></SetUserCredentialsResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to update the information of the target application with the target application name "MyTargetApplication".
The protocol client calls UpdateApplication method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>106489</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplication</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:7aa44ab6-f5e3-49d1-88f0-0abe0a286a24</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <UpdateApplication xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <application xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:appId>MyGroupTargetApplication</a:appId>
               <a:contactEmail>contactAdmin@contoso.com</a:contactEmail>
               <a:credentialManagementUrl>https://credentials.aspx/</a:credentialManagementUrl>
               <a:friendlyName>My Group Target Application</a:friendlyName>
               <a:ticketTimeout>2</a:ticketTimeout>
               <a:type>Group</a:type>
            </application>
            <applicationFields xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:TargetApplicationField>
                  <a:credentialType>UserName</a:credentialType>
                  <a:masked>false</a:masked>
                  <a:name>User Name</a:name>
               </a:TargetApplicationField>
               <a:TargetApplicationField>
                  <a:credentialType>Password</a:credentialType>
                  <a:masked>true</a:masked>
                  <a:name>Password</a:name>
               </a:TargetApplicationField>
            </applicationFields>
            <applicationClaims xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:administratorClaims>
                  <a:SecureStoreServiceClaim>
                     <a:claimIssuer>localhost</a:claimIssuer>
                     <a:claimType>http://schemas.microsoft.com/sharepoint/2009/08/claims/userlogonname</a:claimType>
                     <a:claimValue>CONTOSO\john</a:claimValue>
                  </a:SecureStoreServiceClaim>
               </a:administratorClaims>
               <a:groupClaims>
                  <a:SecureStoreServiceClaim>
                     <a:claimIssuer>localhost</a:claimIssuer>
                     <a:claimType>http://schemas.microsoft.com/sharepoint/2009/08/claims/userlogonname</a:claimType>
                     <a:claimValue>CONTOSO\john</a:claimValue>
                  </a:SecureStoreServiceClaim>
               </a:groupClaims>
               <a:ticketRedeemerClaims i:nil="true"></a:ticketRedeemerClaims>
            </applicationClaims>
         </UpdateApplication>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationResponse</a:Action>
      </s:Header>
      <s:Body>
         <UpdateApplicationResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/"></UpdateApplicationResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to set the group credentials for the target application with the target application name "MyGroupTargetApplication". 
The protocol client calls SetGroupCredentials method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104930</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentials</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:223d40a3-7a44-462f-a0aa-4a59ec8ca559</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <SetGroupCredentials xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId>MyGroupTargetApplication</applicationId>
            <credentials xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:SerializableSecureStoreCredential>
                  <a:credential>U29tZVVzZXI=</a:credential>
                  <a:credentialType>UserName</a:credentialType>
               </a:SerializableSecureStoreCredential>
               <a:SerializableSecureStoreCredential>
                  <a:credential>VG9wU2VjcmV0</a:credential>
                  <a:credentialType>Password</a:credentialType>
               </a:SerializableSecureStoreCredential>
            </credentials>
         </SetGroupCredentials>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsResponse</a:Action>
      </s:Header>
      <s:Body>
         <SetGroupCredentialsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/"></SetGroupCredentialsResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to create a new target application in the specified partition. In this case, the target application is an individual type with two fields: "user name" and "password".
The protocol client calls CreateApplication method on a protocol server named "server.contoso.com".
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>106169</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplication</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:c1f5c1b9-b2ef-4dce-9256-9dd8a6fc4725</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
               <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
               <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <CreateApplication xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <application xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:appId>MyTargetApplication</a:appId>
               <a:contactEmail>contactAdmin@contoso.com</a:contactEmail>
               <a:credentialManagementUrl>https://credentials.aspx/</a:credentialManagementUrl>
               <a:friendlyName>Target Application Display Name</a:friendlyName>
               <a:ticketTimeout>2</a:ticketTimeout>
               <a:type>Individual</a:type>
            </application>
            <applicationFields xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:TargetApplicationField>
                  <a:credentialType>UserName</a:credentialType>
                  <a:masked>false</a:masked>
                  <a:name>User Name</a:name>
               </a:TargetApplicationField>
               <a:TargetApplicationField>
                  <a:credentialType>Password</a:credentialType>
                  <a:masked>true</a:masked>
                  <a:name>Password</a:name>
               </a:TargetApplicationField>
            </applicationFields>
            <applicationClaims xmlns:a="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <a:administratorClaims>
                  <a:SecureStoreServiceClaim>
                     <a:claimIssuer>localhost</a:claimIssuer>
                  <a:claimType>http://schemas.microsoft.com/sharepoint/2009/08/claims/userlogonname</a:claimType>
                     <a:claimValue>CONTOSO\john</a:claimValue>
                  </a:SecureStoreServiceClaim>
               </a:administratorClaims>
               <a:groupClaims i:nil="true"></a:groupClaims>
               <a:ticketRedeemerClaims i:nil="true"></a:ticketRedeemerClaims>
            </applicationClaims>
         </CreateApplication>
      </s:Body>
   </s:Envelope>
</Message>
The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationResponse</a:Action>
      </s:Header>
   <s:Body>
      <CreateApplicationResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/"></CreateApplicationResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to get the credentials associated with the current user. The credentials are stored in the target application with the target application name "MyTargetApplication". In this example the current user is "CONTOSO\john".
The protocol client calls GetCredentials method on a protocol server named "server.contoso.com". 
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104277</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentials</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:28742171-803c-42e3-86e4-0a5c9ec5bbd9</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetCredentials xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId>MyTargetApplication</applicationId>
         </GetCredentials>
      </s:Body>
   </s:Envelope>
</Message>

The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetCredentialsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetCredentialsResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:SerializableSecureStoreCredential>
               <d4p1:credential>SomeUser1</d4p1:credential>
               <d4p1:credentialType>UserName</d4p1:credentialType>
               </d4p1:SerializableSecureStoreCredential>
               <d4p1:SerializableSecureStoreCredential>
               <d4p1:credential>TopSecretPassword</d4p1:credential>
               <d4p1:credentialType>Password</d4p1:credentialType>
               </d4p1:SerializableSecureStoreCredential>
            </GetCredentialsResult>
         </GetCredentialsResponse>
      </s:Body>
   </s:Envelope>
</Message>
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This example describes the requests that are made to get the credentials stored in the restricted target application with the target application name "WindowsTargetApplication". The server protocol will respond with the credentials associated with the current user, in this case the current user is "CONTOSO\john".
The protocol client calls GetRestrictedCredentials method on a protocol server named "server.example.com". 
Protocol request:
<Message>
   <HttpRequest xmlns="http://schemas.microsoft.com/2004/06/ServiceModel/Management/MessageTrace">
      <Method>POST</Method>
      <QueryString></QueryString>
      <WebHeaders>
         <Content-Length>104277</Content-Length>
         <Content-Type>application/soap+xml; charset=utf-8</Content-Type>
         <Expect>100-continue</Expect>
         <Host>server.contoso.com:32843</Host>
      </WebHeaders>
   </HttpRequest>
   <s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1" u:Id="_4" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentials</a:Action>
         <a:MessageID u:Id="_5" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">urn:uuid:28742171-803c-42e3-86e4-0a5c9ec5bbd9</a:MessageID>
         <a:ReplyTo u:Id="_6" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">
            <a:Address>http://www.w3.org/2005/08/addressing/anonymous</a:Address>
         </a:ReplyTo>
         <a:To s:mustUnderstand="1" u:Id="_7" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" xmlns:a="http://www.w3.org/2005/08/addressing">http://server.contoso.com:32843/ad004cd209134aecaf4d241a7f56e3ce/SecureStoreService.svc</a:To>
         <o:Security s:mustUnderstand="1" xmlns:o="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd">
            <!-- This section is same as the preceding Example 1. -->
         </o:Security>
      </s:Header>
      <s:Body u:Id="_2" xmlns:u="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">
         <GetRestrictedCredentials xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <rawPartitionId>0c37852b-34d0-418e-91c6-2ac25af4be5b</rawPartitionId>
            <applicationId>WindowsTargetApplication</applicationId>
         </GetRestrictedCredentials>
      </s:Body>
   </s:Envelope>
</Message>

The protocol server then responds with the following:
<Message>
   <s:Envelope xmlns:a="http://www.w3.org/2005/08/addressing" xmlns:s="http://www.w3.org/2003/05/soap-envelope">
      <s:Header>
         <a:Action s:mustUnderstand="1">http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsResponse</a:Action>
      </s:Header>
      <s:Body>
         <GetRestrictedCredentialsResponse xmlns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/">
            <GetRestrictedCredentialsResult xmlns:d4p1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:i="http://www.w3.org/2001/XMLSchema-instance">
               <d4p1:SerializableSecureStoreCredential>
               <d4p1:credential>CONTOSO\User1</d4p1:credential>
               <d4p1:credentialType>WindowsUserName</d4p1:credentialType>
               </d4p1:SerializableSecureStoreCredential>
               <d4p1:SerializableSecureStoreCredential>
               <d4p1:credential>TopSecretPassword</d4p1:credential>
               <d4p1:credentialType>WindowsPassword</d4p1:credentialType>
               </d4p1:SerializableSecureStoreCredential>
            </GetRestrictedCredentialsResult>
         </GetRestrictedCredentialsResponse>
      </s:Body>
   </s:Envelope>
</Message>
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[bookmark: section_a891c8a204694343bdde51cdf660b62d][bookmark: _Toc83915753]Security Considerations for Implementers
Because the information handled by this protocol can contain highly sensitive information, both the protocol server and the protocol client need to be consumed in environments that are appropriately secured. To protect the message, HTTPS can be used.
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None.
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[bookmark: CC_147d9d426dc561a0f7652ea9a1f653bc]For ease of implementation, the full WSDL is provided in this appendix.
<?xml version="1.0" encoding="UTF-8"?>
<wsdl:definitions xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tns="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice" xmlns:wsaw="http://www.w3.org/2006/05/addressing/wsdl" targetNamespace="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/">
  <wsdl:types>
    <xs:schema xmlns:tns3="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/Imports" targetNamespace="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/Imports">
      <xs:import namespace="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore"/>
      <xs:import namespace="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server"/>
      <xs:import namespace="http://schemas.datacontract.org/2004/07/System"/>
      <xs:import namespace="http://schemas.datacontract.org/2004/07/System.ServiceModel"/>
      <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/"/>
      <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/>
      <xs:import namespace="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice"/>
    </xs:schema>
  </wsdl:types>
  <wsdl:portType name="ISecureStoreServiceApplication">
    <wsdl:operation name="GetChangeMasterSecretKeyToken">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyToken" message="tns:ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyTokenResponse" message="tns:ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage"/>
    </wsdl:operation>
    <wsdl:operation name="ChangeMasterSecretKey">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/ChangeMasterSecretKey" message="tns:ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage"/>
    </wsdl:operation>
    <wsdl:operation name="IsMasterSecretKeyPopulated">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulated" message="tns:ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulatedResponse" message="tns:ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetMasterSecretKey">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKey" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKeyResponse" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKeySecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetMasterSecretKey_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetChangeKeyPassphrase">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphrase" message="tns:ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphraseResponse" message="tns:ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage"/>
    </wsdl:operation>
    <wsdl:operation name="CreateApplication">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplication" message="tns:ISecureStoreServiceApplication_CreateApplication_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationResponse" message="tns:ISecureStoreServiceApplication_CreateApplication_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationArgumentOutOfRangeExceptionFault" name="ArgumentOutOfRangeExceptionFault" message="tns:ISecureStoreServiceApplication_CreateApplication_ArgumentOutOfRangeExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_CreateApplication_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="UpdateApplication">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplication" message="tns:ISecureStoreServiceApplication_UpdateApplication_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationResponse" message="tns:ISecureStoreServiceApplication_UpdateApplication_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="DeleteApplication">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplication" message="tns:ISecureStoreServiceApplication_DeleteApplication_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationResponse" message="tns:ISecureStoreServiceApplication_DeleteApplication_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationClaims">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaims" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationGroupClaims">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaims" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationAdministratorClaims">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaims" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationTicketRedeemerClaims">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaims" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaimsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplication">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplication" message="tns:ISecureStoreServiceApplication_GetApplication_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationResponse" message="tns:ISecureStoreServiceApplication_GetApplication_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplication_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplication_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplication_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationFields">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFields" message="tns:ISecureStoreServiceApplication_GetApplicationFields_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsResponse" message="tns:ISecureStoreServiceApplication_GetApplicationFields_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFieldsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetApplications">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplications" message="tns:ISecureStoreServiceApplication_GetApplications_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetApplications_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetApplications_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplications">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplications" message="tns:ISecureStoreServiceApplication_GetUserApplications_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetUserApplications_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplications_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetSystemApplications">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplications" message="tns:ISecureStoreServiceApplication_GetSystemApplications_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplicationsResponse" message="tns:ISecureStoreServiceApplication_GetSystemApplications_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplicationsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetSystemApplications_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetUserCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentials" message="tns:ISecureStoreServiceApplication_SetUserCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetUserCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetGroupCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentials" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="DeleteUserCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentials" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="DeleteAllUserCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentials" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteAllUserCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="IssueTicket">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicket" message="tns:ISecureStoreServiceApplication_IssueTicket_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicketResponse" message="tns:ISecureStoreServiceApplication_IssueTicket_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicketSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_IssueTicket_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="RedeemTicket">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicket" message="tns:ISecureStoreServiceApplication_RedeemTicket_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketResponse" message="tns:ISecureStoreServiceApplication_RedeemTicket_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicketSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentials" message="tns:ISecureStoreServiceApplication_GetCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsResponse" message="tns:ISecureStoreServiceApplication_GetCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetRestrictedCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentials" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsResponse" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="SetCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentials" message="tns:ISecureStoreServiceApplication_SetCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsResponse" message="tns:ISecureStoreServiceApplication_SetCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_SetCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_SetCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="DeleteCredentials">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentials" message="tns:ISecureStoreServiceApplication_DeleteCredentials_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsResponse" message="tns:ISecureStoreServiceApplication_DeleteCredentials_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceCredentialsNotFoundFaultFault" name="SecureStoreServiceCredentialsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentialsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplication">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplication" message="tns:ISecureStoreServiceApplication_GetUserApplication_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationResponse" message="tns:ISecureStoreServiceApplication_GetUserApplication_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplicationFields">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFields" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsResponse" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFieldsSecureStoreServiceTargetApplicationNotFoundFaultFault" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="CreateConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettings" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsSecureStoreServiceConnectionSettingsAlreadyExistFaultFault" name="SecureStoreServiceConnectionSettingsAlreadyExistFaultFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceConnectionSettingsAlreadyExistFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettings" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetChildConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettings" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetChildConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="GetAllConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettings" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_GetAllConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="UpdateConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettings" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_UpdateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
    <wsdl:operation name="DeleteConnectionSettings">
      <wsdl:input wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettings" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage"/>
      <wsdl:output wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsResponse" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsArgumentExceptionFault" name="ArgumentExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsArgumentNullExceptionFault" name="ArgumentNullExceptionFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentNullExceptionFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsConnectionSettingsNotFoundFaultFault" name="ConnectionSettingsNotFoundFaultFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage"/>
      <wsdl:fault wsaw:Action="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettingsSecureStoreServiceFaultFault" name="SecureStoreServiceFaultFault" message="tns:ISecureStoreServiceApplication_DeleteConnectionSettings_SecureStoreServiceFaultFault_FaultMessage"/>
    </wsdl:operation>
  </wsdl:portType>
  <wsdl:binding name="DefaultBinding_ISecureStoreServiceApplication" type="tns:ISecureStoreServiceApplication">
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http"/>
    <wsdl:operation name="GetChangeMasterSecretKeyToken">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChangeMasterSecretKeyToken" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
    </wsdl:operation>
    <wsdl:operation name="ChangeMasterSecretKey">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/ChangeMasterSecretKey" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
    </wsdl:operation>
    <wsdl:operation name="IsMasterSecretKeyPopulated">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IsMasterSecretKeyPopulated" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
    </wsdl:operation>
    <wsdl:operation name="SetMasterSecretKey">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetMasterSecretKey" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetChangeKeyPassphrase">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetChangeKeyPassphrase" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
    </wsdl:operation>
    <wsdl:operation name="CreateApplication">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateApplication" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentOutOfRangeExceptionFault">
        <soap:fault use="literal" name="ArgumentOutOfRangeExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="UpdateApplication">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateApplication" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="DeleteApplication">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteApplication" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationClaims">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationClaims" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationGroupClaims">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationGroupClaims" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationAdministratorClaims">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationAdministratorClaims" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationTicketRedeemerClaims">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationTicketRedeemerClaims" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplication">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplication" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplicationFields">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplicationFields" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetApplications">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetApplications" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplications">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplications" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetSystemApplications">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetSystemApplications" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetUserCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetUserCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetGroupCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetGroupCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="DeleteUserCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteUserCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceCredentialsNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceCredentialsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="DeleteAllUserCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteAllUserCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="IssueTicket">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/IssueTicket" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="RedeemTicket">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/RedeemTicket" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceCredentialsNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceCredentialsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceCredentialsNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceCredentialsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetRestrictedCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetRestrictedCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceCredentialsNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceCredentialsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="SetCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/SetCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="DeleteCredentials">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteCredentials" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceCredentialsNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceCredentialsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplication">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplication" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetUserApplicationFields">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetUserApplicationFields" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceTargetApplicationNotFoundFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceTargetApplicationNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="CreateConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/CreateConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceConnectionSettingsAlreadyExistFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceConnectionSettingsAlreadyExistFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ConnectionSettingsNotFoundFaultFault">
        <soap:fault use="literal" name="ConnectionSettingsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetChildConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetChildConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ConnectionSettingsNotFoundFaultFault">
        <soap:fault use="literal" name="ConnectionSettingsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="GetAllConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/GetAllConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="UpdateConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/UpdateConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ConnectionSettingsNotFoundFaultFault">
        <soap:fault use="literal" name="ConnectionSettingsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
    <wsdl:operation name="DeleteConnectionSettings">
      <soap:operation soapAction="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice/ISecureStoreServiceApplication/DeleteConnectionSettings" style="document"/>
      <wsdl:input>
        <soap:body use="literal"/>
      </wsdl:input>
      <wsdl:output>
        <soap:body use="literal"/>
      </wsdl:output>
      <wsdl:fault name="ArgumentExceptionFault">
        <soap:fault use="literal" name="ArgumentExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ArgumentNullExceptionFault">
        <soap:fault use="literal" name="ArgumentNullExceptionFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="ConnectionSettingsNotFoundFaultFault">
        <soap:fault use="literal" name="ConnectionSettingsNotFoundFaultFault" namespace=""/>
      </wsdl:fault>
      <wsdl:fault name="SecureStoreServiceFaultFault">
        <soap:fault use="literal" name="SecureStoreServiceFaultFault" namespace=""/>
      </wsdl:fault>
    </wsdl:operation>
  </wsdl:binding>
  <wsdl:message name="ISecureStoreServiceApplication_ChangeMasterSecretKey_InputMessage">
    <wsdl:part name="parameters" element="tns:ChangeMasterSecretKey"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_ArgumentOutOfRangeExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentOutOfRangeException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_InputMessage">
    <wsdl:part name="parameters" element="tns:CreateApplication"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_OutputMessage">
    <wsdl:part name="parameters" element="tns:CreateApplicationResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateApplication_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:CreateConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:CreateConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceConnectionSettingsAlreadyExistFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceConnectionSettingsAlreadyExistFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_CreateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteAllUserCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteAllUserCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:DeleteAllUserCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteAllUserCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:DeleteAllUserCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteAllUserCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_InputMessage">
    <wsdl:part name="parameters" element="tns:DeleteApplication"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_OutputMessage">
    <wsdl:part name="parameters" element="tns:DeleteApplicationResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:ConnectionSettingsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:DeleteConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:DeleteConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:DeleteCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:DeleteCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:DeleteUserCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:DeleteUserCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_DeleteUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetAllConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetAllConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:GetAllConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetAllConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetAllConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetAllConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplication"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationAdministratorClaims"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationAdministratorClaimsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationAdministratorClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationClaims"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationClaimsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationFields"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationFieldsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationGroupClaims"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationGroupClaimsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationGroupClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplications_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplications"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplications_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplications_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_InputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationTicketRedeemerClaims"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetApplicationTicketRedeemerClaimsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetApplicationTicketRedeemerClaims_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_InputMessage">
    <wsdl:part name="parameters" element="tns:GetChangeMasterSecretKeyToken"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChangeMasterSecretKeyToken_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetChangeMasterSecretKeyTokenResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:ConnectionSettingsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:GetChildConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetChildConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetChildConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:ConnectionSettingsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:GetConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:GetCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:GetRestrictedCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetRestrictedCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetRestrictedCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetSystemApplications_InputMessage">
    <wsdl:part name="parameters" element="tns:GetSystemApplications"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetSystemApplications_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetSystemApplicationsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetSystemApplications_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_InputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplication"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplicationResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_InputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplicationFields"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplicationFieldsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplicationFields_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplications_InputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplications"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplications_OutputMessage">
    <wsdl:part name="parameters" element="tns:GetUserApplicationsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_GetUserApplications_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_InputMessage">
    <wsdl:part name="parameters" element="tns:IsMasterSecretKeyPopulated"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_IsMasterSecretKeyPopulated_OutputMessage">
    <wsdl:part name="parameters" element="tns:IsMasterSecretKeyPopulatedResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_IssueTicket_InputMessage">
    <wsdl:part name="parameters" element="tns:IssueTicket"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_IssueTicket_OutputMessage">
    <wsdl:part name="parameters" element="tns:IssueTicketResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_IssueTicket_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_InputMessage">
    <wsdl:part name="parameters" element="tns:RedeemTicket"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_OutputMessage">
    <wsdl:part name="parameters" element="tns:RedeemTicketResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceCredentialsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_RedeemTicket_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetChangeKeyPassphrase_InputMessage">
    <wsdl:part name="parameters" element="tns:SetChangeKeyPassphrase"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetChangeKeyPassphrase_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetChangeKeyPassphraseResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:SetCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:SetGroupCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetGroupCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetGroupCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetMasterSecretKey_InputMessage">
    <wsdl:part name="parameters" element="tns:SetMasterSecretKey"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetMasterSecretKey_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetMasterSecretKeyResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetMasterSecretKey_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_InputMessage">
    <wsdl:part name="parameters" element="tns:SetUserCredentials"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_OutputMessage">
    <wsdl:part name="parameters" element="tns:SetUserCredentialsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_SetUserCredentials_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_InputMessage">
    <wsdl:part name="parameters" element="tns:UpdateApplication"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_OutputMessage">
    <wsdl:part name="parameters" element="tns:UpdateApplicationResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateApplication_SecureStoreServiceTargetApplicationNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_ArgumentNullExceptionFault_FaultMessage">
    <wsdl:part xmlns:q3="http://schemas.datacontract.org/2004/07/System" name="detail" element="q3:ArgumentNullException"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_ConnectionSettingsNotFoundFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:ConnectionSettingsNotFoundFault"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_InputMessage">
    <wsdl:part name="parameters" element="tns:UpdateConnectionSettings"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_OutputMessage">
    <wsdl:part name="parameters" element="tns:UpdateConnectionSettingsResponse"/>
  </wsdl:message>
  <wsdl:message name="ISecureStoreServiceApplication_UpdateConnectionSettings_SecureStoreServiceFaultFault_FaultMessage">
    <wsdl:part xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" name="detail" element="q1:SecureStoreServiceFault"/>
  </wsdl:message>
</wsdl:definitions>
[bookmark: section_e5b60819a8b741689835b989420a2843][bookmark: _Toc83915756]Appendix B: Full XML Schema
	[bookmark: CC_d9b9049cd4be18534901054c56f30e30]Schema name
	Prefix
	Section

	http://schemas.datacontract.org/2004/07
/Microsoft.BusinessData.Infrastructure.SecureStore
	tns1
	7.1

	http://schemas.datacontract.org/2004/07
/Microsoft.Office.SecureStoreService.Server
	q1
	7.2

	http://schemas.microsoft.com/2003/10/Serialization/Arrays
	q2
	7.6

	http://schemas.microsoft.com/2003/10/Serialization/
	tns2
	7.3

	http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice
	tns
	7.4

	http://schemas.datacontract.org/2004/07/System.ServiceModel
	q4
	7.7

	http://schemas.datacontract.org/2004/07/System
	q3
	7.5



For ease of implementation, the following sections provide the full XML schema for this protocol.
[bookmark: section_2dce74ee738048fa857f65b8645acd26][bookmark: _Toc83915757]http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" elementFormDefault="qualified" targetNamespace="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays"/>
  <xs:simpleType name="TargetApplicationType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="Individual"/>
      <xs:enumeration value="Group"/>
      <xs:enumeration value="IndividualWithTicketing"/>
      <xs:enumeration value="GroupWithTicketing"/>
      <xs:enumeration value="RestrictedIndividual"/>
      <xs:enumeration value="RestrictedGroup"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="TargetApplicationType" nillable="true" type="tns1:TargetApplicationType"/>
  <xs:simpleType name="SecureStoreCredentialType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="UserName"/>
      <xs:enumeration value="Password"/>
      <xs:enumeration value="Pin"/>
      <xs:enumeration value="Key"/>
      <xs:enumeration value="Generic"/>
      <xs:enumeration value="WindowsUserName"/>
      <xs:enumeration value="WindowsPassword"/>
      <xs:enumeration value="Certificate"/>
      <xs:enumeration value="CertificatePassword"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="SecureStoreCredentialType" nillable="true" type="tns1:SecureStoreCredentialType"/>
  <xs:complexType name="ConnectionSettings">
    <xs:sequence>
      <xs:element minOccurs="0" name="AuthenticationMode" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="ConnectionSettingsType" type="tns1:ConnectionSettingsType"/>
      <xs:element xmlns:q2="http://schemas.microsoft.com/2003/10/Serialization/Arrays" minOccurs="0" name="CustomSettings" nillable="true" type="q2:ArrayOfKeyValueOfstringstring"/>
      <xs:element minOccurs="0" name="Description" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="Name" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="ParentName" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="ProxySSOApplicationId" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="ProxyTarget" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="SSOApplicationId" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="SSOProviderImplId" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="Target" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ConnectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
  <xs:simpleType name="ConnectionSettingsType">
    <xs:restriction base="xs:string">
      <xs:enumeration value="None"/>
      <xs:enumeration value="OData"/>
      <xs:enumeration value="ODataMetadata"/>
      <xs:enumeration value="SQL"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="ConnectionSettingsType" nillable="true" type="tns1:ConnectionSettingsType"/>
  <xs:complexType name="ArrayOfConnectionSettings">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="ConnectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfConnectionSettings" nillable="true" type="tns1:ArrayOfConnectionSettings"/>
</xs:schema>
[bookmark: section_cb383a66746a4951b4af853b6c22b477][bookmark: _Toc83915758]http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" elementFormDefault="qualified" targetNamespace="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore"/>
  <xs:import namespace="http://schemas.datacontract.org/2004/07/System.ServiceModel"/>
  <xs:complexType name="SecureStoreServiceFault">
    <xs:sequence>
      <xs:element minOccurs="0" name="ErrorCode" type="q1:SecureStoreErrorCode"/>
      <xs:element xmlns:q4="http://schemas.datacontract.org/2004/07/System.ServiceModel" minOccurs="0" name="InnerExceptionDetail" nillable="true" type="q4:ExceptionDetail"/>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SecureStoreServiceFault" nillable="true" type="q1:SecureStoreServiceFault"/>
  <xs:simpleType name="SecureStoreErrorCode">
    <xs:restriction base="xs:string">
      <xs:enumeration value="General"/>
      <xs:enumeration value="AccessDenied"/>
      <xs:enumeration value="InvalidUserInput"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="SecureStoreErrorCode" nillable="true" type="q1:SecureStoreErrorCode"/>
  <xs:complexType name="TargetApplication">
    <xs:sequence>
      <xs:element name="appId" nillable="true" type="xs:string"/>
      <xs:element name="contactEmail" nillable="true" type="xs:string"/>
      <xs:element name="credentialManagementUrl" nillable="true" type="xs:anyURI"/>
      <xs:element name="friendlyName" nillable="true" type="xs:string"/>
      <xs:element name="ticketTimeout" type="xs:int"/>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="type" type="tns1:TargetApplicationType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="TargetApplication" nillable="true" type="q1:TargetApplication"/>
  <xs:complexType name="ArrayOfTargetApplicationField">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="TargetApplicationField" nillable="true" type="q1:TargetApplicationField"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfTargetApplicationField" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
  <xs:complexType name="TargetApplicationField">
    <xs:sequence>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="credentialType" type="tns1:SecureStoreCredentialType"/>
      <xs:element name="masked" type="xs:boolean"/>
      <xs:element name="name" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="TargetApplicationField" nillable="true" type="q1:TargetApplicationField"/>
  <xs:complexType name="TargetApplicationClaims">
    <xs:sequence>
      <xs:element name="administratorClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
      <xs:element name="groupClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
      <xs:element name="ticketRedeemerClaims" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="TargetApplicationClaims" nillable="true" type="q1:TargetApplicationClaims"/>
  <xs:complexType name="ArrayOfSecureStoreServiceClaim">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="SecureStoreServiceClaim" nillable="true" type="q1:SecureStoreServiceClaim"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfSecureStoreServiceClaim" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
  <xs:complexType name="SecureStoreServiceClaim">
    <xs:sequence>
      <xs:element name="claimIssuer" nillable="true" type="xs:string"/>
      <xs:element name="claimType" nillable="true" type="xs:string"/>
      <xs:element name="claimValue" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SecureStoreServiceClaim" nillable="true" type="q1:SecureStoreServiceClaim"/>
  <xs:complexType name="SecureStoreServiceTargetApplicationNotFoundFault">
    <xs:sequence>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="TargetApplicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SecureStoreServiceTargetApplicationNotFoundFault" nillable="true" type="q1:SecureStoreServiceTargetApplicationNotFoundFault"/>
  <xs:complexType name="ArrayOfTargetApplication">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="TargetApplication" nillable="true" type="q1:TargetApplication"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfTargetApplication" nillable="true" type="q1:ArrayOfTargetApplication"/>
  <xs:complexType name="ArrayOfSerializableSecureStoreCredential">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="SerializableSecureStoreCredential" nillable="true" type="q1:SerializableSecureStoreCredential"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfSerializableSecureStoreCredential" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
  <xs:complexType name="SerializableSecureStoreCredential">
    <xs:sequence>
      <xs:element name="credential" nillable="true" type="xs:base64Binary"/>
      <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" name="credentialType" type="tns1:SecureStoreCredentialType"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SerializableSecureStoreCredential" nillable="true" type="q1:SerializableSecureStoreCredential"/>
  <xs:complexType name="SecureStoreServiceCredentialsNotFoundFault">
    <xs:sequence>
      <xs:element minOccurs="0" name="CredentialManagementUrl" nillable="true" type="xs:anyURI"/>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="TargetApplicationId" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SecureStoreServiceCredentialsNotFoundFault" nillable="true" type="q1:SecureStoreServiceCredentialsNotFoundFault"/>
  <xs:complexType name="SecureStoreServiceConnectionSettingsAlreadyExistFault">
    <xs:sequence>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="SecureStoreServiceConnectionSettingsAlreadyExistFault" nillable="true" type="q1:SecureStoreServiceConnectionSettingsAlreadyExistFault"/>
  <xs:complexType name="ConnectionSettingsNotFoundFault">
    <xs:sequence>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ConnectionSettingsNotFoundFault" nillable="true" type="q1:ConnectionSettingsNotFoundFault"/>
</xs:schema>
[bookmark: section_1bfdd0e6cefe4d1cb1d318ea1a6be627][bookmark: _Toc83915759]http://schemas.microsoft.com/2003/10/Serialization/ Schema
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" attributeFormDefault="qualified" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/2003/10/Serialization/" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:element name="anyType" nillable="true" type="xs:anyType"/>
  <xs:element name="anyURI" nillable="true" type="xs:anyURI"/>
  <xs:element name="base64Binary" nillable="true" type="xs:base64Binary"/>
  <xs:element name="boolean" nillable="true" type="xs:boolean"/>
  <xs:element name="byte" nillable="true" type="xs:byte"/>
  <xs:element name="dateTime" nillable="true" type="xs:dateTime"/>
  <xs:element name="decimal" nillable="true" type="xs:decimal"/>
  <xs:element name="double" nillable="true" type="xs:double"/>
  <xs:element name="float" nillable="true" type="xs:float"/>
  <xs:element name="int" nillable="true" type="xs:int"/>
  <xs:element name="long" nillable="true" type="xs:long"/>
  <xs:element name="QName" nillable="true" type="xs:QName"/>
  <xs:element name="short" nillable="true" type="xs:short"/>
  <xs:element name="string" nillable="true" type="xs:string"/>
  <xs:element name="unsignedByte" nillable="true" type="xs:unsignedByte"/>
  <xs:element name="unsignedInt" nillable="true" type="xs:unsignedInt"/>
  <xs:element name="unsignedLong" nillable="true" type="xs:unsignedLong"/>
  <xs:element name="unsignedShort" nillable="true" type="xs:unsignedShort"/>
  <xs:element name="char" nillable="true" type="tns2:char"/>
  <xs:simpleType name="char">
    <xs:restriction base="xs:int"/>
  </xs:simpleType>
  <xs:element name="duration" nillable="true" type="tns2:duration"/>
  <xs:simpleType name="duration">
    <xs:restriction base="xs:duration">
      <xs:pattern value="\-?P(\d*D)?(T(\d*H)?(\d*M)?(\d*(\.\d*)?S)?)?"/>
      <xs:minInclusive value="-P10675199DT2H48M5.4775808S"/>
      <xs:maxInclusive value="P10675199DT2H48M5.4775807S"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:element name="guid" nillable="true" type="tns2:guid"/>
  <xs:simpleType name="guid">
    <xs:restriction base="xs:string">
      <xs:pattern value="[\da-fA-F]{8}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{4}-[\da-fA-F]{12}"/>
    </xs:restriction>
  </xs:simpleType>
  <xs:attribute name="FactoryType" type="xs:QName"/>
  <xs:attribute name="Id" type="xs:ID"/>
  <xs:attribute name="Ref" type="xs:IDREF"/>
</xs:schema>
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/sharepoint/2009/06/securestoreservice" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore"/>
  <xs:import namespace="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server"/>
  <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/"/>
  <xs:element name="GetChangeMasterSecretKeyToken">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetChangeMasterSecretKeyTokenResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="GetChangeMasterSecretKeyTokenResult" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="ChangeMasterSecretKey">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="token" nillable="true" type="xs:string"/>
        <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="IsMasterSecretKeyPopulated">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="IsMasterSecretKeyPopulatedResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="IsMasterSecretKeyPopulatedResult" type="xs:boolean"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetMasterSecretKey">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetMasterSecretKeyResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetChangeKeyPassphrase">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="passPhraseHash" nillable="true" type="xs:base64Binary"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetChangeKeyPassphraseResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="CreateApplication">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="application" nillable="true" type="q1:TargetApplication"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationFields" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationClaims" nillable="true" type="q1:TargetApplicationClaims"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="CreateApplicationResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="UpdateApplication">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="application" nillable="true" type="q1:TargetApplication"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationFields" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="applicationClaims" nillable="true" type="q1:TargetApplicationClaims"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="UpdateApplicationResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteApplication">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteApplicationResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationClaims">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationClaimsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationClaimsResult" nillable="true" type="q1:TargetApplicationClaims"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationGroupClaims">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationGroupClaimsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationGroupClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationAdministratorClaims">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationAdministratorClaimsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationAdministratorClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationTicketRedeemerClaims">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationTicketRedeemerClaimsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationTicketRedeemerClaimsResult" nillable="true" type="q1:ArrayOfSecureStoreServiceClaim"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplication">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationResult" nillable="true" type="q1:TargetApplication"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationFields">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationFieldsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationFieldsResult" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplications">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetApplicationsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplications">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplicationsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetSystemApplications">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetSystemApplicationsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetSystemApplicationsResult" nillable="true" type="q1:ArrayOfTargetApplication"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetUserCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetUserCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetGroupCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetGroupCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteUserCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteUserCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteAllUserCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="claim" nillable="true" type="q1:SecureStoreServiceClaim"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteAllUserCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="IssueTicket">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="IssueTicketResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" name="IssueTicketResult" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="RedeemTicket">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
        <xs:element minOccurs="0" name="base64EncodedTicket" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="RedeemTicketResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="RedeemTicketResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetCredentialsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetCredentialsResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetRestrictedCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetRestrictedCredentialsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetRestrictedCredentialsResult" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="credentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="SetCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteCredentials">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteCredentialsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplication">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplicationResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationResult" nillable="true" type="q1:TargetApplication"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplicationFields">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="applicationId" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetUserApplicationFieldsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="GetUserApplicationFieldsResult" nillable="true" type="q1:ArrayOfTargetApplicationField"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="CreateConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="connectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="CreateConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="name" nillable="true" type="xs:string"/>
        <xs:element minOccurs="0" name="includeCredentials" type="xs:boolean"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetConnectionSettingsResult" nillable="true" type="tns1:ConnectionSettings"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="targetCredentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
        <xs:element xmlns:q1="http://schemas.datacontract.org/2004/07/Microsoft.Office.SecureStoreService.Server" minOccurs="0" name="proxyCredentials" nillable="true" type="q1:ArrayOfSerializableSecureStoreCredential"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetChildConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="parentName" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetChildConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetChildConnectionSettingsResult" nillable="true" type="tns1:ConnectionSettings"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetAllConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="type" type="tns1:ConnectionSettingsType"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="GetAllConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="GetAllConnectionSettingsResult" nillable="true" type="tns1:ArrayOfConnectionSettings"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="UpdateConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element xmlns:tns1="http://schemas.datacontract.org/2004/07/Microsoft.BusinessData.Infrastructure.SecureStore" minOccurs="0" name="connectionSettings" nillable="true" type="tns1:ConnectionSettings"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="UpdateConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteConnectionSettings">
    <xs:complexType>
      <xs:sequence>
        <xs:element xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" minOccurs="0" name="rawPartitionId" type="tns2:guid"/>
        <xs:element minOccurs="0" name="name" nillable="true" type="xs:string"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="DeleteConnectionSettingsResponse">
    <xs:complexType>
      <xs:sequence/>
    </xs:complexType>
  </xs:element>
</xs:schema>
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:tns2="http://schemas.microsoft.com/2003/10/Serialization/" xmlns:q3="http://schemas.datacontract.org/2004/07/System" elementFormDefault="qualified" targetNamespace="http://schemas.datacontract.org/2004/07/System" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:import namespace="http://schemas.microsoft.com/2003/10/Serialization/"/>
  <xs:complexType name="ArgumentException">
    <xs:complexContent mixed="false">
      <xs:extension base="q3:SystemException"/>
    </xs:complexContent>
  </xs:complexType>
  <xs:element name="ArgumentException" nillable="true" type="q3:ArgumentException"/>
  <xs:complexType name="SystemException">
    <xs:complexContent mixed="false">
      <xs:extension base="q3:Exception"/>
    </xs:complexContent>
  </xs:complexType>
  <xs:element name="SystemException" nillable="true" type="q3:SystemException"/>
  <xs:complexType name="Exception">
    <xs:sequence>
      <xs:any minOccurs="0" maxOccurs="unbounded" namespace="##local" processContents="skip"/>
    </xs:sequence>
    <xs:attribute ref="tns2:FactoryType"/>
  </xs:complexType>
  <xs:element name="Exception" nillable="true" type="q3:Exception"/>
  <xs:complexType name="ArgumentNullException">
    <xs:complexContent mixed="false">
      <xs:extension base="q3:ArgumentException"/>
    </xs:complexContent>
  </xs:complexType>
  <xs:element name="ArgumentNullException" nillable="true" type="q3:ArgumentNullException"/>
  <xs:complexType name="ArgumentOutOfRangeException">
    <xs:complexContent mixed="false">
      <xs:extension base="q3:ArgumentException"/>
    </xs:complexContent>
  </xs:complexType>
  <xs:element name="ArgumentOutOfRangeException" nillable="true" type="q3:ArgumentOutOfRangeException"/>
</xs:schema>
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:q2="http://schemas.microsoft.com/2003/10/Serialization/Arrays" elementFormDefault="qualified" targetNamespace="http://schemas.microsoft.com/2003/10/Serialization/Arrays" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType name="ArrayOfKeyValueOfstringstring">
    <xs:sequence>
      <xs:element minOccurs="0" maxOccurs="unbounded" name="KeyValueOfstringstring">
        <xs:complexType>
          <xs:sequence>
            <xs:element name="Key" nillable="true" type="xs:string"/>
            <xs:element name="Value" nillable="true" type="xs:string"/>
          </xs:sequence>
        </xs:complexType>
      </xs:element>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ArrayOfKeyValueOfstringstring" nillable="true" type="q2:ArrayOfKeyValueOfstringstring"/>
</xs:schema>
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:q4="http://schemas.datacontract.org/2004/07/System.ServiceModel" elementFormDefault="qualified" targetNamespace="http://schemas.datacontract.org/2004/07/System.ServiceModel" xmlns:xs="http://www.w3.org/2001/XMLSchema">
  <xs:complexType name="ExceptionDetail">
    <xs:sequence>
      <xs:element minOccurs="0" name="HelpLink" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="InnerException" nillable="true" type="q4:ExceptionDetail"/>
      <xs:element minOccurs="0" name="Message" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="StackTrace" nillable="true" type="xs:string"/>
      <xs:element minOccurs="0" name="Type" nillable="true" type="xs:string"/>
    </xs:sequence>
  </xs:complexType>
  <xs:element name="ExceptionDetail" nillable="true" type="q4:ExceptionDetail"/>
</xs:schema>
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft SharePoint Server 2010
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Server 2016
Microsoft SharePoint Server 2019
· Microsoft SharePoint Server Subscription Edition
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.2.4:  This type is available only in SharePoint Server 2013.
<2> Section 2.2.4:  This type is available only in SharePoint Server 2013.
<3> Section 2.2.4: This type is available only in SharePoint Server 2013.
<4> Section 2.2.4: This type is available only in SharePoint Server 2013.
<5> Section 2.2.4: This type is available only in SharePoint Server 2013.
<6> Section 2.2.4.18:  This type is available only in SharePoint Server 2013.
<7> Section 2.2.4.19:  This type is available only in SharePoint Server 2013.
<8> Section 2.2.4.20: This type is available only in SharePoint Server 2013.
<9> Section 2.2.4.21: This type is available only in SharePoint Server 2013.
<10> Section 2.2.4.22: This type is available only in SharePoint Server 2013.
<11> Section 2.2.5:  This type is available only in SharePoint Server 2013.
<12> Section 2.2.5: This type is available only in SharePoint Server 2013.
<13> Section 2.2.5.6:  This type is available only in SharePoint Server 2013.
<14> Section 2.2.5.7: This type is available only in SharePoint Server 2013.
<15> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<16> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<17> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<18> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<19> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<20> Section 3.1.4:  This operation is available only in SharePoint Server 2013.
<21> Section 3.1.4.2:  SharePoint Server 2010 will not return this error and the new target application is saved in the server. But the server will return a SecureStoreServiceFault error if the client later calls the GetApplication or GetApplications operation to retrieve the target application.
<22> Section 3.1.4.14:  Microsoft SharePoint Foundation 2010 invalidates the token after 1 minute.
<23> Section 3.1.4.29:  This operation is available only in SharePoint Server 2013.
<24> Section 3.1.4.30:  This operation is available only in SharePoint Server 2013.
<25> Section 3.1.4.31:  This operation is available only in SharePoint Server 2013.
<26> Section 3.1.4.32:  This operation is available only in SharePoint Server 2013.
<27> Section 3.1.4.33:  This operation is available only in SharePoint Server 2013.
<28> Section 3.1.4.34:  This operation is available only in SharePoint Server 2013.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
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