[bookmark: _GoBack][MS-UDCX]: 
Universal Data Connection 2.0 XML File Format

Intellectual Property Rights Notice for Open Specifications Documentation
· Technical Documentation. Microsoft publishes Open Specifications documentation (“this documentation”) for protocols, file formats, data portability, computer languages, and standards support. Additionally, overview documents cover inter-protocol relationships and interactions. 
· Copyrights. This documentation is covered by Microsoft copyrights. Regardless of any other terms that are contained in the terms of use for the Microsoft website that hosts this documentation, you can make copies of it in order to develop implementations of the technologies that are described in this documentation and can distribute portions of it in your implementations that use these technologies or in your documentation as necessary to properly document the implementation. You can also distribute in your implementation, with or without modification, any schemas, IDLs, or code samples that are included in the documentation. This permission also applies to any documents that are referenced in the Open Specifications documentation. 
· No Trade Secrets. Microsoft does not claim any trade secret rights in this documentation. 
· Patents. Microsoft has patents that might cover your implementations of the technologies described in the Open Specifications documentation. Neither this notice nor Microsoft's delivery of this documentation grants any licenses under those patents or any other Microsoft patents. However, a given Open Specifications document might be covered by the Microsoft Open Specifications Promise or the Microsoft Community Promise. If you would prefer a written license, or if the technologies described in this documentation are not covered by the Open Specifications Promise or Community Promise, as applicable, patent licenses are available by contacting iplg@microsoft.com. 
· License Programs. To see all of the protocols in scope under a specific license program and the associated patents, visit the Patent Map. 
· Trademarks. The names of companies and products contained in this documentation might be covered by trademarks or similar intellectual property rights. This notice does not grant any licenses under those rights. For a list of Microsoft trademarks, visit www.microsoft.com/trademarks. 
· Fictitious Names. The example companies, organizations, products, domain names, email addresses, logos, people, places, and events that are depicted in this documentation are fictitious. No association with any real company, organization, product, domain name, email address, logo, person, place, or event is intended or should be inferred.
Reservation of Rights. All other rights are reserved, and this notice does not grant any rights other than as specifically described above, whether by implication, estoppel, or otherwise. 
Tools. The Open Specifications documentation does not require the use of Microsoft programming tools or programming environments in order for you to develop an implementation. If you have access to Microsoft programming tools and environments, you are free to take advantage of them. Certain Open Specifications documents are intended for use in conjunction with publicly available standards specifications and network programming art and, as such, assume that the reader either is familiar with the aforementioned material or has immediate access to it.
Support. For questions and support, please contact dochelp@microsoft.com. 
Revision Summary
	Date
	Revision History
	Revision Class
	Comments

	4/4/2008
	0.01
	Major
	Initial Availability

	6/27/2008
	1.0
	Editorial
	Revised and edited technical content

	7/13/2009
	1.01
	Major
	Revised and edited the technical content

	8/28/2009
	1.02
	Editorial
	Revised and edited the technical content

	11/6/2009
	1.03
	Editorial
	Revised and edited the technical content

	2/19/2010
	2.0
	Major
	Updated and revised the technical content

	3/31/2010
	2.01
	Editorial
	Revised and edited the technical content

	4/30/2010
	2.02
	Editorial
	Revised and edited the technical content

	6/7/2010
	2.03
	Editorial
	Revised and edited the technical content

	6/29/2010
	2.04
	Editorial
	Changed language and formatting in the technical content.

	7/23/2010
	2.05
	Editorial
	Changed language and formatting in the technical content.

	9/27/2010
	2.05
	None
	No changes to the meaning, language, or formatting of the technical content.

	11/15/2010
	2.05
	None
	No changes to the meaning, language, or formatting of the technical content.

	12/17/2010
	2.05
	None
	No changes to the meaning, language, or formatting of the technical content.

	3/18/2011
	2.5.1
	Editorial
	Changed language and formatting in the technical content.

	6/10/2011
	2.5.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	1/20/2012
	3.0
	Major
	Significantly changed the technical content.

	4/11/2012
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/16/2012
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	10/8/2012
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	2/11/2013
	3.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/30/2013
	3.1
	Minor
	Clarified the meaning of the technical content.

	11/18/2013
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	2/10/2014
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	4/30/2014
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/31/2014
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	10/30/2014
	3.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	2/26/2016
	4.0
	Major
	Significantly changed the technical content.

	6/23/2016
	4.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/15/2016
	4.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	9/14/2016
	4.0
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/24/2018
	5.0
	Major
	Significantly changed the technical content.

	10/1/2018
	6.0
	Major
	Significantly changed the technical content.

	12/11/2018
	6.1
	Minor
	Clarified the meaning of the technical content.

	9/24/2019
	6.1
	None
	No changes to the meaning, language, or formatting of the technical content.

	7/20/2021
	7.0
	Major
	Significantly changed the technical content.

	10/5/2021
	8.0
	Major
	Significantly changed the technical content.


Table of Contents
1	Introduction	6
1.1	Glossary	6
1.2	References	8
1.2.1	Normative References	8
1.2.2	Informative References	9
1.3	Structure Overview (Synopsis)	9
1.4	Relationship to Protocols and Other Structures	9
1.5	Applicability Statement	10
1.6	Versioning and Localization	10
1.7	Vendor-Extensible Fields	10
2	Structures	11
2.1	Namespaces	11
2.2	UDC Processing Instructions	11
2.3	UDC Schema	11
2.3.1	DataSource	11
2.3.2	Name	12
2.3.3	Description	12
2.3.4	Type	12
2.3.5	ConnectionInfo	14
2.3.6	WsdlUrl	14
2.3.7	SelectCommand	15
2.3.8	ListId	16
2.3.9	WebUrl	16
2.3.10	ConnectionString	16
2.3.11	Query	17
2.3.12	UpdateCommand	17
2.3.13	Submit	18
2.3.14	FileName	18
2.3.15	SoapAction	19
2.3.16	OperationName	19
2.3.17	FolderName	20
2.3.18	ServiceUrl	20
2.3.19	Authentication	21
2.3.20	UseExplicit	22
2.3.21	UserId	22
2.3.22	Password	23
2.3.23	SSO	23
2.3.24	CredentialTypeEnumeration	23
2.3.25	SubType	24
2.4	Connection Type Requirements	25
2.4.1	SharePointList Requirements	25
2.4.2	SharePointLibrary Requirements	25
2.4.3	Database Requirements	26
2.4.4	XmlQuery Requirements	26
2.4.5	WebService Requirements	26
2.4.6	XmlSubmit Requirements	26
2.4.7	Rest Requirements	27
3	Structure Examples	28
3.1	Database	28
3.2	WebService	28
3.3	Empty Authentication	29
4	Security Considerations	30
5	Appendix A: Full XML Schemas	31
6	Appendix B: Product Behavior	34
7	Change Tracking	35
8	Index	36

[bookmark: section_1e0cd043c7a94d34a4f7e51618c4f10d][bookmark: _Toc83963210]Introduction
The Universal Data Connection 2.0 XML File Structure provides a container for data connection information. A Universal Data Connection (UDC) file uses XML to represent this information.
Sections 1.7 and 2 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_731f1ead9e8a49a5bd817c27473fbfb5][bookmark: _Toc83963211]Glossary
This document uses the following terms:
[bookmark: gt_13085cf6-6745-4b49-be34-0d3901c36c85]absolute URL: The full Internet address of a page or other World Wide Web resource. The absolute URL includes a protocol, such as "http," a network location, and an optional path and file name — for example, http://www.treyresearch.net/.
[bookmark: gt_24ddbbb4-b79e-4419-96ec-0fdd229c9ebf]Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF), commonly used by Internet specifications. ABNF notation balances compactness and simplicity with reasonable representational power. ABNF differs from standard BNF in its definitions and uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more information, see [RFC5234].
[bookmark: gt_8e961bf0-95ba-4f58-9034-b67ccb27f317]authentication: The act of proving an identity to a server while providing key material that binds the identity to subsequent communications.
[bookmark: gt_b505ab37-868d-426c-bb19-af21e675e0b8]credential: Previously established, authentication data that is used by a security principal to establish its own identity. When used in reference to the Netlogon Protocol, it is the data that is stored in the NETLOGON_CREDENTIAL structure.
[bookmark: gt_024a24fb-c1c0-4393-ab0c-f0e3e3f41629]data connection: A collection of information, such as the type and location, that defines how to connect to an external data source, such as a database, web service, SharePoint list, or XML file. 
[bookmark: gt_e091613c-6901-4874-b9b2-27273ead1075]data source: A database, web service, disk, file, or other collection of information from which data is queried or submitted. Supported data sources vary based on application and data provider. 
[bookmark: gt_d9f07822-aeb0-4642-ab51-95cb724fbf35]document library: A type of list that is a container for documents and folders.
[bookmark: gt_2fbc04cf-d58a-4c36-bbf9-50c0ce0ea0b3]explicit authentication: An authentication mechanism that requires users to provide credentials, such as a login name and password, before they can gain access to one or more resources.
[bookmark: gt_2024af9c-9fcc-4e6d-b34a-14bfe53b62ca]form template: A file or set of files that defines the data structure, appearance, and behavior of a form.
[bookmark: gt_f49694cc-c350-462d-ab8e-816f0103c6c1]globally unique identifier (GUID): A term used interchangeably with universally unique identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of these terms does not imply or require a specific algorithm or mechanism to generate the value. Specifically, the use of this term does not imply or require that the algorithms described in [RFC4122] or [C706] must be used for generating the GUID. See also universally unique identifier (UUID).
[bookmark: gt_169a29c5-f2b0-4f64-802f-3720b8b5c7ea]HTTP POST: An HTTP method, as described in [RFC2616].
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_d6a282ce-b1da-41e1-b05a-22f777a5c1fe]Kerberos: An authentication system that enables two parties to exchange private information across an otherwise open network by assigning a unique key (called a ticket) to each user that logs on to the network and then embedding these tickets into messages sent by the users. For more information, see [MS-KILE].
[bookmark: gt_04ce231e-214c-44fd-b7ba-7cc19eee79bf]list: A container within a SharePoint site that stores list items. A list has a customizable schema that is composed of one or more fields. 
[bookmark: gt_f8f4c2f5-c760-4abe-a9a1-573302980088]message body: The content within an HTTP message, as described in [RFC2616] section 4.3.
[bookmark: gt_72236660-af53-4390-877a-afece46ad517]Representational State Transfer (REST): A class of web services that is used to transfer domain-specific data by using HTTP, without additional messaging layers or session tracking, and returns textual data, such as XML.
[bookmark: gt_e01bcfbc-89a8-4fd6-8728-d1933a49651b]server-relative URL: A relative URL that does not specify a scheme or host, and assumes a base URI of the root of the host, as described in [RFC3986].
[bookmark: gt_8e9f1014-892f-4b65-b440-04d226612d53]single sign-on (SSO): A process that enables users who have a domain user account to log on to a network and gain access to any computer or resource in the domain without entering their credentials multiple times.
[bookmark: gt_8abdc986-5679-42d9-ad76-b11eb5a0daba]site: A group of related pages and data within a SharePoint site collection. The structure and content of a site is based on a site definition. Also referred to as SharePoint site and web site.
[bookmark: gt_c1c313af-2310-4380-a6ea-c2cedc115958]SOAP: A lightweight protocol for exchanging structured information in a decentralized, distributed environment. SOAP uses XML technologies to define an extensible messaging framework, which provides a message construct that can be exchanged over a variety of underlying protocols. The framework has been designed to be independent of any particular programming model and other implementation-specific semantics. SOAP 1.2 supersedes SOAP 1.1. See [SOAP1.2-1/2003].
[bookmark: gt_eb09277d-4322-4af8-8c27-df3f2d5891d1]SOAP node: An element in a SOAP message that identifies the node on a SOAP message path that causes a fault to occur, as described in [SOAP1.1].
[bookmark: gt_37416b0f-ca5b-4fac-96e5-082eb80a3d84]Structured Query Language (SQL): A database query and programming language that is widely used for accessing, querying, updating, and managing data in relational database systems.
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_d07ac95f-1308-46a3-a7eb-27c0d5553912]Universal Data Connection (.udc, .udcx) file: An XML file that has a .udc or .udcx file name extension that contains user credentials and other authentication information that is used to connect to a data source.
[bookmark: gt_a96bfb18-c329-40f5-89fd-df7a94b89882]web service: A unit of application logic that provides data and services to other applications and can be called by using standard Internet transport protocols such as HTTP, Simple Mail Transfer Protocol (SMTP), or File Transfer Protocol (FTP). Web services can perform functions that range from simple requests to complicated business processes.
[bookmark: gt_5a824664-0858-4b09-b852-83baf4584efa]Web Services Description Language (WSDL): An XML format for describing network services as a set of endpoints that operate on messages that contain either document-oriented or procedure-oriented information. The operations and messages are described abstractly and are bound to a concrete network protocol and message format in order to define an endpoint. Related concrete endpoints are combined into abstract endpoints, which describe a network service. WSDL is extensible, which allows the description of endpoints and their messages regardless of the message formats or network protocols that are used.
[bookmark: gt_3f81265d-5456-4bfe-b795-ac5bf522b299]WSDL operation: A single action or function of a web service. The execution of a WSDL operation typically requires the exchange of messages between the service requestor and the service provider.
[bookmark: gt_982b7f8e-d516-4fd5-8d5e-1a836081ed85]XML: The Extensible Markup Language, as described in [XML1.0].
[bookmark: gt_485f05b3-df3b-45ac-b8bf-d05f5d185a24]XML namespace: A collection of names that is used to identify elements, types, and attributes in XML documents identified in a URI reference [RFC3986]. A combination of XML namespace and local name allows XML documents to use elements, types, and attributes that have the same names but come from different sources. For more information, see [XMLNS-2ED].
[bookmark: gt_b9a20be7-31d9-4dcd-9cb9-ba72302857a2]XML namespace prefix: An abbreviated form of an XML namespace, as described in [XML].
[bookmark: gt_bd0ce6f9-c350-4900-827e-951265294067]XML schema: A description of a type of XML document that is typically expressed in terms of constraints on the structure and content of documents of that type, in addition to the basic syntax constraints that are imposed by XML itself. An XML schema provides a view of a document type at a relatively high level of abstraction.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_ba50ded83f4e4f5bbd0f4f0aa9bb9074][bookmark: _Toc83963212]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_0ffdcb62ede6471d94de22a0906b4d02][bookmark: _Toc83963213]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MS-ADTG] Microsoft Corporation, "Remote Data Services (RDS) Transport Protocol".
[MS-FSPP] Microsoft Corporation, "Forms Services Proxy Web Service Protocol".
[MS-SFU] Microsoft Corporation, "Kerberos Protocol Extensions: Service for User and Constrained Delegation Protocol".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2396] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifiers (URI): Generic Syntax", RFC 2396, August 1998, http://www.rfc-editor.org/rfc/rfc2396.txt
[RFC2617] Franks, J., Hallam-Baker, P., Hostetler, J., et al., "HTTP Authentication: Basic and Digest Access Authentication", RFC 2617, June 1999, http://www.rfc-editor.org/rfc/rfc2617.txt
[RFC4120] Neuman, C., Yu, T., Hartman, S., and Raeburn, K., "The Kerberos Network Authentication Service (V5)", RFC 4120, July 2005, https://www.rfc-editor.org/rfc/rfc4120.txt
[RFC4559] Jaganathan, K., Zhu, L., and Brezak, J., "SPNEGO-based Kerberos and NTLM HTTP Authentication in Microsoft Windows", RFC 4559, June 2006, http://www.rfc-editor.org/rfc/rfc4559.txt
[RFC5234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", STD 68, RFC 5234, January 2008, http://www.rfc-editor.org/rfc/rfc5234.txt
[XMLNS] Bray, T., Hollander, D., Layman, A., et al., Eds., "Namespaces in XML 1.0 (Third Edition)", W3C Recommendation, December 2009, http://www.w3.org/TR/2009/REC-xml-names-20091208/
[XMLSCHEMA1] Thompson, H., Beech, D., Maloney, M., and Mendelsohn, N., Eds., "XML Schema Part 1: Structures", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC-xmlschema-1-20010502/
[XMLSCHEMA2] Biron, P.V., Ed. and Malhotra, A., Ed., "XML Schema Part 2: Datatypes", W3C Recommendation, May 2001, http://www.w3.org/TR/2001/REC-xmlschema-2-20010502/
[XML] World Wide Web Consortium, "Extensible Markup Language (XML) 1.0 (Fourth Edition)", W3C Recommendation 16 August 2006, edited in place 29 September 2006, http://www.w3.org/TR/2006/REC-xml-20060816/
[bookmark: section_ec9207aefab4449d98b7995d3e4237a3][bookmark: _Toc83963214]Informative References
[MS-INFODCF] Microsoft Corporation, "InfoPath Data Connection File Download Protocol".
[NTLM] Microsoft Corporation, "Microsoft NTLM", http://msdn.microsoft.com/en-us/library/aa378749.aspx
[bookmark: section_ebe01b63006f4fa69a3e1da2e126d6f6][bookmark: _Toc83963215]Structure Overview (Synopsis)
The Universal Data Connection (UDC) file specifies settings for data connections used by form templates. Each Universal Data Connection (.udc, .udcx) file provides the necessary information to connect to a data source. The UDC file is constructed of three main parts:
· Name and description.
· Type and purpose.
· Connection information.
The UDC file is used to provide a layer of indirection for data connection settings so that the settings can be changed for multiple form templates by modifying a single file. In addition, the UDC file allows specification of server-side properties, such as an implementation-specific reference to authentication credentials stored in an encrypted database. At runtime, a protocol client retrieves the latest data connection settings from the data connection file and uses them to make the requested data connection. A single data connection file provides settings to connect to a single data source.
The following figure shows the structure of a UDC file.
[image: UDC file structure]
Figure 1: UDC file structure
[bookmark: section_1cdaaecf1167482982677acbd0e56a68][bookmark: _Toc83963216]Relationship to Protocols and Other Structures
The UDC file is used by the Forms Services Proxy Web Service Protocol, as described in [MS-FSPP] section 1, to connect to a target web service and optionally use the credentials specified in the UDC file.
A form template uses the information in a UDC file to connect to a data source. The InfoPath Data Connection File Download Protocol, as described in [MS-INFODCF] section 1, provides a method for a protocol client that has a form template to request a UDC file.
[bookmark: section_877030a4909a4abcb7cf70875dd852fa][bookmark: _Toc83963217]Applicability Statement
The UDC file is used to store data connection information outside of a form template. This enables multiple form templates to share the same data connections. When a UDC file is used to specify the data connections for a form template, the data connections can be updated without modifying the form template by changing the information in the UDC file.
[bookmark: section_3879d01b8b214a149db3520fd885ee23][bookmark: _Toc83963218]Versioning and Localization
This document specifies the Universal Data Connection version 2.0 file format.
[bookmark: section_846116a42abc4e11876720608a07b708][bookmark: _Toc83963219]Vendor-Extensible Fields
None.
[bookmark: section_3ef37bf7d2294f4ea0ff772de2eabb66][bookmark: _Toc83963220]Structures
[bookmark: section_33d3ff3c7f4e4c659e0eb76cc7b2bd33][bookmark: _Toc83963221]Namespaces
This specification specifies and references various XML namespaces using the mechanisms specified in [XMLNS] and [RFC2396]. Although this specification associates a specific XML namespace prefix for each XML namespace that is used, the choice of any particular XML namespace prefix is implementation-specific and not significant for interoperability.
This specification references the XML namespace prefixes listed in the following table.
	Prefix
	Namespace URI
	Reference

	[bookmark: NamespacesList]xsd
	http://www.w3.org/2001/XMLSchema 
	[XMLSCHEMA1]
[XMLSCHEMA2]

	udc
	http://schemas.microsoft.com/office/infopath/2006/udc

	



[bookmark: section_c727990462fa409a99d42daeb9c965a3][bookmark: _Toc83963222]UDC Processing Instructions
The following XML processing instruction tag, as specified in [XML] section 2.6, MUST appear in the UDC file:
<?MicrosoftWindowsSharePointServices…?>
A formal definition in Augmented Backus-Naur Form (ABNF), as specified in [RFC5234], of the XML processing instructions is as follows.
UDC_PI = '<?MicrosoftWindowsSharePointServices ' CONTENT_ID_TYPE '?>' CRLF	
CONTENT_ID_TYPE = 'ContentTypeID="0x010100B4CBD48E029A4AD8B62CB0E41868F2B0"'	
[bookmark: section_0a213bb7dcee45f3b9247a6600ba6f4d][bookmark: _Toc83963223]UDC Schema
The following sections specify the elements and attributes of the UDC file.
[bookmark: section_aa8452f092bf451c9b5599f0b5c261f7][bookmark: _Toc83963224]DataSource
A container for the elements of the UDC file.

	Child Elements

	ConnectionInfo

	Description

	Name

	Type


Attributes: 
MajorVersion: The major version of the UDC file.
MinorVersion: The minor version of the UDC file.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="DataSource">
  <xsd:complexType>
    <xsd:all>
      <xsd:element name="Name" type="xsd:string"/>
      <xsd:element name="Description" type="xsd:string"/>
      <xsd:element ref="udc:Type"/>
      <xsd:element ref="udc:ConnectionInfo"/>
    </xsd:all>
    <xsd:attribute name="MajorVersion" fixed="2" use="required" type="xsd:int"/>
    <xsd:attribute name="MinorVersion" fixed="0" use="required" type="xsd:int"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_ec8b08befe6743409128d1b82f624018][bookmark: _Toc83963225]Name
The name of the UDC file.

	Parent Elements

	DataSource



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Name" type="xsd:string"/>
[bookmark: section_104df0dffc054eb38867ed6171115895][bookmark: _Toc83963226]Description
A long description for the UDC file.

	Parent Elements

	DataSource



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Description" type="xsd:string"/>
[bookmark: section_a054ce47d8f148039b0afd51ed43817d][bookmark: _Toc83963227]Type
The connection type for the UDC file.

	Parent Elements

	DataSource



	Child Elements

	SubType


Attributes: 
MajorVersion: The major version of the UDC file. MUST be ignored by the protocol server.
MinorVersion: The minor version of the UDC file. MUST be ignored by the protocol server.
Type: The connection type of the UDC file. MUST be one of the following values:
· SharePointList
· SharePointLibrary
· Database
· XmlQuery
· WebService
· XmlSubmit
· Rest
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Type">
  <xsd:complexType>
    <xsd:sequence>
      <xsd:element ref="udc:SubType" minOccurs="0"/>
    </xsd:sequence>
    <xsd:attribute name="MajorVersion" type="xsd:string" use="optional"/>
    <xsd:attribute name="MinorVersion" type="xsd:string" use="optional"/>
    <xsd:attribute name="Type" use="required">
      <xsd:simpleType>
        <xsd:restriction base="xsd:string">
          <xsd:enumeration value="SharePointList"/>
          <xsd:enumeration value="SharePointLibrary"/>
          <xsd:enumeration value="Database"/>
          <xsd:enumeration value="XmlQuery"/>
          <xsd:enumeration value="WebService"/>
          <xsd:enumeration value="XmlSubmit"/>
          <xsd:enumeration value="Rest"/>
        </xsd:restriction>
      </xsd:simpleType>
    </xsd:attribute>
  </xsd:complexType>
</xsd:element>
[bookmark: section_e09b8057ca5d4a8c92de37dc0f3ae3bd][bookmark: _Toc83963228]ConnectionInfo
Contains the information used to establish a connection to a data source.

	Parent Elements

	DataSource



	Child Elements

	Authentication

	SelectCommand

	UpdateCommand

	WsdlUrl


Attributes: 
AltDataSource: A Uniform Resource Locator (URL) to another UDC file in the same library. The protocol server MUST NOT support absolute URLs for this value. The protocol server MUST use the UDC file specified in this attribute instead of the current UDC file.
Purpose: Determines whether the connection is for a query or submit operation. MUST be one of the following values: "ReadOnly", "WriteOnly", or "ReadWrite". MUST be ignored by the protocol server.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="ConnectionInfo">
  <xsd:complexType>
    <xsd:all>
      <xsd:element name="WsdlUrl" minOccurs="0" type="xsd:string"/>
      <xsd:element ref="udc:SelectCommand"/>
      <xsd:element ref="udc:UpdateCommand"/>
      <xsd:element ref="udc:Authentication" minOccurs="0"/>
    </xsd:all>
    <xsd:attribute name="Purpose" use="required">
      <xsd:simpleType>
        <xsd:restriction base="xsd:string">
          <xsd:enumeration value="ReadOnly"/>
          <xsd:enumeration value="WriteOnly"/>
          <xsd:enumeration value="ReadWrite"/>
        </xsd:restriction>
      </xsd:simpleType>
    </xsd:attribute>
    <xsd:attribute name="AltDataSource" type="xsd:string" use="optional"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_e58b7b3c645549bdbdfc8bee727fa2ca][bookmark: _Toc83963229]WsdlUrl
[bookmark: Appendix_A_Target_1]When the value of the Type attribute of the Type element equals "WebService", this element MUST exist and its value MUST be a URL to the Web Services Description Language (WSDL) of a web service where a SOAP query or SOAP submit is executed. The protocol server MUST support absolute URLs and SHOULD<1> support server-relative URLs for this value.
When the value of the Type attribute of the Type element is not equal to "WebService", the WsdlUrl element MUST be ignored by the protocol client and protocol server.

	Parent Elements

	ConnectionInfo



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="WsdlUrl" minOccurs="0" type="xsd:string"/>
[bookmark: section_4617e82d0c33425891f5cd2a4dcc93bb][bookmark: _Toc83963230]SelectCommand
Contains the information used to query data from a data source.

	Parent Elements

	ConnectionInfo



	Child Elements

	ConnectionString

	ListId

	OperationName

	Query

	ServiceUrl

	SoapAction

	WebUrl


Attributes: 
Type: Reserved for future use. MUST be ignored by the protocol server.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="SelectCommand">
  <xsd:complexType>
    <xsd:all>
      <xsd:element name="ListId" minOccurs="0" type="xsd:string"/>
      <xsd:element name="WebUrl" minOccurs="0" type="xsd:string"/>
      <xsd:element name="ConnectionString" minOccurs="0" type="xsd:string"/>
      <xsd:element ref="udc:ServiceUrl" minOccurs="0"/>
      <xsd:element ref="udc:SoapAction" minOccurs="0"/>
      <xsd:element ref="udc:OperationName" minOccurs="0"/>
      <xsd:element name="Query" minOccurs="0" type="xsd:string"/>
    </xsd:all>
    <xsd:attribute name="Type" type="xsd:string" use="optional"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_c6340e21756d4bae88ef7d86ec65d0f6][bookmark: _Toc83963231]ListId
ListId is a unique identifier for a list available on the protocol server. When the value of the Type attribute of the Type element equals "SharePointList", this element and its value MUST exist. Otherwise, it MUST be ignored by the protocol client and protocol server.

	Parent Elements

	SelectCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="ListId" minOccurs="0" type="xsd:string"/>
[bookmark: section_2e8261abaf9b483fa902914d47f11219][bookmark: _Toc83963232]WebUrl
[bookmark: Appendix_A_Target_2]When the value of the Type attribute of the Type element equals "SharePointList", this element MUST exist and its value MUST be a URL to the protocol server that contains the list specified by ListId. The protocol server MUST support absolute URLs and SHOULD<2> support server-relative URLs for this value.
When the value of the Type attribute of the Type element is not equal to "SharePointList", the WebUrl element MUST be ignored by the protocol client and protocol server.

	Parent Elements

	SelectCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="WebUrl" minOccurs="0" type="xsd:string"/>
[bookmark: section_693cec019454461a8935cb9f05105a7f][bookmark: _Toc83963233]ConnectionString
A database connection string, as specified in [MS-ADTG] section 2.2.3.13.1, to establish and maintain the connection between the database and the protocol server. When the value of the Type attribute of the Type element equals "Database", this element and its value MUST exist. Otherwise, it MUST be ignored by the protocol client and protocol server.

	Parent Elements

	SelectCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="ConnectionString" minOccurs="0" type="xsd:string"/>
[bookmark: section_9356babd57da462a9316d4a6ffd22337][bookmark: _Toc83963234]Query
A query or URL. MUST be one of the following:
· If the value of the Type attribute of the Type element equals "Database", the value of the Query element MUST be a Structured Query Language (SQL) query that can access and retrieve data from the database specified in the ConnectionString element to the protocol server.
· [bookmark: Appendix_A_Target_3]When the value of the Type attribute of the Type element equals "XmlQuery", the Query element MUST exist and its value MUST be a URL to an XML file stored on a Web server that can access and retrieve data from a Web server to the protocol server. The protocol server MUST support absolute URLs and SHOULD<3> support server-relative URLs for this value.
· If the value of the Type attribute of the Type element equals "Rest", this element MUST exist and its value MUST be an absolute URL to a Representational State Transfer (REST) web service that can access and retrieve data from the web service to the protocol server.
· Otherwise, this element MUST be ignored by the protocol server.

	Parent Elements

	SelectCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Query" minOccurs="0" type="xsd:string"/>
[bookmark: section_92682ba4e9304357b9e50aaa03065389][bookmark: _Toc83963235]UpdateCommand
Contains the information used to submit data to a data source. Section 2.4 specifies which elements are required for each value of the Type attribute in the Type element.

	Parent Elements

	ConnectionInfo



	Child Elements

	FileName

	FolderName

	OperationName

	ServiceUrl

	SoapAction

	Submit



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="UpdateCommand">
  <xsd:complexType>
    <xsd:all>
      <xsd:element ref="udc:ServiceUrl" minOccurs="0"/>
      <xsd:element ref="udc:SoapAction" minOccurs="0"/>
      <xsd:element ref="udc:OperationName" minOccurs="0"/>
      <xsd:element name="Submit" minOccurs="0" type="xsd:string"/>
      <xsd:element name="FileName" minOccurs="0" type="xsd:string"/>
      <xsd:element ref="udc:FolderName" minOccurs="0"/>
    </xsd:all>
  </xsd:complexType>
</xsd:element>
[bookmark: section_b0bd3d61ebb945c88ebd7abdb677a269][bookmark: _Toc83963236]Submit
An absolute URL to a Web server. The Web server MUST be able to accept HTTP POST requests with XML in the message body. When the value of the Type attribute of the Type element equals "XmlSubmit", this element and its value MUST exist. Otherwise, it MUST be ignored by the protocol client and protocol server.

	Parent Elements

	UpdateCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Submit" minOccurs="0" type="xsd:string"/>
[bookmark: section_9a199241d9d74dbe9fe6fb62c8092478][bookmark: _Toc83963237]FileName
The default file name for submitting to a document library on a protocol server. MUST be ignored by the protocol server.

	Parent Elements

	UpdateCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="FileName" minOccurs="0" type="xsd:string"/>
[bookmark: section_86f0c0c5639b4e66b3eed9cf080078bf][bookmark: _Toc83963238]SoapAction
The name of the method to execute on the SOAP node specified in the ServiceUrl element for the SelectCommand element or the UpdateCommand element. When the value of the Type attribute of the Type element equals "WebService", this element and its value MUST exist. Otherwise, it MUST be ignored by the protocol client and protocol server.

	Parent Elements

	SelectCommand

	UpdateCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="SoapAction" type="xsd:string"/>
[bookmark: section_4ba48e9c2289467e835ff715189a7c0b][bookmark: _Toc83963239]OperationName
The name of the WSDL operation on a SOAP node specified in the ServiceUrl element for the SelectCommand element or the UpdateCommand element. The protocol server MUST ignore this element.

	Parent Elements

	SelectCommand

	UpdateCommand



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="OperationName" type="xsd:string"/>
[bookmark: section_8f4c01fa75d4462c8c8337a31576c7f0][bookmark: _Toc83963240]FolderName
A URL for the document library hosted on the protocol server. When the value of the Type attribute of the Type element equals "SharePointLibrary", this element and its value MUST exist. Otherwise, it MUST be ignored by the protocol client and protocol server.

	Parent Elements

	UpdateCommand


Attributes: 
AllowOverwrite: Determines whether a file override is allowed or not. If the value of this attribute is "true" or "1", the protocol server MUST overwrite the content stored in the document library. Otherwise, the protocol server MUST NOT overwrite any content in the document library.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="FolderName">
  <xsd:complexType>
    <xsd:simpleContent>
      <xsd:extension base="xsd:string">
        <xsd:attribute name="AllowOverwrite" use="optional">
          <xsd:simpleType>
            <xsd:restriction base="xsd:string">
              <xsd:enumeration value=""/>
              <xsd:enumeration value="0"/>
              <xsd:enumeration value="1"/>
              <xsd:enumeration value="false"/>
              <xsd:enumeration value="true"/>
            </xsd:restriction>
          </xsd:simpleType>
        </xsd:attribute>
      </xsd:extension>
    </xsd:simpleContent>
  </xsd:complexType>
</xsd:element>
[bookmark: section_469c14fd6e894e9ebee099cfde20790f][bookmark: _Toc83963241]ServiceUrl
[bookmark: Appendix_A_Target_4]When the value of the Type attribute of the Type element equals "WebService", this element MUST exist and its value MUST be a URL for a SOAP node. This URL MUST be used by the SOAP node to execute the SOAP method call specified in the SoapAction element. The protocol server MUST support absolute URLs and SHOULD<4> support server-relative URLs for this value.
When the value of the Type attribute of the Type element is not equal to "WebService", the ServiceUrl element MUST be ignored by the protocol client and protocol server.

	Parent Elements

	SelectCommand

	UpdateCommand


Attributes: 
UseFormsServiceProxy: Determines whether the connection needs to use the Forms Services Proxy web service. If the value of this attribute is "true", the protocol server MUST use the Forms Services Proxy web service, as specified in [MS-FSPP]. Otherwise the protocol server MUST NOT use the Forms Services Proxy web service.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="ServiceUrl">
  <xsd:complexType>
    <xsd:simpleContent>
      <xsd:extension base="xsd:string">
        <xsd:attribute name="UseFormsServiceProxy" use="optional" type="xsd:boolean"/>
      </xsd:extension>
    </xsd:simpleContent>
  </xsd:complexType>
</xsd:element>
[bookmark: section_69bc84d3cb144fa49003136470efed48][bookmark: _Toc83963242]Authentication
Contains authentication information. If the Authentication element is present in the ConnectionInfo element, the protocol server MUST support both single sign-on (SSO) and explicit authentication methods, and the protocol server MUST use the provided credentials to authenticate the connections specified by the UDC file as follows:
· If the SSO element is present and the UseExplicit element is not present in the Authentication element, the protocol server MUST use SSO for authentication.
· If the UseExplicit element is present and the SSO element is not present in the Authentication element, the protocol server MUST use explicit authentication for authentication with the credentials provided in the UseExplicit element.
· If both the SSO and the UseExplicit elements are present in the Authentication element, the protocol server MUST use SSO for authentication.
· Otherwise, the protocol server MUST NOT attempt separate authentication to perform the operation specified in the file.

	Parent Elements

	ConnectionInfo



	Child Elements

	SSO

	UseExplicit



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Authentication">
  <xsd:complexType>
    <xsd:all>
      <xsd:element ref="udc:SSO" minOccurs="0"/>
      <xsd:element ref="udc:UseExplicit" minOccurs="0"/>
    </xsd:all>
  </xsd:complexType>
</xsd:element>
[bookmark: section_071071604c514fd8bee7489195837352][bookmark: _Toc83963243]UseExplicit
UseExplicit contains the credentials for a data source for a protocol server to establish and maintain the data connection. If the UserId element is not specified, the Password element MUST be ignored by the protocol server.

	Parent Elements

	Authentication



	Child Elements

	Password

	UserId


Attributes: 
CredentialType: The method of authentication. The possible values for this attribute are specified in section 2.3.24.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="UseExplicit">
  <xsd:complexType>
    <xsd:all>
      <xsd:element name="UserId" minOccurs="0" type="xsd:string"/>
      <xsd:element name="Password" minOccurs="0" type="xsd:string"/>
    </xsd:all>
    <xsd:attribute name="CredentialType" use="required" type="udc:CredentialTypeEnumeration"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_0fd6fb7f2b1e4e6e8098ce2992cd0ea1][bookmark: _Toc83963244]UserId
The user name for the explicit authentication method specified in section 2.3.20.

	Parent Elements

	UseExplicit



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="UserId" minOccurs="0" type="xsd:string"/>
[bookmark: section_76ca8f2f22574990a4aed9fda4584d6b][bookmark: _Toc83963245]Password
The password for the explicit authentication method specified in section 2.3.20.

	Parent Elements

	UseExplicit



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="Password" minOccurs="0" type="xsd:string"/>
[bookmark: section_315a2db7dd3842b8a28080635e322d58][bookmark: _Toc83963246]SSO
SSO specifies the SSO authentication method.

	Parent Elements

	Authentication


Attributes: 
AppId: Specifies the application to be used for SSO authentication.
CredentialType: Specifies the method of authentication.
The possible values for this attribute are specified in section 2.3.24.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="SSO">
  <xsd:complexType>
    <xsd:attribute name="AppId" use="required" type="xsd:string"/>
    <xsd:attribute name="CredentialType" use="required" type="udc:CredentialTypeEnumeration"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_603a9dacd9174030824008cee889042d][bookmark: _Toc83963247]CredentialTypeEnumeration
CredentialTypeEnumeration specifies how the contained credentials are used. If the CredentialType attribute is empty for either the SSO or the UseExplicit elements, the protocol server MUST ignore both the SSO and the UseExplicit elements. The protocol server MUST support the credential type specified in this element.
The value of this element MUST be one of the following:
· Basic: Credentials are used to perform Hypertext Transfer Protocol (HTTP) Basic authentication, as specified in [RFC2617].
· CD: Credentials are used to impersonate a user using constrained delegation, as specified in [MS-SFU] section 3.1.
· Digest: Credentials are used to perform HTTP Digest authentication, as specified in [RFC2617].
· Kerberos: Credentials are used to impersonate a user using Kerberos, as specified in [RFC4120] and [RFC4559].
· Ntlm: Credentials are used to impersonate a user using Windows challenge/response, as described in [NTLM].
· Sql: Credentials are embedded in a database connection string for authentication against a SQL server.

	Referenced By

	SSO.UniversalDataConnection@CredentialType

	UseExplicit.UniversalDataConnection@CredentialType



The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this simple type.
<xsd:simpleType name="CredentialTypeEnumeration">
  <xsd:restriction base="xsd:string">
    <xsd:enumeration value="Sql"/>
    <xsd:enumeration value="Ntlm"/>
    <xsd:enumeration value="Kerberos"/>
    <xsd:enumeration value="CD"/>
    <xsd:enumeration value="Basic"/>
    <xsd:enumeration value="Digest"/>
  </xsd:restriction>
</xsd:simpleType>
[bookmark: section_5e5c078fc1b1478caeafa4ae7eb41557][bookmark: _Toc83963248]SubType
SubType is reserved for future use. MUST be ignored by the protocol server.

	Parent Elements

	Type


Attributes: 
MajorVersion: Reserved for future use. MUST be ignored by the protocol server.
MinorVersion: Reserved for future use. MUST be ignored by the protocol server.
The following W3C XML Schema ([XMLSCHEMA1] section 2.1) fragment specifies the contents of this element.
<xsd:element name="SubType">
  <xsd:complexType>
    <xsd:attribute name="MajorVersion" type="xsd:string" use="optional"/>
    <xsd:attribute name="MinorVersion" type="xsd:string" use="optional"/>
  </xsd:complexType>
</xsd:element>
[bookmark: section_3b1ac55c72fe43bcaa7c6b3867fbba31][bookmark: _Toc83963249]Connection Type Requirements
Each UDC file has only one ConnectionInfo element. The contents of the ConnectionInfo element depend on the value of the Type attribute of the Type element as specified in the following subsections.
The "udc" prefix used in this section maps to the following namespace:
http://schemas.microsoft.com/office/infopath/2006/udc
[bookmark: section_4b9a478db1b5445198c3b506b9fdd24c][bookmark: _Toc83963250]SharePointList Requirements
When the value of the Type attribute of the Type element equals "SharePointList", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	SharePointList

	udc:DataSource/udc:ConnectionInfo/udc:SelectCommand/udc:ListId
	GUID of the SharePoint list.

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:WebUrl

	URL to the site that contains the list.



[bookmark: section_36da5ed353f247f69c643cbdaa6bdd73][bookmark: _Toc83963251]SharePointLibrary Requirements
When the value of the Type attribute of the Type element equals "SharePointLibrary", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	SharePointLibrary

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:FolderName

	A URL for the document library hosted on the protocol server.

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:FolderName/@AllowOverwrite

	Determines whether to overwrite a file in a document library if the file already exists.



[bookmark: section_fe4fd69605994617b64756c71963271b][bookmark: _Toc83963252]Database Requirements
When the value of the Type attribute of the Type element equals "Database", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	Database

	udc:DataSource/udc:ConnectionInfo/udc:SelectCommand/udc:ConnectionString

	Database connection string.

	udc:DataSource/udc:ConnectionInfo/udc:SelectCommand/udc:Query
	SQL query to execute.



[bookmark: section_e3c15f97b8eb4f02ae4ba5c6d9ad3580][bookmark: _Toc83963253]XmlQuery Requirements
When the value of the Type attribute of the Type element equals "XmlQuery", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	XmlQuery

	udc:DataSource/udc:ConnectionInfo/udc:SelectCommand/udc:Query

	URL that specifies the source of the XML to retrieve.



[bookmark: section_1cef2ce6a77b48e0bf34a67462206811][bookmark: _Toc83963254]WebService Requirements
When the value of the Type attribute of the Type element equals "WebService", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	WebService

	udc:DataSource/udc:ConnectionInfo/udc:WsdlUrl
	URL to the WSDL for the web service.

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:ServiceUrl

	URL to the web service.

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:SoapAction
	web service SOAP action identifier.



[bookmark: section_770fc1900bc74c8fb345577fbccea8a2][bookmark: _Toc83963255]XmlSubmit Requirements
When the value of the Type attribute of the Type element equals "XmlSubmit", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	XmlSubmit

	udc:DataSource/udc:ConnectionInfo/udc:UpdateCommand/udc:Submit

	URL that specifies the target of the XML to post.



[bookmark: section_cca1f1d559994da3a8855c3294f66965][bookmark: _Toc83963256]Rest Requirements
When the value of the Type attribute of the Type element equals "Rest", the protocol server processes the following properties.
	Property
	Value description

	udc:DataSource/udc:Type/@Type
	Rest

	udc:DataSource/udc:ConnectionInfo/udc:SelectCommand/udc:Query

	URL that specifies the source of the REST web service.



[bookmark: section_ed01c0d47ff14f01ae2572114c253e74][bookmark: _Toc83963257]Structure Examples
This section contains samples of a UDC file for "Database" and "WebService" data connection types. This section also contains an example of an Authentication element when the CredentialType attribute is empty.
[bookmark: section_be6ce578291c4452b82a5ffb88d26bbd][bookmark: _Toc83963258]Database
The following example is a UDC file that retrieves data from a database. When there are child elements in the ConnectionInfo element that are not database-related, the protocol server will only use the database-related elements.  
<?xml version="1.0" encoding="UTF-8"?>
<?MicrosoftWindowsSharePointServices ContentTypeID="0x010100B4CBD48E029A4AD8B62CB0E41868F2B0"?>
<udc:DataSource
  MajorVersion="2"
  MinorVersion="0"
  xmlns:udc="http://schemas.microsoft.com/office/infopath/2006/udc">
  <udc:Name>DB Connection</udc:Name>
  <udc:Description>Database</udc:Description>
  <udc:Type MajorVersion="2" MinorVersion="0" Type="Database">
    <udc:SubType MajorVersion="0" MinorVersion="0"></udc:SubType>
  </udc:Type>
  <udc:ConnectionInfo Purpose="ReadOnly" AltDataSource="">
    <udc:WsdlUrl>http://</udc:WsdlUrl>
    <udc:SelectCommand Type="">
      <udc:ListId></udc:ListId>
      <udc:WebUrl>http://</udc:WebUrl>
      <udc:ConnectionString>Provider=SQLOLEDB.1;Password=MyPassword;Persist Security Info=True;User ID=MyUserName;Initial Catalog=AdventureWorks;Data Source=testmachine;Use Procedure for Prepare=1;Auto Translate=True;Packet Size=4096;Workstation ID=MYWORKMACHINE;Use Encryption for Data=False;Tag with column collation when possible=False</udc:ConnectionString>
      <udc:OperationName></udc:OperationName>
      <udc:ServiceUrl>http://</udc:ServiceUrl>
      <udc:SoapAction></udc:SoapAction>
      <udc:Query>select "DocumentID","Title","FileName","FileExtension","Revision","ChangeNumber","Status","DocumentSummary","Document","ModifiedDate" from "Production"."Document" as "Document"</udc:Query>
    </udc:SelectCommand>
    <udc:UpdateCommand>
      <udc:OperationName></udc:OperationName>
      <udc:ServiceUrl>http://</udc:ServiceUrl>
      <udc:SoapAction></udc:SoapAction>
      <udc:Submit></udc:Submit>
    </udc:UpdateCommand>
  </udc:ConnectionInfo>
</udc:DataSource>
[bookmark: section_60c771addae94ddbba58039d8ff0e83c][bookmark: _Toc83963259]WebService
The following example is a UDC file that retrieves data from a web service. When there are child elements in the ConnectionInfo element that are not web service related, the protocol server only uses the web service related elements.
<?xml version="1.0" encoding="UTF-8"?>
<?MicrosoftWindowsSharePointServices ContentTypeID="0x010100B4CBD48E029A4AD8B62CB0E41868F2B0"?>
<udc:DataSource
  MajorVersion="2"
  MinorVersion="0"
  xmlns:udc="http://schemas.microsoft.com/office/infopath/2006/udc">
  <udc:Name>Main query</udc:Name>
  <udc:Description>Format: UDC V2; Connection Type: WebService; Purpose: ReadOnly; Generated by Microsoft® Office InfoPath® 2007 on 2008-02-12 at 11:23:51.</udc:Description>
  <udc:Type MajorVersion="2" MinorVersion="0" Type="WebService">
    <udc:SubType MajorVersion="0" MinorVersion="0"/>
  </udc:Type>
  <udc:ConnectionInfo Purpose="ReadOnly" AltDataSource="">
    <udc:WsdlUrl>http://testmachine/app/service.asmx?WSDL</udc:WsdlUrl>
    <udc:SelectCommand>
      <udc:ListId/>
      <udc:WebUrl/>
      <udc:ConnectionString/>
      <udc:ServiceUrl UseFormsServiceProxy="true">http://testmachine/app/service.asmx</udc:ServiceUrl>
      <udc:SoapAction>http://testmachine/app/HelloWorld</udc:SoapAction>
      <udc:Query/>
    </udc:SelectCommand>
    <udc:UpdateCommand>
      <udc:ServiceUrl UseFormsServiceProxy="false"/>
      <udc:SoapAction/>
      <udc:Submit/>
      <udc:FileName>Specify a filename or formula</udc:FileName>
      <udc:FolderName AllowOverwrite=""/>
    </udc:UpdateCommand>
  </udc:ConnectionInfo>
</udc:DataSource>
[bookmark: section_6fc5a71ec30d49bc80583045817798f4][bookmark: _Toc83963260]Empty Authentication
The following Authentication element example shows how the explicit credentials are ignored because the CredentialType attribute is empty.
<udc:Authentication>
  <udc:UseExplicit CredentialType="">
    <udc:UserId>MyUserName</udc:UserId>
    <udc:Password>DatabasePassword</udc:Password>
  </udc:UseExplicit>
</udc:Authentication>
[bookmark: section_7a80817d7bc5437c9336d037aefd55d6][bookmark: _Toc83963261]Security Considerations
The UDC file contains security-sensitive credentials with the provided connection information. If the explicit authentication method is used, the username and password are stored in plaintext under the UseExplicit element. The preferred authentication method is SSO instead of explicit authentication.
[bookmark: section_435c72b232bf467f827ac4ae3a451285][bookmark: _Toc83963262]Appendix A: Full XML Schemas
For ease of implementation, this section provides the full XML schema for the UDC file. 
<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema 
  targetNamespace="http://schemas.microsoft.com/office/infopath/2006/udc"
  elementFormDefault="qualified"
  xmlns:udc="http://schemas.microsoft.com/office/infopath/2006/udc"
  xmlns:xsd="http://www.w3.org/2001/XMLSchema">

  <xsd:element name="DataSource" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element name="Name" type="xsd:string" />
        <xsd:element name="Description" type="xsd:string" />
        <xsd:element ref="udc:Type" />
        <xsd:element ref="udc:ConnectionInfo" />
      </xsd:all>
      <xsd:attribute name="MajorVersion" fixed="2" use="required" type="xsd:int" />
      <xsd:attribute name="MinorVersion" fixed="0" use="required" type="xsd:int" />
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="Type" >
    <xsd:complexType >
      <xsd:sequence>
        <xsd:element ref="udc:SubType" minOccurs="0" />
      </xsd:sequence>
      <xsd:attribute name="MajorVersion" type="xsd:string" use="optional" />
      <xsd:attribute name="MinorVersion" type="xsd:string" use="optional" />
      <xsd:attribute name="Type" use="required" >
        <xsd:simpleType >
          <xsd:restriction base="xsd:string">
            <xsd:enumeration value="SharePointList" />
            <xsd:enumeration value="SharePointLibrary" />
            <xsd:enumeration value="Database" />
            <xsd:enumeration value="XmlQuery" />
            <xsd:enumeration value="WebService" />
            <xsd:enumeration value="XmlSubmit" />
            <xsd:enumeration value="Rest" />
          </xsd:restriction>
        </xsd:simpleType>
      </xsd:attribute>
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="ConnectionInfo" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element name="WsdlUrl" minOccurs="0" type="xsd:string" />
        <xsd:element ref="udc:SelectCommand" />
        <xsd:element ref="udc:UpdateCommand" />
        <xsd:element ref="udc:Authentication" minOccurs="0" />
      </xsd:all>
      <xsd:attribute name="Purpose" use="required" >
        <xsd:simpleType >
          <xsd:restriction base="xsd:string">
            <xsd:enumeration value="ReadOnly" />
            <xsd:enumeration value="WriteOnly" />
            <xsd:enumeration value="ReadWrite" />
          </xsd:restriction>
        </xsd:simpleType>
      </xsd:attribute>
      <xsd:attribute name="AltDataSource" type="xsd:string" use="optional" />
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="SelectCommand" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element name="ListId" minOccurs="0" type="xsd:string" />
        <xsd:element name="WebUrl" minOccurs="0" type="xsd:string" />
        <xsd:element name="ConnectionString" minOccurs="0" type="xsd:string" />
        <xsd:element ref="udc:ServiceUrl" minOccurs="0" />
        <xsd:element ref="udc:SoapAction" minOccurs="0" />
        <xsd:element ref="udc:OperationName" minOccurs="0" />
        <xsd:element name="Query" minOccurs="0" type="xsd:string" />
      </xsd:all>
      <xsd:attribute name="Type" type="xsd:string" use="optional" />
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="UpdateCommand" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element ref="udc:ServiceUrl" minOccurs="0" />
        <xsd:element ref="udc:SoapAction" minOccurs="0" />
        <xsd:element ref="udc:OperationName" minOccurs="0" />
        <xsd:element name="Submit" minOccurs="0" type="xsd:string" />
        <xsd:element name="FileName" minOccurs="0" type="xsd:string" />
        <xsd:element ref="udc:FolderName" minOccurs="0" />
      </xsd:all>
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="SoapAction" type="xsd:string" />

  <xsd:element name="OperationName" type="xsd:string" />

  <xsd:element name="FolderName" >
    <xsd:complexType >
      <xsd:simpleContent>
        <xsd:extension base="xsd:string">
          <xsd:attribute name="AllowOverwrite" use="optional" >
            <xsd:simpleType>
              <xsd:restriction base="xsd:string">
                <xsd:enumeration value="" />
                <xsd:enumeration value="0" />
                <xsd:enumeration value="1" />
                <xsd:enumeration value="false" />
                <xsd:enumeration value="true" />
              </xsd:restriction>
            </xsd:simpleType>
          </xsd:attribute>
        </xsd:extension>
      </xsd:simpleContent>
    </xsd:complexType>
  </xsd:element>


  <xsd:element name="ServiceUrl" >
    <xsd:complexType >
      <xsd:simpleContent>
        <xsd:extension base="xsd:string">
          <xsd:attribute name="UseFormsServiceProxy" use="optional" type="xsd:boolean" />
        </xsd:extension>
      </xsd:simpleContent>
    </xsd:complexType>
  </xsd:element>
  
  <xsd:element name="Authentication" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element ref="udc:SSO" minOccurs="0" />
        <xsd:element ref="udc:UseExplicit" minOccurs="0" />
      </xsd:all>
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="UseExplicit" >
    <xsd:complexType >
      <xsd:all>
        <xsd:element name="UserId" minOccurs="0" type="xsd:string" />
        <xsd:element name="Password" minOccurs="0" type="xsd:string" />
      </xsd:all>
      <xsd:attribute name="CredentialType" use="required" type="udc:CredentialTypeEnumeration" />
    </xsd:complexType>
  </xsd:element>

  <xsd:element name="SSO" >
    <xsd:complexType >
      <xsd:attribute name="AppId" use="required" type="xsd:string" />
      <xsd:attribute name="CredentialType" use="required" type="udc:CredentialTypeEnumeration" />
    </xsd:complexType>
  </xsd:element>

  <xsd:simpleType name="CredentialTypeEnumeration" >
    <xsd:restriction base="xsd:string">
      <xsd:enumeration value="Sql" />
      <xsd:enumeration value="Ntlm" />
      <xsd:enumeration value="Kerberos" />
      <xsd:enumeration value="CD" />
      <xsd:enumeration value="Basic" />
      <xsd:enumeration value="Digest" />
    </xsd:restriction>
  </xsd:simpleType>

  <xsd:element name ="SubType" >
    <xsd:complexType >
      <xsd:attribute name="MajorVersion" type="xsd:string" use="optional" />
      <xsd:attribute name="MinorVersion" type="xsd:string" use="optional" />
    </xsd:complexType>
  </xsd:element>
</xsd:schema>
[bookmark: section_85d9db5e54c2444ab0b9e80212277346][bookmark: _Toc83963263]Appendix B: Product Behavior
The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Microsoft Office InfoPath 2007
· Microsoft InfoPath 2010
· Microsoft InfoPath 2013
· Microsoft Office SharePoint Server 2007
· Microsoft SharePoint Server 2010
· Microsoft SharePoint Server 2013
· Microsoft SharePoint Server 2016
Microsoft SharePoint Server 2019
· Microsoft SharePoint Server Subscription Edition
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 2.3.6:  Office InfoPath 2007, Microsoft Office Forms Server 2007, Microsoft Office Enterprise 2007 do not support server-relative URLs for the value of the WsdlUrl element.
<2> Section 2.3.9:  Office InfoPath 2007, Office Forms Server 2007, Office Enterprise 2007 do not support server-relative URLs for the value of the WebUrl element.
<3> Section 2.3.11:  Office InfoPath 2007, Office Forms Server 2007, Office Enterprise 2007 do not support server-relative URLs for the value of the Query element.
<4> Section 2.3.18:  Office InfoPath 2007, Office Forms Server 2007, Office Enterprise 2007 do not support server-relative URLs for the value of the ServiceUrl element.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
The changes made to this document are listed in the following table. For more information, please contact dochelp@microsoft.com.
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