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[bookmark: section_4646f7af7a7642988ae785bae51ac503][bookmark: _Toc83916404]Introduction
The Web Distributed Authoring and Versioning Protocol (WebDAV), as specified in [RFC2518], extends the standard Hypertext Transfer Protocol (HTTP) mechanisms specified in [RFC2616] in order to provide file access and content management over the Internet. The WebDAV Protocol enables an Internet-based file system. However, some types of files—for example, files with programmatically derived content—are not easily managed by WebDAV. Also, some protocol interactions, such as the separation of properties and content, are less than optimal for file system usage.
This specification, Web Distributed Authoring and Versioning (WebDAV) Protocol: Microsoft Extensions, documents extensions to the WebDAV Protocol specified in [RFC2518]. Extensions include a new verb and new headers, and properties that enable previously unmanageable file types and optimize protocol interactions for file system clients. These extensions introduce new functionality into WebDAV, optimize processing, and eliminate the need for special-case processing.
Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in this specification are informative.
[bookmark: section_fe58e8b16ae349189e09f5f877ca3a02][bookmark: _Toc83916405]Glossary
This document uses the following terms:
[bookmark: gt_d9f07822-aeb0-4642-ab51-95cb724fbf35]document library: A type of list that is a container for documents and folders.
[bookmark: gt_16d67a68-6ca9-4e79-8d01-7d105a884ae4]forms authentication: An authentication method in which protocol clients redirect unauthenticated requests to an HTML form by using HTTP. If the protocol client authenticates the request, the system issues a cookie that stores the credentials or a key for reacquiring the identity. In subsequent requests, the cookie is submitted in request headers and the requests are authenticated and authorized by an ASP.NET event handler that uses the validation method that is specified by the protocol client.
[bookmark: gt_b330cb96-68e2-41be-a53f-cae98c2b5d32]GUIDString: A GUID in the form of an ASCII or Unicode string, consisting of one group of 8 hexadecimal digits, followed by three groups of 4 hexadecimal digits each, followed by one group of 12 hexadecimal digits. It is the standard representation of a GUID, as described in [RFC4122] section 3. For example, "6B29FC40-CA47-1067-B31D-00DD010662DA". Unlike a curly braced GUID string, a GUIDString is not enclosed in braces.
[bookmark: gt_d72f1494-4917-4e9e-a9fd-b8f1b2758dcd]Hypertext Transfer Protocol (HTTP): An application-level protocol for distributed, collaborative, hypermedia information systems (text, graphic images, sound, video, and other multimedia files) on the World Wide Web.
[bookmark: gt_9239bd88-9747-44a6-83a6-473f53f175a7]Hypertext Transfer Protocol Secure (HTTPS): An extension of HTTP that securely encrypts and decrypts web page requests. In some older protocols, "Hypertext Transfer Protocol over Secure Sockets Layer" is still used (Secure Sockets Layer has been deprecated). For more information, see [SSL3] and [RFC5246].
[bookmark: gt_3bfe55ae-c56c-45c0-8094-8982d2175ecc]Integrated Windows authentication: A configuration setting that enables negotiation of authentication protocols in Internet Information Services (IIS). Integrated Windows authentication is more secure than Basic authentication, because the user name and password are hashed instead of plaintext.
[bookmark: gt_94e97f15-2f1a-406f-a740-607bb97761ec]resource: Any component that a computer can access that can read, write, and process data. This includes internal components (such as a disk drive), a service, or an application running on and managed by the cluster on a network that is used to access a file.
[bookmark: gt_d7ef66a9-f154-4d88-bda9-98bdf7235352]Secure Sockets Layer (SSL): A security protocol that supports confidentiality and integrity of messages in client and server applications that communicate over open networks. SSL supports server and, optionally, client authentication using X.509 certificates [X509] and [RFC5280]. SSL is superseded by Transport Layer Security (TLS). TLS version 1.0 is based on SSL version 3.0 [SSL3].
[bookmark: gt_f2bc7fed-7e02-4fa5-91b3-97f5c978563a]Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of messages in client and server applications communicating over open networks. TLS supports server and, optionally, client authentication by using X.509 certificates (as specified in [X509]). TLS is standardized in the IETF TLS working group.
[bookmark: gt_e18af8e8-01d7-4f91-8a1e-0fb21b191f95]Uniform Resource Identifier (URI): A string that identifies a resource. The URI is an addressing mechanism defined in Internet Engineering Task Force (IETF) Uniform Resource Identifier (URI): Generic Syntax [RFC3986].
[bookmark: gt_433a4fb7-ef84-46b0-ab65-905f5e3a80b1]Uniform Resource Locator (URL): A string of characters in a standardized format that identifies a document or resource on the World Wide Web. The format is as specified in [RFC1738].
[bookmark: gt_68024ef0-c00a-4ecf-8dba-42371b11bfeb]Web Distributed Authoring and Versioning Protocol (WebDAV): The Web Distributed Authoring and Versioning Protocol, as described in [RFC2518] or [RFC4918].
[bookmark: gt_2d180884-ca14-4324-8928-6c4f5df82c03]WebDAV client: A computer that uses WebDAV, as described in [RFC2518] or [RFC4918], to retrieve data from a WebDAV server.
[bookmark: gt_1e9c849f-b5d1-41a0-b964-7d10ca0e5a21]WebDAV server: A computer that supports WebDAV, as described in [RFC2518] or [RFC4918], and responds to requests from WebDAV clients.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_2f3752c957444257a00cfb1fe885a998][bookmark: _Toc83916406]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_23de21c63ecc4a62b241bac1cf7152a9][bookmark: _Toc83916407]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[MC-FPSEWM] Microsoft Corporation, "FrontPage Server Extensions: Website Management Protocol".
[MS-WDVSE] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol: Server Extensions".
[MS-WDV] Microsoft Corporation, "Web Distributed Authoring and Versioning (WebDAV) Protocol: Client Extensions".
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[RFC2246] Dierks, T., and Allen, C., "The TLS Protocol Version 1.0", RFC 2246, January 1999, http://www.rfc-editor.org/rfc/rfc2246.txt
[RFC2518] Goland, Y., Whitehead, E., Faizi, A., et al., "HTTP Extensions for Distributed Authoring - WebDAV", RFC 2518, February 1999, http://www.ietf.org/rfc/rfc2518.txt
[RFC2616] Fielding, R., Gettys, J., Mogul, J., et al., "Hypertext Transfer Protocol -- HTTP/1.1", RFC 2616, June 1999, http://www.rfc-editor.org/rfc/rfc2616.txt
[RFC3986] Berners-Lee, T., Fielding, R., and Masinter, L., "Uniform Resource Identifier (URI): Generic Syntax", STD 66, RFC 3986, January 2005, http://www.rfc-editor.org/rfc/rfc3986.txt
[RFC4122] Leach, P., Mealling, M., and Salz, R., "A Universally Unique Identifier (UUID) URN Namespace", RFC 4122, July 2005, http://www.rfc-editor.org/rfc/rfc4122.txt
[RFC4346] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.1", RFC 4346, April 2006, http://www.ietf.org/rfc/rfc4346.txt
[RFC5246] Dierks, T., and Rescorla, E., "The Transport Layer Security (TLS) Protocol Version 1.2", RFC 5246, August 2008, http://www.ietf.org/rfc/rfc5246.txt
[bookmark: section_4a247908612446ddaddddcda3ee4c025][bookmark: _Toc83916408]Informative References
[RFC2818] Rescorla, E., "HTTP Over TLS", RFC 2818, May 2000, http://www.rfc-editor.org/rfc/rfc2818.txt
[bookmark: section_d3317b4257844a42885371fb84fac629][bookmark: _Toc83916409]Overview
The WebDAV Protocol allows data to be written to Internet servers and is an Internet standard for collaborative authoring, as described in [RFC2518]. WebDAV is a set of methods, headers, and content types that extend HTTP 1.1, as described in [RFC2616]. 
WebDAV expands the basic support in HTTP 1.1 for content authoring by introducing additional methods and headers that provide support for resource properties and other base functions, such as resource locking. These new capabilities make the WebDAV Protocol suitable for basic remotely mountable file systems.
The WebDAV Protocol: Microsoft Extensions specify the following extensions to the base WebDAV Protocol described in [MS-WDVSE]:
· A mechanism, based on WebDAV and HTTP, to indicate support for the extensions covered in this document. The extensions to the OPTIONS verb is described in section 3.1.5.1.
· A header to indicate whether the server supports various capabilities for document management through other protocols. The Document Management Server header is described in section 2.2.1.
· An extension method, GETLIB, that provides a way to determine the relative location of resource collections with specific properties implemented through other protocols. The GETLIB method is described in section 2.2.5.
· A header that extends the PROPFIND client request method, described in [RFC2518] section 8.1, to obtain the same information as the GETLIB extension method, and which is also used in a server response to either method to return the requested information. The MS-Doclib header is described in section 2.2.2. 
· A header and property that return a value uniquely identifying a resource at a particular version, used to extend the handling of the If header. The ResourceTag: header and Repl:resourcetag property are described in sections 2.2.4 and 2.2.10.2.
· A header and property that return a uniquely identifying value associated with a resource. The Repl-uid: header and Repl:repl-uid property are described in sections 2.2.3 and 2.2.10.3.
· A User-Agent header used for customized responses to requests made by unauthenticated clients. The User-Agent header is described in section 2.2.8.
· A series of extension properties for Distributed Authoring and Versioning (DAV), described in section 2.2.9, and properties used for client property storage and interaction with other clients, described in section 2.2.10.
The WebDAV Protocol: Microsoft Extensions adopt the following extensions to the base WebDAV Protocol described in [MS-WDVSE]:
A header (Translate, section 2.2.6) indicating if an entity is to be returned as-is, or if any associated programmatic processing is performed and the result returned. The Translate header is described in [MS-WDVSE] section 2.2.1.
A header (MS-Author-Via, section 2.2.7) indicating which authoring tools are used. The MS-Author-Via Header is described in [MS-WDVSE] section 2.2.2.
[bookmark: section_1b67fb4c7dd54f6e923249606591dc00][bookmark: _Toc83916410]Relationship to Other Protocols
The WebDAV Protocol: Microsoft Extensions is dependent on the WebDAV Protocol as described in [RFC2518]. WebDAV, in turn, relies on HTTP 1.1, as described in [RFC2616]. These extensions also rely on the HTTPS, as described in [RFC2818], for data protection services. The WebDAV Protocol: Microsoft Extensions also implement some of the WebDAV Protocol server extensions, as described in [MS-WDVSE].
[bookmark: section_b42b2e2082bf4e49842c4b081334abf6][bookmark: _Toc83916411]Prerequisites/Preconditions
WebDAV Protocol: Microsoft Extensions require WebDAV clients that make use of these extensions to query for them through the OPTIONS command. Clients fall back to basic WebDAV client behavior, as described in [RFC2518], if the server does not advertise availability of the extensions in its OPTIONS command response.
[bookmark: section_5f6149636def485e9ea6e4d551b62480][bookmark: _Toc83916412]Applicability Statement
[bookmark: z15][bookmark: Appendix_A_Target_1]The WebDAV Protocol: Microsoft Extensions apply in scenarios requiring efficient file operations. This document specifies only those extensions needed to enable efficient file system clients. These extensions do not add any functionality. Instead, they help reduce network traffic and increase performance of clients using the WebDAV Protocol, as described in [RFC2518].<1>
[bookmark: section_7ee2ff8820b9442d90ef03aeae7766e4][bookmark: _Toc83916413]Versioning and Capability Negotiation
Supported Transports: WebDAV Protocol: Microsoft Extensions use HTTP as their only transport.
Versioning: This document introduces no new versioning mechanisms except those that already exist in WebDAV and HTTP as described in [RFC2518] and [RFC2616].
Capability Negotiation: Negotiation of WebDAV and HTTP capabilities is described in [RFC2518] sections 9.1 and 15, and in [RFC2616] section 9.2, via the OPTIONS method. This document specifies extensions to the OPTIONS method, using HTTP response headers to indicate which server capabilities are present, which method verbs are available, and which authoring tools are used, as described in section 3.2.5.1.
[bookmark: section_03f274c3a436436eba85c9c0648fb453][bookmark: _Toc83916414]Vendor-Extensible Fields
None.
[bookmark: section_c388a19cbf324d629aaaaa14184ee379][bookmark: _Toc83916415]Standards Assignments
No standards body has approved or governs this document or its header names and values. This specification conforms to the form and behavior of other custom HTTP headers, as described in [RFC2616] section 4.2.
[bookmark: section_4f8c5ad706a24a78830d5fd2d6af86c6][bookmark: _Toc83916416]Messages
This section describes transport requirements and syntax of WebDAV Protocol: Microsoft Extensions.
[bookmark: section_eaa3b5a1d9114c2eab5b328322d9eb3e][bookmark: _Toc83916417]Transport
Messages are transported using HTTP, as specified in [RFC2518] and [RFC2616].
[bookmark: z17]This protocol MAY be used with Secure Sockets Layer (SSL)/Transport Layer Security (TLS), as specified in [RFC2246], [RFC4346] and [RFC5246].
[bookmark: z19][bookmark: Appendix_A_Target_2]Port 80 is the standard port assignment for HTTP, and port 443 is the standard port assignment for HTTP over SSL/TLS. Implementations MAY support other ports.<2>
[bookmark: section_0aad26849550475da52eafb572543e89][bookmark: _Toc83916418]Message Syntax
The extension headers in this protocol conform to the form and behavior of other custom HTTP headers, as specified in [RFC2616] section 4.2. They are consistent with the WebDAV verbs and headers, as specified in [RFC2518] sections 8 and 9. Definitions are specified using the Augmented Backus-Naur Form (ABNF) syntax specified in [RFC2616] section 2.1.
[bookmark: section_85b29fc969664107a5feb9ba321c3e7a][bookmark: _Toc83916419]Document Management Server Header
The Document Management Server header is used to advertise certain extended capabilities of the WebDAV server. This new header is specified as follows. 
"DocumentManagementServer" ":" DMS-Options
DMS-Options = *(DMS-Option ";")
DMS-Option = DMS-Properties-Schema | DMS-Source-Control | DMS-Version-History | token
DMS-Properties-Schema = "Properties Schema" 
DMS-Source-Control = "Source Control" 
DMS-Version-History = "Version History"


WebDAV servers implementing WebDAV Protocol: Microsoft Extensions use the options listed under DMS-Option to indicate to WebDAV clients support for various capabilities, which is extended by WebDAV Protocol: Microsoft Extensions servers to advertise additional capabilities through the use of new tokens. These capabilities are not part of the WebDAV Protocol: Microsoft Extensions, but are only advertised using this protocol extension. 
For information about the use of this header with the OPTIONS verb, see section 3.1.5.1.
[bookmark: section_e9a2a902527641e692f87b7e9a1282ec][bookmark: _Toc83916420]MS-Doclib Header
The MS-Doclib header is used to request and respond with information about the URL of a document library collection. This new header is specified as follows.
MS-Doclib-Header = "MS-Doclib" ":" MS-Doclib-Result
MS-Doclib-Result = [absolute-URI]

The absolute-URI ABNF production rule is defined in [RFC3986]. The MS-Doclib-Header usage is specified in section 3.1.5.3.
[bookmark: section_2a933d7b93e7481c9d5cd665ea75ebb4][bookmark: _Toc83916421]Repl-uid Header
The Repl-uid header contains a repl-uid. This identifier is available in a read-only property that can be requested. When a PUT is called where the IF-Match header was used or an ETag was specified in an if header with an rt:GUID@version where the version is nonzero, then it is returned in a Repl-uid header in the response to a successful PUT operation. Otherwise the repl-uid is returned in a Recourse Tag in the response to a successful PUT operation.
Repl-Uid-Header = "Repl-uid" ":" Repl-Uid
Repl-Uid = %x72.69.64 ":{" DocumentID "}" ; %x72.69.64 is "rid" case-sensitive.
DocumentID = UUID

[bookmark: z21][bookmark: Appendix_A_Target_3]The DocumentID is a GUIDString that is unique for a given resource, without regard to the resource's location or version. A GUIDString is defined as the UUID ABNF production rule as found in [RFC4122] section 3. The Repl-uid header usage is specified in section 3.2.5.1.<3>
[bookmark: section_d6da8f1ebad6410aaa4eb58648ca8175][bookmark: _Toc83916422]ResourceTag Header
The ResourceTag header contains a ResourceTag. This identifier is available in a read-only property that can be requested, and is returned in the body of the result for a PROPFIND method, but it is also returned in a ResourceTag header in the response to a successful GET, HEAD, or POST operation. 
ResourceTag-Header = "ResourceTag" ":" ResourceTag
ResourceTag = "rt:" DocumentID "@" 11DIGIT 
The ResourceTag is an absolute-URI, as defined in [RFC3986], using the unregistered "rt" scheme. The value consists of a DocumentID followed by the at sign (@) followed by 11 decimal digits containing a version number for the resource. The ResourceTag header usage is specified in sections 3.1.5.5 and 3.2.5.5.
[bookmark: section_4ae52e083c7646f78e25347f236312c2][bookmark: _Toc83916423]GETLIB Method
A server implementing the WebDAV Protocol: Microsoft Extensions MUST include the extension-method GETLIB in the list of methods returned in an Allow header, as specified in [RFC2616] section 5.1.1.
Method |= "GETLIB"
The GETLIB method is specified in section 3.1.5.2.
[bookmark: section_7234346a60154242b8b86d793795a73f][bookmark: _Toc83916424]Translate Header
[bookmark: z23][bookmark: Appendix_A_Target_4]A WebDAV server implementing WebDAV Protocol: Microsoft Extensions MUST implement the Translate header as specified in [MS-WDVSE] section 2.2.1. <4>
[bookmark: section_be4e828609024c0f83769c16dc6d8726][bookmark: _Toc83916425]MS-Author-Via Header
A WebDAV server implementing WebDAV Protocol: Microsoft Extensions MUST implement the MS-Author-Via header as specified in [MS-WDVSE] section 2.2.2.
[bookmark: section_7edb65d478534f6daa899889decaa4c5][bookmark: _Toc83916426]User-Agent Header
[bookmark: z25][bookmark: Appendix_A_Target_5]A server implementing the WebDAV Protocol: Microsoft Extensions SHOULD use the information sent by the client in the User-Agent request header field for customized responses to requests made by unauthenticated clients<5>.
[bookmark: section_36979f3c764e478abd84b82d2291bbb9][bookmark: _Toc83916427]Extended DAV Properties
A WebDAV server implementing WebDAV Protocol: Microsoft Extensions MUST implement certain extended properties as elements in the DAV namespace.
[bookmark: section_6d81c2e398934c1d9e574d2345c625f2][bookmark: _Toc83916428]DAV:iscollection Property
[bookmark: z27][bookmark: Appendix_A_Target_6]The DAV:iscollection property is a way of indicating that the requested resource is a collection. The value of this property is either "1" or "0" depending on whether the resource is a collection. This property appears within the DAV:prop element collection.<6>
[bookmark: section_241662362f84437bbb2498769cfec760][bookmark: _Toc83916429]DAV:isFolder Property
[bookmark: z29][bookmark: Appendix_A_Target_7]The DAV:isFolder property is a way of indicating that the requested resource is a folder. This property's value is either "t" or "f" depending on whether the resource is a folder. This property appears within the DAV:prop element collection.<7>
[bookmark: section_5635161bb78e4dff90470168fde2941e][bookmark: _Toc83916430]DAV:ishidden Property
[bookmark: z31][bookmark: Appendix_A_Target_8]The DAV:ishidden property reflects the state of the resource, indicating whether it would appear hidden if viewed as a file system item by a client. This property's value is either "1" or "0" depending on whether the resource is considered hidden. This property appears within the DAV:prop element collection.<8>
[bookmark: section_f75e7612e913403f89d2f46ddb6e30c8][bookmark: _Toc83916431]Microsoft Extension Properties
A WebDAV server implementing WebDAV Protocol: Microsoft Extensions SHOULD implement the following extended properties. The XML elements use the following schema namespace aliases for their definitions.
xmlns:Office="urn:schemas-microsoft-com:office:office"
xmlns:Repl="http://schemas.microsoft.com/repl/"
xmlns:Z="urn:schemas-microsoft-com:"

[bookmark: z33][bookmark: Appendix_A_Target_9]When these elements appear in a response to a WebDAV client request, their schema aliases SHOULD be included.<9>
[bookmark: section_38b76459ed804765b32f2b5933577033][bookmark: _Toc83916432]Repl:authoritative-directory Property
[bookmark: z35][bookmark: Appendix_A_Target_10]The Repl:authoritative-directory property, which indicates whether the directory listing is complete. This property's value is set to "t" for collection type resources when every resource in the collection is listed. If the property is set to "f", the directory listing could be incomplete and not contain every resource in the collection. This property appears within the DAV:prop element collection.<10>
[bookmark: section_b9c4930454b24bf6ac0304dd6a3d89bc][bookmark: _Toc83916433]Repl:resourcetag Property
The Repl:resourcetag property is a read-only property that contains a string with the document's ResourceTag. This property appears within the DAV:prop element collection.
[bookmark: section_6da64d863b704210a3c26c3348f51932][bookmark: _Toc83916434]Repl:repl-uid Property
The Repl:repl-uid property is a read-only property that contains a string with the document's Repl-uid. This property appears within the DAV:prop element collection.
[bookmark: section_5eb255e21da043b9be8a409d43c849bb][bookmark: _Toc83916435]Office:modifiedby Property
The Office:modifiedby property is a read-only property that contains a string with the user name of the last person to modify the document, as determined by the authentication mechanism used for the modification. This property appears within the DAV:prop element collection.
[bookmark: section_17047eed9b5f499aabaf5917edf10df9][bookmark: _Toc83916436]Office:specialFolderType Property
The Office:specialFolderType property is a dead property that can be set by a WebDAV client. The value of this property is restricted to a value stored in a 32-bit integer. This property appears within the DAV:prop element collection.
[bookmark: section_eabdcf12d6254b4e84ed7704dbc8e5cf][bookmark: _Toc83916437]Z:Win32CreationTime Property
The Z:Win32CreationTime property is a dead property that can be set by a WebDAV client. The value of this property can be any string. This property appears within the DAV:prop element collection.
[bookmark: section_f83d826b7fad4f80838c5c7cc98cb59f][bookmark: _Toc83916438]Z:Win32FileAttributes Property
The Z:Win32FileAttributes property is a live property that the server stores as a string on behalf of the client. This property appears within the DAV:prop element collection.
[bookmark: section_a504bc0e4b6a4438a0dd8a2798380cb3][bookmark: _Toc83916439]Z:Win32LastAccessTime Property
The Z:Win32LastAccessTime property is a dead property that the server stores as a string on behalf of the client. This property appears within the DAV:prop element collection.
[bookmark: section_a4d8996b319d4dfe95978642973dd275][bookmark: _Toc83916440]Z:Win32LastModifiedTime
[bookmark: Appendix_A_Target_11]The Z:Win32LastModifiedTime property is a dead property that the server stores as a string on behalf of the client. This property appears within the DAV:prop element collection.<11>
[bookmark: section_42075d41194144db889137e6ea5ab28d][bookmark: _Toc83916441]Protocol Details
As specified in [RFC2518], WebDAV operates between an initiator (a WebDAV client) and a responder (a WebDAV server). This section specifies client and server behaviors with respect to the WebDAV Protocol: Microsoft Extensions.
[bookmark: section_584d209415e5465ba5cb926e067a1b6c][bookmark: _Toc83916442]WebDAV Microsoft Extensions Client Details
[bookmark: section_0a04f55abc6e4b069905722408671079][bookmark: _Toc83916443]Abstract Data Model
No additional data is required beyond that in the base protocol. A WebDAV client MAY maintain state information about server support for WebDAV Protocol: Microsoft Extensions and about the contents of the MS-Author-Via header (section 2.2.7) and the Document Management Server header (section 2.2.1) for the duration of a connection session.
[bookmark: section_8cb3bafe5ad440cb950d0806062b630a][bookmark: _Toc83916444]Timers
No new timers are required except those in the base protocol.
[bookmark: section_7ea23ed028f34ad186f02b4773bda990][bookmark: _Toc83916445]Initialization
No additional initialization is required beyond that in the base protocol.
[bookmark: section_8d4e657d924e4f8baefe2246d081f4ad][bookmark: _Toc83916446]Higher-Layer Triggered Events
No new events are triggered except those in the base protocol.
[bookmark: section_6710907062c54e6ca1b5823e2ebdcefd][bookmark: _Toc83916447]Processing Events and Sequencing Rules
[bookmark: z37][bookmark: Appendix_A_Target_12]A WebDAV Protocol: Microsoft Extensions client MUST send an OPTIONS request to the server and query the headers in the server response for the presence of an Allow header containing a GETLIB method (section 3.1.5.2), which signals the presence of a WebDAV Protocol: Microsoft Extensions-compliant server. The client SHOULD use this information when it sends requests to this server. The client MUST NOT add the WebDAV extensions specified in WebDAV Protocol: Microsoft Extensions to the commands when it communicates with a server that responds to the OPTIONS command without the GETLIB method in the Allow header.<12>
[bookmark: z39][bookmark: Appendix_A_Target_13]If the client does not support the extensions, the client MAY ignore the GETLIB value (section 2.2.5) in the Allow header or any other headers sent as part of the protocol and SHOULD NOT use the WebDAV extensions specified in WebDAV Protocol: Microsoft Extensions. If the server adds the optional headers, the headers SHOULD be ignored by the client as unrecognized.<13> 
[bookmark: section_4a73e51acc484c7084dc16e59bf3936c][bookmark: _Toc83916448]Extensions to OPTIONS
[bookmark: z41][bookmark: Appendix_A_Target_14]A WebDAV Protocol: Microsoft Extensions-compliant server advertises its capabilities via headers returned in response to a client's OPTIONS request. A client MUST use an OPTIONS request to determine server support for the WebDAV Protocol: Microsoft Extensions.<14>
[bookmark: section_e5fc5548d53b45568af860662c43cb63][bookmark: _Toc83916449]GETLIB Method
The GETLIB method is part of the WebDAV Protocol: Microsoft Extensions provided to support interaction with a Document Library. Document Libraries can only be implemented in servers that support the FrontPage Server Extensions: Website Management Protocol, as documented in [MC-FPSEWM].
The GETLIB method is used to identify the absolute URL of a Document Library collection containing the resource URL given in the request, if any. A WebDAV Protocol: Microsoft Extensions client that also implements the FrontPage Server Extensions Website Management Protocol and includes support for interaction with a Document Library has the option of using the GETLIB method to request the absolute URL of the first collection at or above the requested resource in the hierarchy that is a Document Library.
[bookmark: section_bf91da8200ce44819293e3c6c073a5b4][bookmark: _Toc83916450]PROPFIND Extensions
[bookmark: section_7079634a57fe4eb58e79b7029ea5dac3][bookmark: _Toc83916451]PROPFIND as an Alternative to GETLIB
In addition to the GETLIB verb (section 4.2) for finding the root of a Document Library collection, a WebDAV Protocol: Microsoft Extensions client that also implements the FrontPage Server Extensions: Website Management Protocol, as documented in [MC-FPSEWM], and includes support for interaction with a Document Library MAY use the PROPFIND method to request the absolute URL of the first collection at or above the requested resource in the hierarchy that is a Document Library. To use this extension, the client uses the PROPFIND method with the resource the client wants to find the containing Document Library for, and includes an MS-Doclib header (section 2.2.2) with the request. The MS-Doclib header in the request SHOULD be empty, and there SHOULD be no request body.
[bookmark: section_73974073f9404c0fb62b68ce9f362a08][bookmark: _Toc83916452]Write Lock Limitations
[bookmark: z43][bookmark: Appendix_A_Target_15]A WebDAV Protocol: Microsoft Extensions-compliant server MAY be noncompliant with [RFC2518] section 7, which specifies the behavior of the Write Lock. A client of a server implementing this protocol SHOULD NOT expect nonexclusive locks or locks on null resources to be issued.<15>
[bookmark: section_38a93a06bbf64a22bc07a3e482dcb3e2][bookmark: _Toc83916453]If Header Modification
[bookmark: z45][bookmark: Appendix_A_Target_16]A WebDAV Protocol: Microsoft Extensions-compliant server MAY<16> be noncompliant with [RFC2518] section 9.4, but MUST implement at least an alternative If header syntax that uses a ResourceTag as a State token. A WebDAV Protocol: Microsoft Extensions-compliant client communicating with a WebDAV Protocol: Microsoft Extensions-compliant server using a method such as PUT that makes use of an If header MUST limit the content of that If header in the following way: 
Using the definitions specified in [RFC2518] section 9.4, the If header MUST contain a single no-tag-list consisting of a single list (that contains a single instance of the content), an optional "Not" followed by a State token, (that MUST be a Coded-URL containing an absolute-URI, which MUST be a ResourceTag). The modified ABNF definition specified in [RFC2518] for the If header is as follows.
If = "If" ":" No-tag-list
No-Tag-List = List
List = "(" ["Not"] State-token ")"
State-token = Coded-URL
Coded-URL = "<" ResourceTag ">"


When an If header is included in a GET/HEAD/POST with "Not" specified, and the ResourceTag is incorrect, the behavior is to return a HTTP status code of Precondition Failed.  Without the "Not" specified, ignore the header.
[bookmark: z47][bookmark: Appendix_A_Target_17]When an If header is included in a PUT without "Not" specified, the behavior is the same as if there was an if-match with an Etag. With "Not" specified, the server will ignore the ResourceTag as long as it is valid and will fail this PUT request.<17>
The ResourceTag value is obtained from the ResourceTag header (section 2.2.4) returned in the result of a GET, HEAD, or POST request, or the Repl:resourcetag entity in the result body of a PROPFIND method for the specified resource.
Note If-Match or If-None-Match takes an ETag; If header takes a ResourceTag. An ETag is an opaque string which happens to contain a docid and a version. A ResourceTag is explicitly a GUID and a version.
[bookmark: section_23aa27959b7844dc8c57dd252d591424][bookmark: _Toc83916454]Client Properties
[bookmark: z49][bookmark: Appendix_A_Target_18]A WebDAV client SHOULD NOT attempt to store arbitrary dead properties on a WebDAV server implementing WebDAV Protocol: Microsoft Extensions. A WebDAV Protocol: Microsoft Extensions-aware WebDAV client MAY set the following dead properties in the xmlns:Z="urn:schemas-microsoft-com:" XML namespace.<18>
Z:Win32FileAttributes
Z:Win32CreationTime
Z:Win32LastAccessTime
Z:Win32LastModifiedTime

[bookmark: z51][bookmark: Appendix_A_Target_19]A WebDAV client MAY set the following dead property in the xmlns:Office="urn:schemas-microsoft-com:office:office" XML namespace.<19>
Office:specialFolderType

[bookmark: section_92fd42b4d6e842f1ab6c66dc7db949b5][bookmark: _Toc83916455]Timer Events
No new timers are required except those in the base WebDAV Protocol.
[bookmark: section_1e762382c72246f0a54c301b644db022][bookmark: _Toc83916456]Other Local Events
There are no new local events other than those specified in the base protocol.
[bookmark: section_d1c49de8fd3e43d0988ff827d1841d93][bookmark: _Toc83916457]WebDAV Microsoft Extensions Server Details
[bookmark: section_7e2eb5aabf224fdaad76fcfdad822fde][bookmark: _Toc83916458]Abstract Data Model
No additional data is required beyond that in the base protocol.
[bookmark: section_5a4bc4bc22cd424a9231283309369b0a][bookmark: _Toc83916459]Timers
No new timers are required except those in the base protocol.
[bookmark: section_d3120abaa58648b7a8a845602cd638a0][bookmark: _Toc83916460]Initialization
No additional initialization is required beyond that in the base protocol.
[bookmark: section_d00fe0720a8547f58ad31aa2972d40f9][bookmark: _Toc83916461]Higher-Layer Triggered Events
No new events are triggered except those in the base protocol.
[bookmark: section_25c0601f2a88409587539743fb42aaba][bookmark: _Toc83916462]Processing Events and Sequencing Rules
None.
[bookmark: section_e91f5e4999b143bf90f6dbfc3be9149d][bookmark: _Toc83916463]Extensions to OPTIONS
[bookmark: z53][bookmark: Appendix_A_Target_20]A WebDAV Protocol: Microsoft theft Extensions-compliant server advertises its capabilities via headers returned in response to a client's OPTIONS request.<20>
The Allow entity header field, as specified in [RFC2616] section 14.7, of the OPTIONS response SHOULD include the methods supported by compliant WebDAV servers as well as the GETLIB extension method (section 2.2.5).
[bookmark: z55][bookmark: Appendix_A_Target_21]In addition to the headers normally returned by a WebDAV-compliant server to the OPTIONS request, as specified in [RFC2518], a server compliant with the WebDAV Protocol: Microsoft Extensions MUST respond with the MS-Author-Via header (section 2.2.7). The server MAY send the Document Management Server header (section 2.2.1) as specified below.<21> 
[bookmark: z57][bookmark: Appendix_A_Target_22]A Public-Extension header with the schema http://schemas.microsoft.com/repl-2 SHOULD<22> be sent to provide the definitions for the XML tags Repl-uid and ResourceTag.
The MS-Author-Via header is specified in [MS-WDVSE]. A server implementing the WebDAV Protocol: Microsoft Extensions MUST include the DAV option in this header.
The Document Management Server header (section 2.2.1) SHOULD NOT be sent unless the server implements one or more of the capabilities listed (or other extended capabilities) in its implementation of the FrontPage Server Extensions: Website Management Protocol, as specified in [MC-FPSEWM]. The capabilities listed are not part of the WebDAV Protocol: Microsoft Extensions. They are listed in this header to inform clients capable of using the FrontPage Server Extensions: Website Management Protocol, as documented in [MC-FPSEWM].
[bookmark: section_17f8bb74dd204e21a4056dbcae38ec6f][bookmark: _Toc83916464]GETLIB Method
The GETLIB method is part of the WebDAV Protocol: Microsoft Extensions provided to support interaction with a Document Library. Document Libraries can only be implemented by servers that support the FrontPage Server Extensions: Website Management Protocol, as specified in [MC-FPSEWM].
The GETLIB method is used to identify the absolute URL of a Document Library collection containing the resource URL given in the request, if any. A WebDAV Protocol: Microsoft Extensions server MUST implement the GETLIB verb with the following semantics:
· If the server does not implement Document Library collection capabilities, the server MUST respond with an HTTP 404 Not Found.
Otherwise, the server MUST do the following:
· If the request is from a client that has not been authenticated, or a client that does not have appropriate permissions to open the requested resource, the server MUST respond with an HTTP 401 error.
· If the requested resource is not path to a Document Library, the server MUST respond with an HTTP 404 Not Found.
· If the requested resource is part of a Document Library, and the client has appropriate permissions to open the resource, the server MUST respond with an HTTP 200 OK, and include an MS-Doclib header (section 2.2.2) with the absolute URL of the containing Document Library collection that is nearest in the resource hierarchy to the requested resource. The server SHOULD leave the response body empty.
[bookmark: section_751b2daa95244b2e815dcb6856268b4f][bookmark: _Toc83916465]PROPFIND Extensions
[bookmark: section_6dbed147289348dea605898c551a6304][bookmark: _Toc83916466]PROPFIND and Depth:0
[bookmark: Appendix_A_Target_23][bookmark: z59][bookmark: Appendix_A_Target_24]When a WebDAV client requests a PROPFIND with a Depth header (as specified in [RFC2518] section 9.2) with a value of 0 for a resource that does not exist and the client does not have permission to access the document library, a WebDAV Protocol: Microsoft Extensions server SHOULD<23> respond with a message body indicating that the resource exists and is a collection. When a WebDAV client requests a PROPFIND with a Depth header (as specified in [RFC2518] section 9.2) with a value of 0 for a resource that does not exist and the client has permission to access the document library, a WebDAV Protocol: Microsoft Extensions server SHOULD respond with a "HTTP 404 File not Found".<24>
[bookmark: section_1d4b6459c4734824a1e547bb91f62565][bookmark: _Toc83916467]PROPFIND as an Alternative to GETLIB
In addition to the GETLIB verb (section 4.2) for finding the root of a Document Library collection, if the client request includes an MS-Doclib header (section 2.2.2), a WebDAV Protocol: Microsoft Extensions server SHOULD extend the PROPFIND verb to behave identically to the GETLIB verb, as specified in section 3.2.5.2.
The server MUST ignore the contents of the MS-Doclib header and MUST ignore the contents of the request body. The server response to this request MUST return only the headers and response body specified in section 3.1.5.2 for the GETLIB method.
[bookmark: section_c0b6fa1c9e9843638feb0416badc6ff4][bookmark: _Toc83916468]PROPFIND Lock Properties
[bookmark: z61][bookmark: Appendix_A_Target_25]A WebDAV Protocol: Microsoft Extensions server SHOULD NOT include DAV:activelock property elements in the DAV:lockdiscovery property for any resource if the user agent header contains the string "Microsoft-WebDAV-MiniRedir" and the version is prior to 5.2.3718.0.<25>
[bookmark: section_68138b0c1be0424cbb9c5fe17684a2d8][bookmark: _Toc83916469]Write Lock Limitations
[bookmark: z63][bookmark: Appendix_A_Target_26][RFC2518] section 7 specifies the behavior of the write lock. A server implementing the WebDAV Protocol: Microsoft Extensions MAY be compliant with the requirements of [RFC2518] section 7.<26>
[bookmark: section_a6229599ed84474bb790783134bd5c0b][bookmark: _Toc83916470]If Header Modification
[bookmark: z65][bookmark: Appendix_A_Target_27]A server compliant with the WebDAV Protocol: Microsoft Extensions MAY be compliant with the If header specification in [RFC2518] section 9.4.<27>
[bookmark: z67][bookmark: Appendix_A_Target_28]Whether or not a WebDAV Protocol: Microsoft Extensions server is in compliance with If header semantics as specified in [RFC2518] section 9.4, a WebDAV Protocol: Microsoft Extensions server MUST allow for an If header of the form specified in section 3.1.5.5 and perform the checks specified in [RFC2518] required to honor the If header.<28>
[bookmark: section_b24bb05ab847483bb0b2ea34435a0c9b][bookmark: _Toc83916471]Server Properties
[bookmark: z69][bookmark: Appendix_A_Target_29]A WebDAV Protocol: Microsoft Extensions-compliant WebDAV server MAY allow a client to set arbitrary dead values, as specified in [RFC2518] section 8.2.<29>
A WebDAV Protocol: Microsoft Extensions-compliant server MUST support client setting of the following properties in the xmlns:Z="urn:schemas-microsoft-com:" XML namespace.
Z:Win32FileAttributes
Z:Win32CreationTime
Z:Win32LastAccessTime
Z:Win32LastModifiedTime
A WebDAV Protocol: Microsoft Extensions-compliant WebDAV server MUST support the following read-only property in the xmlns:Office="urn:schemas-microsoft-com:office:office" XML namespace.
Office:modifiedby
A WebDAV Protocol: Microsoft Extensions-compliant WebDAV server SHOULD support the following dead property in the xmlns:Office="urn:schemas-microsoft-com:office:office" XML namespace.
Office:specialFolderType
A WebDAV Protocol: Microsoft Extensions-compliant WebDAV server MUST support the following read-only properties in the xmlns:Repl="http://schemas.microsoft.com/repl/" XML namespace.
Repl:authoritative-directory
Repl:repl-uid
Repl:resourcetag
A WebDAV Protocol: Microsoft Extensions-compliant WebDAV server SHOULD support the following read-only properties in the xmlns:D="DAV:" XML namespace.
D:iscollection
D:isFolder
D:ishidden
[bookmark: section_86209f00e23b4944864941c92ede8832][bookmark: _Toc83916472]Timer Events
No new timers are required except those in the base WebDAV Protocol.
[bookmark: section_5a5ab8b2a7f343f8a042feb70a1c31ab][bookmark: _Toc83916473]Other Local Events
There are no new local events other than those specified in the base WebDAV Protocol.
[bookmark: section_c353a34f139c491cbdc7d884d1bdcdde][bookmark: _Toc83916474]Protocol Examples
This section provides examples of the WebDAV Protocol: Microsoft Extensions. In these examples, several common general and implementation-specific headers in the client requests and server responses have been omitted for clarity.
[bookmark: section_3a6438c9323346b7b4eee1cb8b688c4a][bookmark: _Toc83916475]OPTIONS Verb
The following is an example of a WebDAV client request and the response generated by a WebDAV server that implements WebDAV Protocol: Microsoft Extensions.
[bookmark: section_6572ba0af1244f73b8b772c49736a35c][bookmark: _Toc83916476]Client OPTIONS Request
In this example request, the client sends the OPTIONS verb to the root of the server at www.contoso.com. Other client-specific headers have been left out for readability.
OPTIONS / HTTP/1.1
Host: www.contoso.com
Accept: */*
Connection: Keep-Alive

[bookmark: section_65f7122651684223a421be6932edcd47][bookmark: _Toc83916477]FrontPage Server Extension-Compliant Server Response
The following example shows a response from a server that fully supports the FrontPage Server Extensions: Website Management Protocol, as specified in [MC-FPSEWM], and the Document Management Server capabilities.
HTTP/1.1 200 OK
Date: Tue, 05 Jun 2007 02:00:02 GMT
MS-Author-Via: MS-FP/4.0,DAV
DocumentManagementServer: Properties Schema;Source Control;
                          Version History;
DAV: 1,2
Allow: GET, POST, OPTIONS, HEAD, MKCOL, PUT, PROPFIND, PROPPATCH,
       DELETE, MOVE, COPY, GETLIB, LOCK, UNLOCK
Content-Length: 0
Public-Extension: http://schemas.microsoft.com/repl-2

Because this server fully implements the FrontPage Server Extensions: Website Management Protocol, as specified in [MC-FPSEWM], it includes the Document Management Server header (section 2.2.1) with all three options, and includes the "MS-FP/4.0" option in its MS-Author-Via header (section 2.2.7), as specified in [MS-WDVSE].
[bookmark: section_e946b07eb8974dc6a41fe88ae80c949c][bookmark: _Toc83916478]GETLIB Verb and PROPFIND Extension for Document Library Support
A server that implements both WebDAV Protocol: Microsoft Extensions and supports Document Library functionality uses the GETLIB verb or the GETLIB support through the PROPFIND verb to communicate the root of the Document Library to a client.
[bookmark: section_3cc2d968ab62458aa5f1724a574a70f8][bookmark: _Toc83916479]Client Request
The following is an example of a client request to find the root of the Document Library for the resource "/Shared Documents/testing/Files" with other client-specific headers left out, and assuming an anonymous connection.
GETLIB /Shared%20Documents/testing/Files HTTP/1.1
Host: www.contoso.com
Accept: */*
Connection: Keep-Alive

[bookmark: section_246a1cd9761942ba8966da6b39a9d8ba][bookmark: _Toc83916480]Server Response
The MS-Doclib header (section 2.2.2) in the result contains the absolute URI of the Document Library containing the resource "/Shared Documents/testing/Files", which in this case is http://www.contoso.com/Shared Documents. The response from a server that implements WebDAV Protocol: Microsoft Extensions with support for a Document Library can safely include other general, server, and implementation-specific headers in any order.
HTTP/1.1 200 OK
Date: Tue, 05 Jun 2007 20:05:01 GMT
MS-Doclib: http://www.contoso.com/Shared Documents
Content-Length: 0
Public-Extension: http://schemas.microsoft.com/repl-2

[bookmark: section_c8d43538fcd7432a9ddc71eb766a5290][bookmark: _Toc83916481]Client Request Using PROPFIND
When the PROPFIND verb (section 4.2) is used with an MS-Doclib header (section 2.2.2), the request may look like the following example.
PROPFIND /Shared%20Documents/testing/Files HTTP/1.1
Host: www.contoso.com
Accept: */*
Connection: Keep-Alive
MS-Doclib: some random value

Note that, as specified, a client does not send a value in the MS-Doclib header, and the server ignores any value that is present. The order of the headers is not significant, as specified in [RFC2616] section 4.2, and the request may include other client-specific headers. The server response should be identical to the server's GETLIB verb (section 4.2) response for the same resource.
[bookmark: section_f35ace99fa3946118ef535ccb8a10db7][bookmark: _Toc83916482]If Header Usage
The following example shows the interaction between a WebDAV client and a WebDAV server implementing WebDAV Protocol: Microsoft Extensions as the client first makes a GET request for a file, and a subsequent PUT of a modified file with an If header to make sure that the file has not changed in the interim. Then the client attempts to PUT the file with an If header with an incorrect ResourceTag, and the server response is shown.
[bookmark: section_d697660639984c0ca712cc1d22d693d3][bookmark: _Toc83916483]Client GET Request
First, the client makes a GET request, using the Translate: f header to get the document without server processing.
GET /Shared%20Documents/simple.txt HTTP/1.1
Host: www.contoso.com
Accept: */*
Translate: f
Connection: Keep-Alive

[bookmark: section_768c91dd044e40cd81e385f35c364b90][bookmark: _Toc83916484]GET Request: Server Response
The WebDAV Protocol: Microsoft Extensions server responds with the following (with some headers omitted for clarity).
HTTP/1.1 200 OK
Date: Thu, 14 Jun 2007 21:27:17 GMT
Server: Microsoft-IIS/6.0
Last-Modified: Thu, 14 Jun 2007 21:14:42 GMT
ETag: "{93DAE904-C4AE-4B5F-A7F6-BDF4FAACEF5F},2"
ResourceTag: rt:93DAE904-C4AE-4B5F-A7F6-BDF4FAACEF5F@00000000002
Content-Type: text/plain
Cache-Control: private
Content-Length: 53
Public-Extension: http://schemas.microsoft.com/repl-2

This is a simple document that has some text in it.
The response includes the ResourceTag needed for an If header in a conditional action. 
[bookmark: section_6ac718e4e9b941efa703f1edadcb37e0][bookmark: _Toc83916485]Client PUT Request with If Header
A PUT request with new content for the resource the client just performed a GET request on, using an If header to make sure the document hasn't changed in the interim. 
PUT /Shared%20Documents/simple.txt HTTP/1.1
If: (<rt:93DAE904-C4AE-4B5F-A7F6-BDF4FAACEF5F@00000000002>)
Host: www.contoso.com
Accept: */*
Content-Length: 67
Connection: Keep-Alive

This is a simple document that has some newly changed text in it. 

[bookmark: section_71e123f5bc604acdacc8b4e4f23c11d1][bookmark: _Toc83916486]Server Response to PUT
[bookmark: z71][bookmark: Appendix_A_Target_30]The client has the If header set to the correct value for the ResourceTag, so the server responds with the following.<30>
HTTP/1.1 200 OK
Date: Thu, 14 Jun 2007 21:30:07 GMT
Server: Microsoft-IIS/6.0
Cache-Control: private
Content-Length: 0
Public-Extension: http://schemas.microsoft.com/repl-2

[bookmark: section_f38b0b7ac8e547e286c03b006d8aa921][bookmark: _Toc83916487]Client PUT Request with If Header with Incorrect ResourceTag
In the following example, the client performs a PUT request with new content for the document, using an If header with the old ResourceTag, which no longer matches the new value on the server.
PUT /Shared%20Documents/simple.txt HTTP/1.1
If: (<rt:93DAE904-C4AE-4B5F-A7F6-BDF4FAACEF5F@00000000002>)
Host: www.contoso.com
Accept: */*
Content-Length: 67
Connection: Keep-Alive

This is a simple document that has some other changed text in it.

[bookmark: section_ea5befffda7448d3b2a166b34561156b][bookmark: _Toc83916488]Server PUT Response to Incorrect ResourceTag in If Header
The server responds to the PUT request with an incorrect ResourceTag, as follows.
HTTP/1.1 412 PRECONDITION FAILED
Date: Thu, 14 Jun 2007 21:30:44 GMT
Server: Microsoft-IIS/6.0
Cache-Control: private
Content-Length: 0
Public-Extension: http://schemas.microsoft.com/repl-2
[bookmark: section_da950a98c8cd4231977e9f4dc45844a2][bookmark: _Toc83916489]Security
[bookmark: section_90224500bdbb44908f012b85abc38f5b][bookmark: _Toc83916490]Security Considerations for Implementers
WebDAV servers that support the translate: f header needs to perform access checks before returning the source of the file to protect any source content (for example, database passwords).
[bookmark: section_9f558824aeda45ca9cb9f9945afb506b][bookmark: _Toc83916491]Index of Security Parameters
No new security parameters are required beyond those in the base protocol. 
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The information in this specification is applicable to the following Microsoft products or supplemental software. References to product versions include updates to those products.
· Windows 2000 operating system
· Windows XP operating system
· Windows Server 2003 operating system
· Windows Vista operating system
· Windows Server 2008 operating system with Service Pack 2 (SP2)
· Windows 7 operating system
· Windows Server 2008 R2 operating system
· Windows SharePoint Services 2.0
· Windows SharePoint Services 3.0
· Microsoft SharePoint Foundation 2010
· Microsoft SharePoint Foundation 2013
· Microsoft SharePoint Server 2016
· Microsoft SharePoint Server 2019
· Microsoft SharePoint Server Subscription Edition
Exceptions, if any, are noted in this section. If an update version, service pack or Knowledge Base (KB) number appears with a product name, the behavior changed in that update. The new behavior also applies to subsequent updates unless otherwise specified. If a product edition appears with the product version, behavior is different in that product edition.
Unless otherwise specified, any statement of optional behavior in this specification that is prescribed using the terms "SHOULD" or "SHOULD NOT" implies product behavior in accordance with the SHOULD or SHOULD NOT prescription. Unless otherwise specified, the term "MAY" implies that the product does not follow the prescription.
<1> Section 1.6: The WebDAV server is available as an Internet Server API (ISAPI) extension in Internet Information Services (IIS), Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0.
<2> Section 2.1: Windows XP, Windows Server 2003, Windows 7, and Windows Server 2008 R2 WebDAV clients support only port 80. Support for other ports is available only in Windows Vista and Windows Server 2008. The WebDAV client in Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 uses port 80 by default for HTTP, and port 443 for HTTP over SSL/TLS. WebDAV servers that run on IIS or on Windows SharePoint Services 3.0 support any port.
<3> Section 2.2.3: Windows SharePoint Services 2.0 does not support this header.
<4> Section 2.2.6: For a Translate header (section 2.2.6) value of FALSE, the WebDAV server included in IIS for Windows 2000, Windows XP, Windows Server 2003, Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 requires WRITE access to return the source of the file.
<5> Section 2.2.8: The WebDAV server in Windows SharePoint Services 3.0 technology checks the product tokens in the User-Agent request header field sent with a request for the presence of "Mozilla" and the absence of either "Office", "FrontPage", or "non-browser" to determine whether to send an HTTP 302 redirect message to a login page when using ASP.NET forms authentication for unauthenticated clients. Otherwise, the server assumes that the client user agent is not a browser and will return either an HTTP 401 "Unauthorized" error to prompt authentication when using Integrated Windows authentication, or an HTTP 403 "Forbidden" error when using ASP.NET forms authentication along with an X-MSDAVEXT_ERROR message ([MS-WDV] section 2.2.3) with an Extended-error value of 917656. This specific error combination is used by the client WebDAV Redirector as a signal to send a Cookies request header along with the request. If the client does not have a Forms Authentication cookie, the server will resend the HTTP 403 error with the X-MSDAVEXT_ERROR message with an Extended-error value of 917656, as a signal to the client that it needs to prompt the user to authenticate.
In the case where the server determines that the client user agent is not a browser, the server additionally checks for the absence of any additional tokens (beyond "non-browser") in the User-Agent request header field. If no other tokens are found, the server assumes that the client is capable of opening documents in a folder only if the user first navigates into the containing folder and it returns HTML markup consistent with that limited capability. Otherwise, the server assumes that the client is capable of opening documents in a folder by using the full path to the document (without requiring explicit navigation into the appropriate folder) and returns HTML markup consistent with that greater capability.
<6> Section 2.2.9.1: Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 only return this property for collections, and only as part of a PROPFIND allprop request, not when requested individually with PROPFIND using a property list. It is always set to 1.
<7> Section 2.2.9.2: Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 only return this property for collections. It is always set to "t".
<8> Section 2.2.9.3: Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 only return this property for collections, and only as part of a PROPFIND allprop request, not when requested individually with PROPFIND using a property list. It is always set to 0.
<9> Section 2.2.10: XML parser limitations in Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 require that the XML namespace aliases that clients send always appear as listed in section 2.2.10. Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 do not recognize any other form of these element names, including fully qualified element names.
<10> Section 2.2.10.1: Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 only return this property for collections, and only as part of a PROPFIND allprop request, not when requested individually with PROPFIND using a property list. It is always set to "t".
<11> Section 2.2.10.9:  SharePoint 2010 cumulative update for June 2013 does not return Z:Win32LastModifiedTime property.
<12> Section 3.1.5: The WebDAV client sends an OPTIONS command to verify server support for extensions. 
<13> Section 3.1.5: In Windows XP and Windows Server 2003, the WebDAV client does not support the extensions and, therefore, the new headers are ignored on the OPTIONS response. In Windows Vista, Windows Server 2008, Windows 7, and Windows Server 2008 R2 the WebDAV client supports the extensions, and the new headers in the server OPTIONS response are not ignored.
<14> Section 3.1.5.1: While a WebDAV-compliant server could choose to implement WebDAV on some resources and not on others, and allow the client to distinguish this fact by sending an OPTIONS verb to any resource, limitations in the client WebDAV implementation do not allow for a WebDAV server that supports WebDAV on only some resources. To support the client, Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 do not implement this capability, and instead only allow a server-wide setting of the WebDAV capabilities and the WebDAV Protocol: Microsoft Extensions. Therefore, a single OPTIONS verb sent to a server tells a WebDAV client whether these extensions are available server-wide. Due to a defect in Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0, the OPTIONS request is sent with an actual resource location in the Request-URI, and not to the asterisk (*) general location.
<15> Section 3.1.5.4: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 are not compliant with [RFC2518] section 7.4, and do not implement write locks on null resources.
<16> Section 3.1.5.5: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 are not compliant with [RFC2518] section 9.4 and do not implement the If header except as specified in this extension.
<17> Section 3.1.5.5: The If-None-Match request header field is used with a method to make it conditional. When a client has obtained one or more entities from a resource, it can verify that none of those entities is current by including a list of their associated entity tags in the If-None-Match header field. The purpose of this feature is to allow efficient updates of cached information with a minimum amount of transaction overhead, and to prevent a method such as PUT from inadvertently modifying an existing resource when the client believes that the resource does not exist.
<18> Section 3.1.5.6: These dead properties are used by the Client WebDAV Redirector to store implementation-specific file attributes in these properties, but Windows SharePoint Services accepts any value for these properties. Windows SharePoint Services 3.0 provides a default value for the Z:Win32FileAttributes property (section 2.2.10.7) for certain collections on the server that are hidden and not normally accessible, if no value has been set by the client. The Windows SharePoint Services 3.0 server provides a default value of "00000016" (which is interpreted by the Client WebDAV Redirector as a combination of HIDDEN and SYSTEM attributes) for a directory that begins with an underscore (_). The Windows SharePoint Services 3.0 server provides a default value of "00000012" (which is interpreted by the Client WebDAV Redirector as the HIDDEN attributes) for a directory that is contained within a Document Library and is named "Forms".
<19> Section 3.1.5.6: This dead property is supported by Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010, and SharePoint Foundation 2013 but is not used by the Client or by any version of Microsoft Office. When this property is set with a PROPPATCH command, Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010, and SharePoint Foundation 2013 parse the input as an unsigned decimal string and store it internally in a signed 32-bit integer. Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010, and SharePoint Foundation 2013 return this property in a PROPFIND request as a signed decimal string. SharePoint Server 2016 stores the input internally in an unsigned 64-bit integer and returns this property in a PROPFIND request as an unsigned decimal string.
<20> Section 3.2.5.1: Windows SharePoint Services 3.0 maintains a state flag indicating whether it should advertise its extended capabilities in response to an OPTIONS request. If the state flag is not set, Windows SharePoint Services returns the usual headers returned by a WebDAV-compliant server, as specified in [RFC2518], including the Allow header with the GETLIB method (section 3.1.5.2), but it will not send the MS-WebDAV-Extension, MS-Author-Via (section 2.2.7), Document Management Server (section 2.2.1), or Microsoft Office Web Server headers. 
<21> Section 3.2.5.1: The WebDAV server in Windows SharePoint Services 3.0 technology checks whether the user agent header string sent with an OPTIONS request is "Microsoft Data Access Internet Publishing Provider". In this case, the server sends an additional Microsoft Office Web Server header of the following form with content of "5.0_Collab" in the OPTIONS response.
 
MicrosoftOfficeWebServer: 5.0_Collab
Windows SharePoint Services 3.0 server does not send this header in response to a client sending any other user agent header string. Sending this additional header overcomes a defect in the Microsoft Data Access Internet Publishing Provider (MSDAIPP) component in versions of the Client prior to Windows Vista, which otherwise might not recognize the presence of WebDAV Protocol client extensions in the server and thus fall back to basic WebDAV behavior. Adding this header allows this component to optimize its behavior to take advantage of WebDAV Protocol client extensions.
<22> Section 3.2.5.1: If the WebDAV server in Windows SharePoint Services 3.0 technology detects that the user agent string sent with an OPTIONS request is "Microsoft Data Access Internet Publishing Provider", then the server does not send the Public-Extension header with the http://schemas.microsoft.com/repl-2 schema option, to overcome a defect in the Client MSDAIPP component in Windows XP and Windows Server 2003.
<23> Section 3.2.5.3.1:  SharePoint Foundation 2013 will respond an HTTP 401 "Unauthorized" error.
<24> Section 3.2.5.3.1: WebDAV clients in Windows XP and Windows Server 2003 may attempt to walk the resource hierarchy for a particular resource, even when elements of that hierarchy are nonexistent or otherwise not available for access, such as when a user has permissions to access resources at a certain level in the hierarchy, but not above that level. Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 report the existence of any such inaccessible resource that is requested, and report whether a resource is a directory (that is, a resource collection) to enable WebDAV clients to succeed. This behavior has the side effect of allowing the user to explicitly browse with the WebDAV client to a nonexistent directory, even though all user actions, such as listing the directory contents or putting a file in that directory, will fail.
<25> Section 3.2.5.3.3: In versions of Windows prior to Windows Server 2003, the Client WebDAV Redirector was not aware of WebDAV locks and the related properties for lock discovery and reporting. If a DAV:activelock property is returned by a PROPFIND to these older versions of the Client, the client appends the value returned in the DAV:href element within the DAV:locktoken to the name of the resource. Because this results in an incorrect name that is unusable for further navigation, Windows SharePoint Services 2.0, Windows SharePoint Services 3.0, SharePoint Foundation 2010 and SharePoint Foundation 2013 perform this check before sending a PROPFIND response to the affected Clients and modifies its output accordingly.
<26> Section 3.2.5.4: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 are not compliant with [RFC2518] section 7.4 and do not implement write locks on null resources.
<27> Section 3.2.5.5: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 are not compliant with [RFC2518] section 9.4 and do not implement the If header except as specified in this extension.
<28> Section 3.2.5.5: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 do not check for the existence of multiple ResourceTag state tokens or for other allowed list combinations that include ResourceTag state tokens.
<29> Section 3.2.5.6: Windows SharePoint Services 2.0 and Windows SharePoint Services 3.0 do not allow setting arbitrary dead properties other than ones listed as supported for WebDAV clients.
<30> Section 4.3.4: Windows SharePoint Services 3.0 returns two ResourceTag headers (section 2.2.4) in response to any PUT request; one containing the ResourceTag value passed in by the WebDAV client's request in an If header and an additional ResourceTag header, which contains the updated ResourceTag value. WebDAV clients do not rely on the ResourceTag values returned in the response to a PUT request to make any subsequent changes to the resource.
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This section identifies changes that were made to this document since the last release. Changes are classified as Major, Minor, or None. 
The revision class Major means that the technical content in the document was significantly revised. Major changes affect protocol interoperability or implementation. Examples of major changes are:
· A document revision that incorporates changes to interoperability requirements.
· A document revision that captures changes to protocol functionality.
The revision class Minor means that the meaning of the technical content was clarified. Minor changes do not affect protocol interoperability or implementation. Examples of minor changes are updates to clarify ambiguity at the sentence, paragraph, or table level.
The revision class None means that no new technical changes were introduced. Minor editorial and formatting changes may have been made, but the relevant technical content is identical to the last released version.
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