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[bookmark: section_1125b1da8fdf497188c5b8cbec3cb1ba][bookmark: _Toc509485282]Introduction
This document describes the level of support provided by Microsoft web browsers for the Cross-Origin Resource Sharing [CORS] W3C Recommendation of 16 January 2014, with regards to XMLHttpRequest [XMLHTTPR-LEVEL1]. 
The [CORS] specification may contain guidance for authors of HTML and XML documents, browser users and user agents (browser applications). Statements found in this document apply only to normative requirements in the specification targeted to user agents, not those targeted to authors.
[bookmark: section_ccac79510e054733940dfd71561abaef][bookmark: _Toc509485283]Glossary
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.
[bookmark: section_746b9ae603ae405e8d23b746435e58ee][bookmark: _Toc509485284]References
Links to a document in the Microsoft Open Specifications library point to the correct section in the most recently published version of the referenced document. However, because individual documents in the library are not updated at the same time, the section numbers in the documents may not match. You can confirm the correct section numbering by checking the Errata.  
[bookmark: section_77ac2608afe9401396e777e270ed119f][bookmark: _Toc509485285]Normative References
We conduct frequent surveys of the normative references to assure their continued availability. If you have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will assist you in finding the relevant information. 
[CORS] World Wide Web Consortium, "Cross-Origin Resource Sharing", W3C Recommendation 16 January 2014, http://www.w3.org/TR/2014/REC-cors-20140116/
[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC 2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt
[XMLHTTPR-LEVEL1] World Wide Web Consortium, "XMLHttpRequest Level 1", W3C Working Draft 30 January 2014, http://www.w3.org/TR/2014/WD-XMLHttpRequest-20140130/
[bookmark: section_7ceb55f61ed549c78ac9948296f22fc3][bookmark: _Toc509485286]Informative References
None.
[bookmark: section_53920fb717bc48cc8549379f9a43c977][bookmark: _Toc509485287]Microsoft Implementations
The following Microsoft web browser versions implement some portion of the [CORS] specification for XMLHttpRequest [XMLHTTPR-LEVEL1]:
· Windows Internet Explorer 10
· Internet Explorer 11
· Internet Explorer 11 for Windows 10 
· Microsoft Edge 
Each browser version may implement multiple document rendering modes. The modes vary from one to another in support of the standard. The following table lists the document modes supported by each browser version.
	Browser Version
	Document Modes Supported

	Internet Explorer 10
	Quirks Mode
IE7 Mode
IE8 Mode
IE9 Mode
IE10 Mode

	Internet Explorer 11
	Quirks Mode
IE7 Mode
IE8 Mode
IE9 Mode
IE10 Mode
IE11 Mode

	Internet Explorer 11 for Windows 10
	Quirks Mode
IE7 Mode
IE8 Mode
IE9 Mode
IE10 Mode
IE11 Mode

	Microsoft Edge 
	EdgeHTML Mode


For each variation presented in this document there is a list of the document modes and browser versions that exhibit the behavior described by the variation. All combinations of modes and versions that are not listed conform to the specification. For example, the following list for a variation indicates that the variation exists in three document modes in all browser versions that support these modes:
Quirks Mode, IE7 Mode, and IE8 Mode (All Versions)
[bookmark: section_83f19ee901804c90872c367ca9370f99][bookmark: _Toc509485288]Standards Support Requirements
To conform to [CORS] a user agent must implement all required portions of the specification. Any optional portions that have been implemented must also be implemented as described by the specification. Normative language is usually used to define both required and optional portions. (For more information, see [RFC2119].)
The following table lists the sections of [CORS] and whether they are considered normative or informative.
	Sections
	Normative/Informative

	1
	Informative

	2 - 3
	Normative

	4
	Informative

	5 - 6.2
	Normative

	6.3 - 6.4
	Informative

	7 - 7.2
	Normative

	7.3 - 8
	Informative

	References
	Informative

	Acknowledgments
	Informative



[bookmark: section_00e4b26bedf24dfab880637f4c17e36d][bookmark: _Toc509485289]Notation
The following notations are used in this document to differentiate between notes of clarification, variation from the specification, and extension points.
	Notation
	Explanation

	C####
	Identifies a clarification of ambiguity in the target specification. This includes imprecise statements, omitted information, discrepancies, and errata. This does not include data formatting clarifications.

	V####
	Identifies an intended point of variability in the target specification such as the use of MAY, SHOULD, or RECOMMENDED. (See [RFC2119].) This does not include extensibility points.

	E####
	Identifies extensibility points (such as optional implementation-specific data) in the target specification, which can impair interoperability.


For document mode and browser version notation, see section 1.3.
[bookmark: section_a5a4708db6f4457cb1d932c5b7e86a52][bookmark: _Toc509485290]Standards Support Statements
This section contains all variations and clarifications for the Microsoft implementation of [CORS].
· Section 2.1 describes normative variations from the MUST requirements of the specification. 
· Section 2.2 describes clarifications of the MAY and SHOULD requirements. 
· Section 2.3 considers error handling aspects of the implementation.
· Section 2.4 considers security aspects of the implementation.
[bookmark: section_0e79872cd1eb47afab8e1188173dc158][bookmark: _Toc509485291]Normative Variations
The following subsections describe normative variations from the MUST requirements of [CORS].
[bookmark: section_ff8f99e1480a4110a79a6c04b882f359][bookmark: _Toc509485292][CORS] Section 5.2, Access-Control-Allow-Credentials Response Header
V0001:
The specification states:
The Access-Control-Allow-Origin header indicates whether a resource can be shared based by returning the value of the Origin request header, "*", or "null" in the response. ABNF:
Access-Control-Allow-Origin = "Access-Control-Allow-Origin" ":" origin-list-or-null | "*"
IE10 Mode and IE11 Mode (all versions)
Origin lists are not supported. Instead, a single origin and the "null" string is supported.
[bookmark: section_648c8d30034e4312a9441255e5ad9860][bookmark: _Toc509485293][CORS], Section 7.1.7, Generic Cross-Origin Request Algorithms
V0002:
The specification states:
Whenever the make a request steps are applied, fetch the request URL from origin source origin using referrer source as override referrer source with the manual redirect flag set, and the block cookies flag set if the omit credentials flag is set.
IE10 Mode (all versions)
The override referrer source is not supported.
[bookmark: section_e895105c55bb4f5ea5412ba747941010][bookmark: _Toc509485294]Clarifications
There are no clarifications of the MAY and SHOULD requirements of [CORS].
[bookmark: section_e92eb2ac05314cef9ce7030dc38fd8de][bookmark: _Toc509485295]Error Handling
There are no additional error handling considerations.
[bookmark: section_4c9fc00cd96f4011a2dc0d12c8103122][bookmark: _Toc509485296]Security
There are no additional security considerations.
[bookmark: section_f03955c997394808ab80d2d8664a25ab][bookmark: _Toc509485297]Change Tracking
No table of changes is available. The document is either new or has had no changes since its last release.
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